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Abstract

The need for robust information protection
techniques has become important in security
applications, especially to safeguard secret
messages during transmission. The rapid
expansion and pervasive use of the Internet
have amplified security concerns, particularly
regarding the authenticity of digital images, a
significant issue in the context of the fourth
industrial revolution. Biometric authentication
using image watermarking addresses these
concerns by embedding biometric information
into digital images, thereby ensuring their security
and privacy. Numerous recent methods have
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fused biometric modalities with watermarking
techniques to enhance the security and reliability of
transmitted messages. Despite these advancements,
achieving parallel security and storage efficiency
for biometric images remains a complex challenge.
To cope with these challenges, this research
proposes a standardized robust fusion framework
for biometric-based image authentication tailored
to various applications.

Keywords: biometric authentication, optimization, robust,
security and privacy.

1 Introduction

Biometric authentication has gained popularity due
to its ability to address data protection and security
issues, especially given the increasing accessibility
and misuse of the Internet. This mechanism embeds
private data into biometric images, ensuring the
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protection of personal data [1]. Digital image
watermarking enhances image authentication by
leveraging information duplication from interactive
communication [2]. In this process, the watermark
image verifies the integrity, authentication, and
ownership of the original image.

Biometric authentication using image watermarking
protects biometric data without storing human
characteristics in a template database [3]. Various
biometric features such as fingerprints, retinas, irises,
voices, faces, and gait biometrics can be used
as watermark images, encrypting homomorphic
systems to provide authenticity and confidentiality [4].
Currently, biometric image watermarking can be
combined with cryptography and reversible image
watermarking to ensure authentication, confidentiality,
and integrity in parallel [5].

A fingerprint based image authentication shows
how the ridges and valleys pattern is imprinted
on the surface of the fingertip which identifies a
fingerprint’s uniqueness [6, 7], in application of
user authentication process. The authenticity of
a fingerprint image could be verified using digital
watermarking [8] by embedding the watermark
data within the original fingerprint image. Before
the watermark is placed, we might encrypt the
watermark data keeping attackers from accessing the
watermark as an extra security measure [9]. The
reversible watermarking method effortlessly retrieves
fine details from a fingerprint image that has been
watermarked. Also, discrete wavelet transform
(DWT) and singular value decomposition (SVD)
based hybrid approaches provide enhanced robustness
against multiple geometric and noise attacks and user
identity protection when employing fingerprint and
gait biometrics features for image watermarking [10].
Adding biometric features like iris, fingerprint prevent
unauthorized access or manipulation of data and also
protects copyright that verifies the identity of the
claimed person. The iris biometric feature is embedded
into the data for ensuring user authentication by
providing integriry and confidentiality of the digital
system [11]. Strong security and enhanced resistance
against traditional threats are guaranteed by this
biometric approach. Another dual watermarking
technique generates transformed watermark where
minor biometric watermark is inserted into the major
watermark. Then, this transformed watermark can
be used as the watermark image and embedded
into the original carrier image [12]. This approach
ensures image authenticity by improving security and

robustness of the system.

However, it is necessary to present the current status
including the state-of-the-art methods of biometric
authentication using image watermarking techniques.
This paper tries to give such a vivid picture. Our
research contributions are as follows:

e We outline the most current advancements
in biometric authentication wusing image
watermarking algorithms.

e We list the limitations of existing biometric
authentication systems.

e We propose a biometric image authentication
framework overcoming the existing research gaps.

The paper is organized as follows: Section 2
describes the fundamental design requirements for
embedding biometric features into an image using
a watermarking system. The related literature is
reviewed in Section 3. The use of image watermarking
in recent times is covered in Section 4. Existing
limitations are mentioned in Section 5. Section 6
highlights recent advancements in biometric-based
image watermarking systems. Our proposed biometric
image authentication framework using watermark
based on existing research gaps is given in Section 7.
Finally, Section 8 provides a summary of the research
and recommendations for the future.

2 Generic Biometric Image Watermarking
Framework and Design Requirements

We present a general framework for biometric
authentication wusing image watermarking, as
illustrated in Figure 1.

Figure 1 illustrates the overall process of biometric
watermark embedding and authentication. Initially,
biometric features such as fingerprints, irises, or
voices are used as watermarks, and the system
encrypts the biometric image using lightweight image
encryption techniques. The input image is classified
by machine learning algorithms, after which the
system extracts features from the classified host
image. An optimization technique calculates the
scaling factor that determines the watermark strength.
The encrypted biometric watermark image is then
embedded into the classified host image using a
hybrid watermarking algorithm with the optimized
scaling factor, generating the watermarked image.
Subsequently, the system extracts the watermark image
from the generated watermarked image in reverse. A
matching algorithm compares the extracted biometric
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Figure 1. A general framework of biometric authentication using image watermarking.
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Figure 2. Preliminaries of biometric authentication using image watermarking.

watermark with the template biometric storage. The
system then makes a decision based on this matching
algorithm to verify the authenticity of the biometric
image.

In designing a biometric image authentication, we
should consider some design requirements, which is
depicted in Figure 2.

Figure 2 illustrates biometric authentication design
issues including biometric modalities, matching
algorithms, scalability, redundancy, security, template
storage, and adaptability, etc.

In this section, we have described several requirements
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for designing a biometric image watermarking-based
authentication.

2.1 Extracted Biometric Modalities and Features

Biometric feature extraction is one of the significant
design requirements. Figure 3 depicts the workflow of
extracting features from biometric modalities.

Image Pre-processing
(Image Enhancement,
Normalization,
Histogram Equalization)

Extract
Biometric
Modalities

Sensor >

Figure 3. Workflow of extracting biometric features.
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In Figure 3, at first, the system uses a sensor to take the
input image. Then, image pre-processing techniques
like image enhancement, normalization, histogram
equalization, etc. are used to process the image
before going to the operation. Then, the system uses
techniques to extract efficient features from biometric
modalities such as fingerprint, iris, retina, voice, face,
etc. For multi-modal biometric fusion, the system
extracts minutiae points from fingerprint images and
integrates them with other features (e.g., iris codes)
via feature-level fusion to generate a robust watermark
template [5].

2.2 Template Generator

For designing an efficient biometric image
watermarking system, the first step is to embed
the biometric data into the host image by developing a
template generator. This template helps the system to
store multiple biometric features and also enhances
the security with an additional layer. This generator
guarantees that the watermark image is only extracted
for correct biometric features stored in the template.
Bhatnagar et al. [13] enhance the authenticity and
integrity of the biometric template by blending chaotic
sequence, Hessenberg decomposition, and SVD
decomposition. Their system is robust against various
attacks and ensures improved imperceptibility than
existing methods.

2.3 Scalability

The scalability of biometric authentication-based
image watermarking embeds biometric data into the
host image by maintaining the reliability and efficiency
of the system simultaneously. Bergman [14] proposed
a Match-on-Card technology for ensuring the security
and scalability of biometric authentication networks
against cyber-attacks.

2.4 Adaptability

This requirement defines the adjustment or
accommodation in changing the biometric
imformation accurately for authenticating the
system. This adaptability can be achieved through
dynamic watermarking, working against a large
variety of attacks for testing robustness, adjusting the
proper balance between watermark image quality
and reliability, and working with a combination of
multiple biometric features.

2.5 Redundancy

This requirement adds additional information to the
watermark image to increase the robustness and

reliability of the watermarking system.

2.6 Imperceptibility

Imperceptibility evaluates the effectiveness of an
image watermarking system where the generated
watermarked image and the original host image
remain the same in quality with respect to the human
visual system [2]. A masking-based watermarking
system is proposed by Yang et al. [15] that ensures
better imperceptibility of the system. This method
ensures minimum loss of the watermarked image in
quality.

The watermark imperceptibility is assessed using the
structural similarity index (SSIM). The procedure of
embedding the watermark may result a detoriation of
image quality. Nonetheless, in invisible watermarking,
the human visual system frequently fails to detect
it. Improved imperceptibility is implied by high
peak-signal-to-noise ratio (PSNR) values. The
best watermarking strategies guarantee greater
imperceptibility, or the absence of any discernible
difference between the watermarked and host
images [16]. Equations (1) and (2) express the
representations of SSIM and PSNR, respectively.

(2pwttnr + C1) (2000w + C2)

SSIM = 1
(12, + 12, + C1) (02, + 02, + C) M
PSNR = 101o EdB (2)
- glO MSE

where w is the host image and w’ is the watermarked
image. p and o are the image mean and variance,
respectively, and C; and C, are constants. MSE is
the mean squared error between the host and the
watermarked images, which is shown by the following
equation (3).

wisp = S0l )

(3)

2.7 Robustness

Robustness detects the watermark even after some
common manipulation or attacks in the watermarking
system such as: analog to digital conversion or
vice-versa, image enhancement, resizing, scaling,
etc. [17]. Zhou et al. [18] proposed a hybrid transform
domain-based watermarking method where the
watermark image is embedded into the high-frequency
components of the host image. This ensures improved
robustness against a large variety of attacks. Generally,
the resilience of the image watermarking system
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is assessed using bit-error-rate (BER), normalized
correlation (NC), and signal-to-noise ratio (SNR)
metrics whose representations are given in Equations
(4) to (6).

/ > x[n] 307 @' [n]
NC(zx,z") = 4
() V21 (@[n])2 77 (a'[n])? @
BER(z,2/) = 221 x[n]]v@ add (5)

" 2?[n]

(eln] — /)2

1

where z is the watermark image and 2’ is extracted
watermark image, and the symbol @ indicates the
exclusive OR (XOR) operator between x and z'.

2.8 Security

Security is a major issue in designing a biometric-based
image watermarking system which is guaranteed
by a secret key with various encryption techniques

like chaos-based, logistic map, and others [19].

In [20], the watermark image is encrypted using
pseudo-random sequences before embedding the
watermark image. Security is mostly required in
telecommunication, imaging, multimedia content. The
degree of watermarking system security is determined
by the key of the encryption method. Various
encryption strategies such as logistic map-based and
chaos-based Discrete Cosine Transform (DCT) have
been employed to guarantee the security and privacy
of the embedded watermark [19].

2.9 Matching Algorithm

The matching algorithm determines the similarity
score between the extracted biometric features and the
reference biometric image where high similarity means
the system is highly authenticated. In a biometric
authentication system, the PSNR, SSIM, BER, and NC
are typically used to gauge how well the matching
algorithm is working.

3 Watermarking in Biometric Systems: Related
Literature Study

Vatsa et al. [21] proposed a multimodal biometric
image watermarking system with two levels of
authentication for verifying and protecting biometric
templates. In this case, the iris template works as
watermark which is embedded into the face image
for ensuring authentication as well as security of
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the biometrics data. This method shows 96.8%
accuracy by proving robustness against conventional
attacks. Also, biometric watermarking embeds an
image to the biometric trait of copyright owners
to ensure robustness [22]. A biometric feature
can be used as a unique identifier that cannot be
misplaced or forgotten [23]. SVD based watermarking
cannot resist ambiguity attacks which results in
biometric key solution where nobody can extract the
watermark image without key even after knowing
the whole embedding algorithm. This biometric key
ensures the high security of watermarking techniques.
Hence, for ensuring improved security, Bhatnagar et
al. [24] embeds a gray-scale watermark image into
the decomposed host image using a biometrically
generated key. In this paper, one can not get
the exact coefficient for watermark embedding that
ensures high security of the system. In 2013, Shaw
et al. [25] proposed empirical mode decomposition
(EMD) based biometric technology for watermarking
where the fingerprint image is embedded into the
host image using the hybrid algorithm of lifting-based
DWT and SVD. Fingerprint-based biometric image
watermarking technology gains popularity in the case
of ownership identification and authentication. For
ensuring security issues of transmitted data over the
communication channel, Vashistha et al. [26] proposed
a biometric framework based on integer DCT (IDCT).
In this case, the fingerprint is embedded into the host
image using IDCT. The method is robust against salt
and pepper (SPN) noise, Gaussian noise (GN), and
geometric attacks like rotation. However, the filter and
hybrid attacks are not observed. Also, the method is
robust only for low noise density and doesn’t resist
rotation more than 1 degree. Also, its imperceptibility
is not so good.

In 2019, a new reversible and blind fingerprint image
watermarking technique is proposed by Bousnina et
al. [27]. First, carry out a zigzag scanning on the
coefficients matrix of the original fingerprint image.
The vector of the coefficients is decomposed into two
sub-vectors, and DCT is applied to these sub-vectors.
The sequence bits of the binary watermark are then
inserted into the two sub-vectors for embedding,
and a secret key is added. The result provides
a high visual quality of the watermarked image.
The PSNR value was found to be 47dB. Altay et
al. [28] suggested two new methods for blending
biometric digital watermarks with color images in
2021. The first method is QR decomposition-based
redistributed invariant DWT (RIDWT), and the other
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Figure 4. Recent applications of biometric authentication using image watermarking.

is Schur-decomposition-based RIDWT. Both methods
convert the RGB image into YCbCr color space, and
RIDWT is applied to the Y channel. The LL sub-band
is split up into non-overlapping blocks that measure
4x4. QR decomposition is applied on each block for 1st
method and schur decomposition for 2nd method, and
the watermark is embedded in the R matrix. The PSNR
values of RIDWT-QR and RIDWT-Schur are 38.6705dB
and 37.3665dB, respectively. In 2023, Gomez-Coronel
et al. [29] suggested an invisible, secured, robust
hybrid watermarking algorithm based on Hermite
Transform and SVD-DCT. This algorithm embeds two
watermarks, LOGO as a digital binary image and
metadata as a text image. The LOGO watermark
is encrypted by Jigsaw Transform (JST) and the
Elementary Cellular Automaton (ECA), and metadata
is ciphered through XOR operation. However, this
method provides the worst results for rotation and
cropping attacks.

In 2023, Mohammed et al. [30] used another
biometric watermarking system to secure the patient’s
information. This algorithm used two watermarks. At
first, the iris watermark is processed, and segmentation

and normalization are done for feature extraction.

The iris acts as an authentication key, and the second
watermark (patient’s data) is encrypted via XOR

operation and embedded with the key. The average
PSNR value of this method is 57.1920 dB. In 2024,
A blind watermarking technique combined Radon
transform with DCT improved the visibility and
robustness against various attacks in Bao et al. [31].
This method used the host and watermark as color
images. The RGB image translated the host image
into YUV color space, and the Radon transform
is applied to the U component. Furthermore, On
the chosen blocks of the radon domain, 2D-DCT is
performed. However, the watermark is encrypted
through the Arnold transform. But, when the rotation
attack on the watermarked image causes inaccurate
values of the black pixels. These methods often
leverage multi-modal fusion to combine biometric
traits, enhancing the overall reliability of watermark
extraction against attacks.

4 Recent Applications of Biometric
Authentication using Image Watermarking
Biometric  authentication based on image

watermarking can be used in several applications
like financial transactions, preventing identity fraud,
controlling border access, access control systems,
prevention of unauthorized access, fingerprinting,
identity verification, attendance tracking, defense and
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security, medical image security, E-governance and
E-voting, healthcare, criminal investigation, distance
education and research, wvehicle access control,
information hiding, industrial security, entertainment,
and security of restricted areas, etc. Aparna etal. [5]
used several medical images to improve the biometric
security of the system. Their proposed method can
be effectively used in recording electronic health data.
Motwani et al. [22] used biometric traits as watermark
images that are embedded into the 3D graphics in
developing digital rights management system. Olaniy
et al. [32] proposed a biometric authentication using
crypto-watermarking techniques for securing an
electronic voting (E-voting) system. Konnurmath
et al. [33] used biometric images as watermarks
with hybrid transform domain-based watermarking
techniques for protecting copyrighted digital
images. Lebcir et al. [34] proposed reversible DCT
based watermarking techniques for authenticating
fingerprint images. Aparna et al. [35] proposed a
blind watermarking technique for securing online
health records. Thanki et al. [36] proposed fragile
biometric image watermarking for detecting tamper in
images while accessing shared servers or the cloud. In
2023 [37], Fernandez and Nithyanandam highlighted
the associated applications of biometric-based
watermarking system including E-helthcare, online
voting, and online theft identification, etc. ~We
depicted these applications in the following Figure 4.

Figure 4 illustrates the recent applications of biometric
authentication using image watermarking including
financial transaction, prevent identity fraud, boarder
control, access control system, prevent unauthorized
access, identity verification, fingerprinting, attendance
tracking, defense and security, medical image security,
E-governance, E-voting, healthcare e.g., telemedicine,
teleopthalmology, criminal investigation, distance
education and research, access control and vehicle,
information hiding, industrial security, entertainment
along with security of restricted areas.

of Biometric

Image

5 Limitations
Authentication
Watermarking

Existing
System  using

In recent years, there has been prominent progress
in the development of biometric authentication
systems, where image watermarking has surfaced
as a prospective method for enhancing security and
privacy. It is really a big challenge for researchers to
implement a universally effective biometric-based
image watermarking technique due to the variation

346

of sensor technologies and image acquisition
process. Face problems related to compatibility with
various biometric recognition systems. There may
be infrastructure and logistical difficulties when
implementing biometric authentication systems
on a large scale. The authentication procedure
could be obtrusive or inconvenient for users. This
review critically explores the intrinsic limitations
embedded in current biometric authentication
systems employing image watermarking.  The
in-depth analysis encompasses multiple facts such as:

e Lack of Integration of System Components:
Traditional biometric authentication methods,
such as message authentication codes (MAC) or
hash functions, are not suitable for authenticating
biometric data because small changes can have
a significant effect on the input data. Therefore,
if system components like sensors, template
generators, and feature extractors are not properly
integrated via information fusion techniques,
leading to failures in multi-modal biometric
authentication [38].

o Accuracy and Reliability: Impact the accuracy and
reliability of biometric systems, affecting their
ability to correctly identify individuals. The
inclusion of watermarks in biometric images
during the embedding process may lead to
a decline in image quality. This reduction
in quality has the potential to impact the
accuracy and reliability of the authentication
procedure, potentially resulting in instances of
both false positives (erroneously permitting an
unauthorized user) and negatives (unable to
authenticate an authorized user) [39].

e Robustness and Imperceptibility: It’s a challenging
task to maintain a better trade-off between
robustness and imperceptibility, as making
watermarks too robust may result in visible
distortions that could compromise the integrity of
biometric images. The watermarking technique
needs to exhibit heightened sensitivity to
various image processing and geometric attacks,
including spatial filtering, copying, cropping,
sc:aling, translation, compression, and rotation.
The correlation between the host image and
the watermarked image is crucial, impacting
the perceptual quality of the host image during
the embedding process. This sensitivity should
persist even in case of minor modifications to the
image, whether intentionally or unintentionally,
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Figure 5. Possible challenges of biometric authentication using image watermarking.

with a high likelihood of detection [40].

Robustness and Security: It is very difficult to
maintain a good balance between robustness
and security, which makes the system vulnerable
to various attacks when transferring biometric
data from the watermark embedding stage to the
authentication stage.

Vulnerability of Attacks: It is crucial to prevent
unwanted access to the stored biometric templates.
Although watermarking aims to enhance security
measures, it remains susceptible to attacks [41].
Adversaries can utilize diverse methods,
including image tampering or the removal
of watermarks, potentially compromising the
integrity of biometric data.

Spoofing Attack: In a spoofing attack, an attacker
tries to gain unauthorized access to the system [42—
441, which can affect several biometric traits, such
as fingerprints, iris patterns, voice, and facial
features.

Poor Privacy and systems security: If the security
algorithm for biometric data is weak, the biometric
data could be compromised due to poor privacy
techniques [45]. Moreover, decrypted biometric
data used in the authentication stage poses a
security threat to the overall system [46]. When
an organization collects or stores biometric data,
they face the challenges of ensuring the security
and privacy of biometric data as they are very
personal and unique to each individual.

o Modification of Template Database: Any modification

of the template or reference images could lead to
false authentication of biometric data [47].

Security Concern: If an attacker successfully
removes or manipulates the watermark, it could
lead to unauthorized use or tampering of
biometric data. This affects the overall security
of the biometric system. The security risk arises if
a malicious actor manages to eliminate or alter the
watermark, potentially resulting in unauthorized
access or manipulation of biometric data. Such
actions pose significant threats to the overall
integrity and security of the entire biometric
system, underscoring the importance of robust
watermarking techniques to safeguard against
such risks [48].

Scalability  Issues: Implementing  image
watermarking at scale, especially on a large
scale with various sensor technology biometric
systems, can pose challenges. The computational
overhead and resource requirements may become
prohibitive, impacting the system’s efficiency and
responsiveness [2].

Environmental Issues: Biometric features can be
affected by various environmental and individual
conditions, such as humidity, lighting, injuries,
aging, etc.

Ethical Implications: Ethical consideration must
be taken into account as they may raise concerns
about individual privacy and consent. Ensuring
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the prevention of unauthorized access to stored
biometric templates is paramount. However, the
authentication process must be carefully balanced
to avoid being overly intrusive or inconvenient
for users. Moreover, ethical considerations
surrounding individual privacy and consent must
be thoroughly addressed, as these concerns may
arise and necessitate careful deliberation [49].

We have identified possible challenges in Figure 5.

Figure 5 illustrates the challenges and limitations
including lack of integration of system
components, reliability, scalability, poor privacy
and systems security, modification of reference
images, spoofing attacks, environmental and
individual issues, robustness and security, and
robustness with imperceptibility.

6 Recent Developments in Biometric Image
Watermarking Techniques

Recently biometric authentication using image
watermarking can be done through optimization,
machine learning techniques, Iol' and cloud platforms,
blockchain, and other emerging technologies,
etc. Table 1 summarizes the existing biometric
authentication algorithms that are widely used in
image watermarking. This table includes references
with year, used methods, host image type and size,
experimental results, advantages, limitations, and
applications.

From the existing research gaps, we have listed some
limitations:

e Existing methods cannot handle geometric attacks
like JPEG compression, rotation, and others
efficiently.

e They have increased computational complexity.

e Not scalable to other transform domain
techniques.

e Imperceptibility is not satisfactory.

e The quality of extracted watermark image is not
so good.

e They have less embedding capacity.

e Not concern with watermark image security.

7 Proposed Biometric Authentication

Framework

Figure 1 presents the generalized framework for
biometric image authentication using watermarking.

We have identified several existing research gaps in
biometric authentication-based image watermarking
methods, which are summarized in Table 1. Based
on these research gaps, we propose a biometric
authentication framework, illustrated in Figures 6
and 7. Figure 6 shows the proposed framework for
biometric watermark embedding, while Figure 7
depicts the proposed framework for biometric
authentication.

In Figure 6, the entropy map is computed after
preprocessing the host image. Next, high-entropy
blocks are identified for watermark embedding,
and the block with the highest entropy is selected.
Then, transform domain techniques are applied to
the host image, and the corresponding sub-bands
or coefficients, or singular values (denoted as
SH) are selected. An optimization technique is
then used to determine the watermark strength,
alpha. Subsequently, the particular pixel value in
SH corresponding to the highest entropy block is
calculated, resulting in SH(P).

The watermark image (biometric features) is
encrypted using a chaotic encryption algorithm after
preprocessing, and transform domain techniques are
applied to the encrypted watermark image to select the
sub-bands or coefficients, or singular values (denoted
as SW). The watermark embedding algorithm embeds
SW into SH(P) using the watermark strength, alpha.
The final watermarked image is obtained after
performing the inverse transformation.

The proposed framework integrates entropy-based
region selection, transform domain techniques,
watermark strength optimization, and chaotic
encryption to ensure strong robustness, enhanced
imperceptibility, high embedding capacity, and
improved security.  Specifically, after applying
transform domain techniques to the host image
(such as DWT or SVD), the framework selects the
block with the highest entropy within the chosen
sub-band for watermark embedding. The watermark
image is then embedded into this high-entropy block
using an optimized embedding strength, alpha,
which is determined to achieve a balance between
imperceptibility and robustness. As a result, the
framework is expected to yield high PSNR and NC
values, indicating excellent visual quality and strong
resilience against attacks.

In [55], Kumar and Singh proposed a maximum
entropy-based image watermarking method in the
DWT domain. First, a single-level (1L) DWT is
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Figure 6. Proposed framework for biometric watermark embedding.

applied to the watermark image, and the high-high
(HH) sub-band is extracted. @ Then, the HH
sub-band of the watermark image is embedded
into the highest-entropy block of the host image
after performing a 1L DWT on it, using the alpha
blending technique. The main difference between
our proposed framework and the method in [55] is
that our framework encrypts the watermark image
using a chaotic encryption method before embedding
it into the host image. Furthermore, we employ
an optimization technique to determine the optimal
watermark strength factor (alpha), which is multiplied
by the selected watermark sub-band after applying the
transform domain techniques and chaotic encryption
to the watermark image.

| Watermarked Image | Template or Reference

l Images in Database
i
Watermark Extraction - -
Algorithm Matching Algorithm
Extracted Watermark

(Biometric Features)

Authentication Failed

Successful Authentication
of Biometric Features

Figure 7. Proposed framework for biometric authentication.

In Figure 7, the watermark extraction algorithm
reverses the process to extract the watermark image.
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The matching algorithm then compares the extracted
watermark (biometric features) with the template or
reference images stored in the database. If they match,
the biometric authentication is successful; otherwise,
it fails. This structure ensures that the integrity of
biometric data is preserved even after transmission,
embedding, and attacks. Thus, it is better to use
this framework so that the reliability of the proposed
biometric authentication framework is ensured.

This paper proposes solutions to address challenges
encountered in existing biometric authentication
systems employing image watermarking methods.
These suggestions are summarized below:

e Performance Evaluation Criteria: When evaluating
the effectiveness of any image watermarking
algorithm, the following factors should be
carefully considered: computational complexity,
capacity, security, resilience, and imperceptibility.
It is essential to strike a balance how well the
watermark is concealed (imperceptibility), how
well the watermark survives intentional or
unintentional attacks (robustness), protection
between against unauthorized access (security),
the amount of data that can be embedded
(capacity), and the resource needed for
embedding and extracting the watermark
(computational complexity) when assessing
the effectiveness of any image watermarking
algorithm.  This ensures that the chosen
algorithm meets the desired objectives without
compromising on key performance metrics [56].
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e Robust Encryption: Robust encryption techniques
should be designed for ensuring security of
biometric modalities. ~These techniques are
crucial for protecting biometric data from
unauthorized access or tampering throughout its
lifecycle. This includes securing both biometric
modalities themselves and their stored templates.
By employing strong encryption algorithms,
the confidentially and integrity of biometric
information can be preserved, mitigating the
risk of malicious attacks and unauthorized
access [57].

e Privacy-Preserving Image Watermarking:
Privacy-preserving based image watermarking
can be obvious solution in respect to ethical
consent. This method presents a practical
approach to tackling ethical issues surrounding
consent and privacy in biometric systems.
These techniques allow for the inclusion of
biometric data while safeguarding the privacy
and anonymity of users. By integrating
privacy-enhancing elements into watermarking
algorithms, developers can create systems that
align with ethical standards and regularity
frameworks, fostering user confidence and
adoption [58].

o Cloud-Based  Optimization  for  Scalability:
Cloud-based optimization techniques can be
effective solutions for scalability to manage a lot
of authentication requests. Utilizing cloud-based
optimization methods is an effective approach to
managing scalability issues linked with handling
a high volume of authentication requests in
biometric systems. Cloud infrastructure offers
the essential resources and adaptability to
scale authentication services according to
demand, guaranteeing smooth performance
and responsiveness even during times of peak
usage [59].

e User Experience Prioritization: Designers should
prioritize user experience as a top consideration
when developing biometric authentication
systems.  User-friendly interfaces, intuitive
interactions, and seamless integration into
existing workflows enhance user acceptance
and satisfaction. By focusing on usability
and accessibility, designers can promote
widespread adoption and utilization of biometric
technologies [60].

o Consideration of Adversarial Attacks: Biometric

systems need to withstand adversarial attacks
intending to undermine their integrity or
circumvent authentication protocols. Designers
must  preemptively recognize  potential
vulnerabilities and deploy countermeasures
to minimize the threat of attacks, thus ensuring
the system’s resilience and dependability in
practical settings [61].

e Secure  Transmission of  Biometric — Images:
Transmission of biometric images need more
attention to ensure security and privacy. To
secure the storage of biometric templates, robust
encryption algorithm should be obvious solution.
It is crucial to focus on ensuring the secure
transmission of biometric images to prevent
interception or unauthorized access during data
transfer. By implementing encryption protocols
and utilizing secure communication channels,
sensitive biometric data can be protected from
tampering, thereby maintaining confidentiality
and integrity throughout the transmission
process [62].

8 Conclusion

The incorporation of biometric images through
watermarking  techniques guarantees robust
authentication due to its versatility in various domains
like financial transactions, E-government, defense
security, Iol' securities, and access control among
others. This incorporation can be used as a safeguard
without disclosing private biometric data as well as
authenticate the digital image. This study highlights
the innovative integration of biometric images
into digital watermarking frameworks to enable
secure and reliable authentication. By embedding
biometric data using advanced transform domain
techniques, entropy-based region selection, optimized
embedding strength, and chaotic encryption, the
proposed framework achieves a robust balance
between imperceptibility, capacity, and security. One
of the key innovations lies in selecting high-entropy
regions for embedding, which enhances resistance to
attacks while maintaining visual quality. Notably, the
framework ensures biometric authentication without
directly exposing sensitive biometric data, thus
offering a dual layer of protection—authenticating
digital content while preserving user privacy. Through
a comprehensive review of state-of-the-art techniques,
the paper also addresses critical challenges such as
data privacy, ethical concerns, and secure storage.
But, this framework may increase computational
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complexity and the optimized watermark strength
is very much sensitive to parameter selection. Also,
embedding in high-entropy regions could lead to
loss of watermark integrity under heavy image
manipulation.  Future researchers also propose
forward-looking solutions, including the use of strong
encryption algorithms, blockchain integration for
secure data management, and adaptive information
hiding methods. Furthermore, the study recommends
future research directions involving photo response
non-uniformity (PRNU), generative adversarial
networks (GANSs), and user-unaware watermarking
schemes to further enhance the robustness and privacy
of biometric systems. In summary, the innovations
presented in this paper not only contribute to the
academic field of biometric watermarking but
also offer practical solutions for real-world secure
authentication systems.
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