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Abstract
Quantum–based models are used to improve the
Internet of Things (IoT) ecosystems’ efficiency,
storage capacity, processing speed, and security.
These models investigate quantum effects such
as subluminality/superluminality, time delay, and
phase shifting to achieve the mentioned goals.
Mostly, these models use achiral atomic media
that deal with the light beam in a straight path
and fail to provide the most needed properties of
efficient decision-making, optical routing, control
of polarization, and enhanced security. In order
to make up for these deficiencies, an investigation
into the propagation of a light beam through a
chiral atomic medium has been carried out. A
decision-making and optical routing system that is
efficient for quantum-based IoT devices is provided
by the light beam being split into left and right
circularly polarized light. The maximum possible
values of the group indices are scaledup ton(pm)g =
pm1000 in this exercise. This is equivalent to
having group velocities of v(pm)g = pmc/1000.
The Left-Handed Circularly Polarized Light (LCP)
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and Right-HandedCircularly Polarized Light (RCP)
beams show subluminal propagation when the
value of group velocity v(pm)g = +c/1000 is
positive, while the value of velocity v(pm)g =
−c/1000 indicates superluminal propagation, which
increases the data transfer speed in the IoT. The
maximum phase shifts in RCP and LCP beams are
measured to ±105 Micro-radian and group phase
shifts are measured to ±105 micro-radian, used to
enhance the security of IoT as well as minimize
losses. In the chiral medium, the highest fractional
change that can be detected in group indices, group
delay time, and group phase shifts of LCP and RCP
beams is pm10 = pm1000.

Keywords: quantum computing, chiral medium, internet
of things, quantum effects.

1 Introduction
Recently, quantum–based technological innovations
have been used to improve the speed, efficiency, storage
capacity, and security of the IoT ecosystems [1, 2].
Many techniques, such as manipulation of group
velocity, time delay, and phase shifting, are used to
achieve the proposed goals. Thementioned techniques
use electromagnetic waves (EM-waves) within the
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atomic medium [3].
The group velocity of EM waves gives rise to the
subluminal and superluminal effects for enhancing
data transfer speed in IoT. These effects are achieved
in an atomic medium by controlling the group index
[4]. The positive value of the group index corresponds
to the subluminal effect, while its negative value is
related to the superluminal effect. In the superluminal
case, the data transfer is faster than the conventional
one [5]. The delay time quantum technique is used
to increase small IoT devices’ storage capacity. In an
atomic medium, it is investigated through the group
index. The decrease in delay time to a negative value
increases the amount of data that can be stored in small
IoT devices. The phase shifting technique is used to
secure the transmission and minimize losses of critical
IoT data. In phase shifting, the information packets are
further divided into sub-parts. A phase difference is
then measured between them. This effect enhances
quantum cryptographic techniques to improve IoT
security [6].
Recently, Karim et al. [6] presented a quantum-based
model to investigate the subluminal/superluminal
effects, delay time, and phase shift, with some
impressive results. They also provided the deployment
of these techniques in IoT. The authors used a normal
(achiral) atomic medium. Achiral medium lacks
the important properties of efficient decision-making,
optical routing, control of polarization, and enhanced
security. On the other hand, a chiral medium solves
the above-mentioned shortcomings. A chiral medium
splits a light beam into two parts, i.e., LCP and RCP [7].
This property enhances the decision-making ability of
quantum sensors. Further, it is used in cutting-edge
artificial intelligence (AI). Moreover, chiral media
can manipulate the polarization state of light passing
through them [8]. This phenomenon enables efficient
optical routing, where EM waves are diverted from
faulty routers to functional ones. It also results in
enhanced phase shifting, providing strength to IoT
security.

1.1 Motivation and contributions
Given the above discussions, we proposed an
improved quantum-based model for IoT ecosystems
using spherical manipulation of optical pulses and
giant phase shifts in a chiral medium. By introducing
the chiral atomic medium, we investigated the
subluminal/superluminal effects, time delay, and
phase shifting. Themain contributions of the proposed
advanced model are given below.

• In the present study, we used a chiral atomic
medium with four levels and both electric and
magnetic fields. LCP and RCP light is created
when the light beam is divided, which enables
efficient decision-making and optical routing for
quantum-based Internet of Things devices.

• For both LCP and RCP beams, the group index is
quantified to an accuracy of ±1000.

• The group velocity of±c/1000 is achieved, whose
negative value gives rise to the superluminal effect
that enhances the data transmission speed in IoT.

• The maximum phase shift in LCP and RCP, as
well as a group phase shift of 105micro− radian
is obtained and used to improve the security of
IoT.

• The measurement involves quantifying the
fractional change in group indices, delay
time, and group phase shift within a range of
approximately ±10 = 1000%.

• In the end, we provide a use case for the proposed
model in IoT.

1.2 Paper organization
The paper is organized as section 2, which consists
of the outlines of our proposed network and atomic
models and the methodology. In section 3, the results
of our study are presented. The deployment of our
proposed schemes in IoT is presented in section 4 and,
finally, in section 5, the summarization and conclusion
of our findings are given.

2 Models and Its Dynamics
In the current section, the IoT and atomic models are
provided.

2.1 Proposed model for IoT devices
In Figure 1, we show the proposed network model for
quantum-based IoT. The participants and their roles
are given below.
1. IoT and Sensors: These devices transmit data

based on quantum techniques.
2. Security provider: A trusted third party that

provides and manages the security of an IoT
network.

3. Proposed chiral atomic medium: This medium
can split the light beam into LCP and RCP,
enabling effective decision-making and enhanced
security of IoT.
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Figure 1. Model for IoT devices.

4. Optical routers: These are categorized as router
1 (faulty one) and router 2 (functional one). The
work of these routers is based on the proposed
chiral atomic medium.

5. Users: The users include persons, devices, and
systems that receive the transmitted data from IoT
and sensors.

2.2 Proposed SystemModel
This study examines a Chiral atomic medium
consisting of four levels. The objective is to investigate
the influence of this medium on the absorption,
refractive/group indices, and phase shifts for the LCP
and RCP, as depicted in Figure 2. In the present system,
the electric probe field denoted as Ep is characterized
by its Rabi frequency Λp and detuning ∆p. This field is
coupled between the states |2〉 and |4〉. The quantum
states |1〉 and |3〉 are subjected to coupling with a
magnetic field denoted as Em. This magnetic field
has a Rabi frequency denoted as Λm and a detuning
denoted as ∆m. The states |3〉 and |4〉 are connected by
the interactionwith a control fieldEc, which has a Rabi
frequency Λc and a detuning ∆c. The states |1〉 and
|2〉 are originally prepared in a linear superposition
described by the state |Φ〉 =

√
x |2〉 +

√
1− xeiϕ |1〉,

where x and ϕ are real numbers.

The proposed atomic model’s self-Hamiltonian is
written as:

H0 =

4∑
i=1

~ωi |i〉 〈i| (1)

Figure 2. Proposed atomic model.

The system’s interaction-Hamiltonian is written by [9]:

HI = − h

4π

[
Λpe

−i∆pt |2〉 〈4|+ Λce
−i∆ct |3〉 〈4|

+ Λme
−i∆mt |1〉 〈3|

]
+ H.C.

In the aforementioned equation, Λp = µ24.E0/~, while
Λm = µ13.B0/~. Here, µ13 is the magnetic dipole
moment between states |1〉 and |3〉, while µ24 is the
electric dipole moment between states |2〉 and |4〉.
The dipole moments can be mathematically linked
to the atomic decays between corresponding states.
Specifically, the relationship is expressed as follows:
µ13 =

√
3c2~λ3γ31/8π2 andµ24 =

√
3~λ3γ42/8π2. The
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equation utilized for the temporal evolution of the
density matrix, commonly referred to as the master
equation [10], is expressed as follows:

∂ρ

∂t
= − i

~
[Hi, ρ]

−
∑ 1

2
γji

(
R†jiRijρ+ ρR†jiRij − 2RijρR

†
ji

)

where R†ji is the increasing operator for γji atomic
decays and Rij is the decreasing operator. The
following four electric/magnetic coupled-rate
equations are derived by applying the aforementioned
master equation to our suggested system.

∂ρ̃13

∂t
=

[
i∆m −

1

2
(γ43 + γ31)

]
ρ̃13

+
i

2
Λm(ρ̃33 − ρ̃11)− i

2
Λ∗c ρ̃14

∂ρ̃14

∂t
=

[
i(∆m + ∆c)−

1

2
γ31

]
ρ̃14

+
i

2
Λmρ̃34 −

i

2
Λcρ̃13 −

i

2
Λpρ̃12

∂
∼
ρ24

∂t
= [i∆p −

1

2
γ42]ρ̃24 −

i

2
Λcρ̃23 +

i

2
Λp(ρ̃22 − ρ̃44)

∂ρ̃23

∂t
=

[
i(∆p −∆c)−

1

2
(γ42 + γ43)

]
ρ̃23

+
i

2
Λpρ̃43 +

i

2
Λmρ̃21 −

i

2
Λ∗c ρ̃24

In the case of weak probe electric and magnetic
fields, where the ratio of the probe wavelength to
the characteristic wavelength is much smaller than
one (i.e., Λm,p << Λc), the zeroth order terms
ρ̃

(0)
11 , ρ̃(0)

22 , ρ̃(0)
12 .The quantity ρ̃

(0)
21 becomes negligible

as a result of the presence of small Rabi oscillations.
In the first-order approximation, the density matrix
is denoted as ρ̃ and is equal to the |ψ〉 and 〈ψ|.
The calculation of the density matrix involves the
superposition of the states.

ρ̃
(0)
11 = 1− x,

ρ̃
(0)
22 = x,

ρ̃
(0)
12 =

√
x(1− x) eiϕ,

ρ̃
(0)
21 =

√
x(1− x) e−iϕ

Themagnetization and electric polarization are further
related to coherence terms in a chiral atomic medium
as: P = Nµ24ρ̃

(1)
42 and M = Nµ13ρ̃

(1)
31 where

N is the number of atoms. Plugging the values
of coherence ρ̃(1)

13 and ρ̃
(1)
24 , the electric polarization

and magnetization are modified to the forms: P =
αEBB0+αEEE0 andM = αBBB0+αBEE0, whereas,

αEE =
Nµ2

24

~Ke
ρ̃

(0)
22 (2)

αBB =
Nµ2

13

~Kb
ρ̃

(0)
11 (3)

αBE =
Nµ13µ24 exp [i(ϕ1 − ϕ2)] Λc exp [−i(ϕc + ϕ)] ρ̃

(0)
21

2~Kb (∆p − i(γ42 + γ43)/2)
(4)

αEB =
Nµ13µ24 exp(i(ϕ2 − ϕ1)Λc exp(i(ϕc + ϕ))ρ̃

(0)
12

2~Kb(∆p − i(γ31 + γ43)/2)
(5)

Furthermore,

Kb = ∆p −
iγ31

2
− Λ2

c

4(∆p − i(γ42 + γ43)/2)
(6)

Ke = ∆p −
i(γ43 + γ42)

2
− Λ2

c

4(∆p − i(γ31)/2)
(7)

where, Λc = |Λc|eiϕc and B = µ0(M + H). The
chiral coefficients for the electric polarization and
magnetization, as well as the electric and magnetic
susceptibilities, are represented as:

P =
ξEHH

c
+ ε0χ

(1)
e E,M =

ξHEH

µ0c
E + χ(1)

m H (8)

In order to compute the electric and magnetic
susceptibilities and chiral coefficients, compare the
polarization and magnetization as:

χe =
αEB + µ0(αEBαBE − αEEαBB)

ε0(1− µ0αBB)
(9)
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Figure 3. Absorptions and refractive indices of RCP and
LCP beams in chiral medium such as ϕc = π/3, ϕ = π/3,
ϕ1 = π/2, ϕ2 = 0, γdc = 0.5γ, γdb = 0.5, γca = 0.02γ,

|Ωc| = 1.5γ, ∆p = 1.5, x = 0.3.

χm =
µ0αBB

1− µ0αBB
(10)

ξEH =
cµ0αEB

1− µ0αBB
(11)

ξHE =
cµ0αBE

1− µ0αBB
(12)

The incident light beam is birefringently split into left
and right circularly polarized components by the chiral
medium. The refractive indices of the LCP and RCP
beams are n(−)

r and n(+)
r , respectively. A formula for

the birefringent light beam’s complicated refractive
indices looks like this:

n(±)
r =

√
(1 + χe)(1 + χm)− (ξEH + ξHE)2

4

± i(ξEH − ξHE)

2

Refractive indices come in a complex form, with the
real and imaginary components corresponding to the
velocity and amplitude attenuation, respectively. The
index of a complex group expressed in terms of the
refractive index and the detuning of the probing field

Figure 4. Group indices and delay times of RCP and LCP
beams in chiral medium such as ϕc = $γdc = 0.5γ,
γdb = 0.5, γca = 0.02γ, |Ωc| = 1.5γ, ∆p = 1.5, x = 0.3.

is as follows:

n(±)
g = Re(n(±)

r ) + ω
∂Re(n

(±)
r )

∂∆p
(13)

In addition, v±g = c/Re(n
(±)
g ) describes the

relationship between the group velocity and the group
index. and the medium’s delay/advance time is
represented as:

td =
L

c
(n(±)

g − 1) (14)

Where L is the distance traversed by the medium.
Birefringent beams of left/right circular polarization
display phase shifts as shown by the following
expression:

φ(±) = k(±)L = k0n
(±)
r L (15)

The group phase shifts in left/right circularly polarized
birefringent beam is given by

φ(±)
g = k(±)L = k0n

(±)
g L (16)

The fractional change group index, group delay time,
and phase shift is written as:

Fgroup−index =
n

(+)
g − n(−)

g

n
(+)
g

(17)

9
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Figure 5. Phase shift and group phase shifts of RCP and
LCP beams in a chiral medium such as ϕc = π/3, ϕ = π/3,

ϕ1 = π/2, ϕ2 = 0, γdc = 0.5γ, γdb = 0.5, γca = 0.02γ,
|Ωc| = 1.5γ, ∆p = 1.5, x = 0.3.

Fdelay−time =
t
(+)
d − t(−)

d

t
(+)
d

(18)

Fphase−shift =
φ

(+)
g − φ(−)

g

φ
(+)
g

(19)

3 Results and discussions
In this work, we explore the spherical behavior of
light beams with LCP and RCP in an atomic medium.
The expected value of the γ scaling parameter is
2π× 5× 109Hz. The angular frequency of intendment
light is written by ω = 1000γ. The other parameters
are µ0 = 4π × 10−7N/A2, c = 3 × 108m/s, ε0 =
8.85 × 10−12C2/Nm2, ~ = 1.0545 × 10−34Js, N =
5× 1012atm/cm3, x = 0.3, 2πc/ω and k0 = 2π/λ.
Absorptions of left and RCP light in a chiral material
are plotted against x/λ and y/λ in Figure 3. Absorption
of a circularly polarized beam from the right, as shown
in Figure 3(a). The LCP beam is shown being absorbed
in Figure 3(b). RCP and LCP beam absorption are
spherical and symmetric about the center. A(−)

r and
A

(+)
r are the absorption coefficients for the left and

right circularly polarized beams, respectively. The LCP
beam is denoted byA(−)

r and theRCPbeambyA(+)
r . As

can be seen in Figure 3(a) and Figure 3(b), the atomic

Figure 6. Fractional change in phase shifts and of RCP and
LCP beams in a chiral medium such as ϕc = π/3, ϕ = π/3,

ϕ1 = π/2, ϕ2 = 0, γdc = 0.5γ, γdb = 0.5, γca = 0.02γ,
|Ωc| = 1.5γ, ∆p = 1.5, x = 0.3.

medium has a spherical structure that absorbs both
LCP and RCP beams. Circularly polarized beams can
be either left or right, and both have refractive indices
of n(−)

r or n(+)
r . Here n(−)

r denotes the LCP beam, and
n

(+)
r denotes the RCP beam. Beams of LCP and RCP

light have refractive indices that oscillate spherically
as a function of position along the x/λ and y/λ axes.
As may be seen in Figure 3(c) and Figure 3(d), the
refractive index values of both beams are changed to
±2.

LCP and RCP in chiral mediums have their group
index and delay time in the medium plotted against
x/lambda and y/lambda in Figure 4. The group index
shown in Figure 4(a) is for a right circularly polarized
beam. Figure 4(b) shows the group index for a
left circularly polarized beam. RCP and LCP beams
share the same spherical and rotationally symmetric
about the origin group index. Both the left and right
circularly polarized beams have group indices of n(−)

g

and n(+)
g , respectively. The LCP beam is denoted by

n
(−)
g and the RCP beam by n(+)

g . There are only two
possible large values for the group index: n(+)

g =

±1000 and n(−)
g = ±1000. Group velocities of v(+)

g =

±c/1000 and v
(−)
g = ±c/1000, respectively, are thus

attained.Propagation of the LEC and RCP beam is
subluminalwhen the group velocity is v(±)

g = +c/1000,
and it is superluminal when the group velocity is

10
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Figure 7. Use cases of the proposed scheme.

v
(±)
g = −c/1000. As can be seen in Figure 4(a) and
Figure 4(b), the group index of both the LCP and
RCP beams in the atomic medium is spherical and
symmetric at the origin of the coordinates. Also,
the delay time is symmetrical about the coordinate
origin, making it a sphere. For both LECP and RCP
beams, the maximum delay time in a chiral medium
is ±2µs. The positive value indicates that the time
it takes for the pulse to travel through the medium
at length L is longer than the time it takes for the
pulse to travel through the vacuum at length L, as
indicated by the expression tm > t0, where tm > t0,
where tm = L/vg and tv = L/c. When delay has
a negative value, it means that the time it takes for
the pulse to travel L in the medium is less than the
time it takes to travel L in the vacuum, as in the
case where tm < t0. According to Figure 4(c) and
Figure 4(d), subluminality is associated with tm > t0,
while superluminality is associated with tm < t0.
Phase shifts of LECP and RCP beams, as well as
group phase shifts for LCP and RCP beams in a chiral
medium, are plotted against x/λ and y/λ in Figure 5.
Phase shiftφ(+) in the right circularly polarized beam is
shown in Figure 5(a), while phase shift φ(−) is shown
in Figure 5(b). Figure 5(c) depicts the phase shift

in the RCP beam group φ
(+)
g , whereas Figure 5(d)

depicts the phase shift in the LCP beam group φ(−)
g .

As can be seen in Figure 5(a) and Figure 5(b), the
phase shifts in LCP and RCP beams are spherically
symmetric at the origin of x, y, z = 0 and range from 0
micro-radian to ±105 micro-radian. As can be seen in
Figure 5(c) and Figure 5(d), the group phase shifts in
the LCP and RCP beams range from zero micro-radian
to ±107micro-radian and are spherically symmetric
about the origin of x, y, z = 0.

The Figures for the fractional change in the group
indices, delay time, and phase shifts of LCP and RCP
beams in chiral media vs x/lambda and y/lambda are
shown in Figure 6. These Figure 6 are traced against
x/lambda and y/lambda, respectively. Around the
pointwhere x, y, and z equal zero, the fractional change
in group indices, group delay time, and group phase
shifts is spherically symmetric. In a strong spherical
oscillating function of x/lambda and y/lambda, the
value of the fractional change in group indices, as
well as the group delay time and the group phase,
varies around the origin. As can be seen in Figure 6(a),
Figure 6(b), and Figure 6(c), the maximum fractional
change in group indices, group delay time, and group

11
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phase shifts is equal to pm10 = pm1000

4 Use case for the proposed scheme in IoT and
sensors

In the current work, we investigated the
subluminal/superluminal light propagation. In
superluminal cases, the data is transferred faster
than the conventional ones, and the efficiency of IoT
devices is enhanced. We also investigated the time
delay, whose negative value enhances the storage
capacity of tiny IoT devices. Furthermore, we also
investigated the phase shift. This quantum effect is
used in cloaking devices that enhance the security of
IoT and minimize data losses.
All these effects are also investigated by Karim et al. [6]
They also presented the deployment of their work
in IoT. The achiral atomic medium was used in their
work, having certain shortcomings. We used the chiral
atomic medium, which has certain advantages.
A light beam is split into two parts as it passes
through a chiral medium; these two components are
referred to as LCP and RCP, respectively. Because
of this property, the capacity of quantum sensors
to make decisions is improved thanks to selective
absorption. In addition to this, the chiral medium that
we have described is able to control the polarization
of light that is transmitted through it. Due to this
occurrence, it is possible to implement effective optical
routing, as shown in Figure 7, which depicts EMwaves
being redirected from faulty routers to others that are
operating normally. Additionally, it improves phase
shifting, which in turn helps improve the security of
IoT.

5 Conclusion
The quantum–based models are used to improve
Internet of Things (IoT) ecosystems’ security, efficiency,
storage capacity, and data transmission speed. These
models investigate the proposed goals’ significant
quantum effects like subluminality/superluminality,
time delay, and phase shift. Mostly, these models
use achiral atomic media that deal with the light
beam in a straight path and fail to provide the most
needed properties of efficient decision-making, optical
routing, control of polarization, and enhanced security.
Keeping in mind the aforementioned shortcomings,
The propagation of spherical behaviours of light beams
in a chiral medium is controlled and modified with
control fields and system parameters. The light beam
is split into left and right circularly polarized beams in

the chiralmedium to provide efficient decision-making
and optical routing for quantum-based IoT devices.
The left and right circularly polarization beams are
related to corresponding absorption, refractive indices,
group indices, and phase shifts in the medium, show
spherical as well as symmetrical behaviour along
the coordinates axis about the origin in the medium.
The maximum values of group indices are varied to
n

(±)
g = ±1000. This corresponds to v(±)

g = ±c/1000
group velocities. The positive value of group velocity
v

(±)
g = +c/1000 shows subluminal propagation of
LCP and RCP beams and the negative value of velocity
v

(±)
g = −c/1000 indicates superluminal propagation

which enhances the data transfer speed in IoT. The
maximum phase shifts in RCP and LCP beams are
measured to ±105 Micro-radian and group phase
shifts are measured to ±105 micro-radian, used to
enhance the security of IoT as well as minimize losses.
The maximum fractional change is measured to
±10 = ±1000% in group indices, group delay time,
and group phase shifts of LCP and RCP beams in a
chiral medium.
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