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Abstract

With the rapid development of edge computing and
intelligent maritime transportation systems, secure
authentication and key agreement protocols have
become essential for protecting communications
among maritime entities and edge devices. Recently,
Mahmood et al. proposed an authentication
protocol for edge-centric maritime transportation
systems, claiming that their scheme can resist
various security attacks while ensuring efficient
communication. However, practical maritime
environments still face many security threats. In
addition, edge infrastructures usually have limited
resources. Therefore, authentication protocols
require rigorous security evaluation. In this
paper, we perform a cryptanalysis of Mahmood
et al.’s protocol and reveal several critical security
weaknesses. We demonstrate that the protocol
is vulnerable to temporary random-number
leakage attacks and privileged insider attacks,
which may enable adversaries to compromise
authentication information and session security.
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Moreover, we show that the protocol fails to provide
perfect forward secrecy, meaning that previously
established session keys may be exposed once
long-term secret credentials are compromised.
These vulnerabilities reduce the security reliability
and practical applicability of the original scheme in
real-world maritime transportation environments.
To address these issues, we discuss several measures
for improvement and provide recommendations
to strengthen the protocol’s security. Our analysis
provides useful guidance for the future design
of secure authentication protocols in edge-centric
maritime transportation systems.

Keywords: edge computing, intelligent maritime
transportation systems, authentication protocol, temporary
random number leakage attack, privileged insider attack,
perfect forward secrecy.

1 Introduction

With the deep application of Internet of Things (IoT)
technology in the maritime domain, modern maritime
transportation systems gradually evolve toward
intelligent and data-driven architectures. Various
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heterogeneous devices are deployed across ships,
ports, and shipping infrastructure. These devices
continuously generate multi-source data, including
operational status, environmental monitoring, and
business interactions. As data scales grow and
real-time processing demands increase, traditional
centralized architectures struggle to meet system
requirements for latency and reliability. Consequently,
distributed processing models centered on edge
computing have become the mainstream solution.
In this model, the system performs initial data
processing at the edge near the source and then
uploads information to cloud platforms for unified
management and analysis. This approach reduces
transmission burdens while improving overall
processing efficiency.

However, this distributed architecture introduces new
security challenges while enhancing performance [2—
4]. Since edge nodes typically operate in open
or semi-trusted environments, the system’s attack
surface expands significantly. = During practical
operation, maritime systems must frequently exchange
information among multiple entities. This information
often contains sensitive content, such as identity
identifiers, navigation status, and control commands
[5]. If attackers steal or manipulate this data
during transmission or storage, it may lead to
identity theft, data forgery, or even system control
risks. Furthermore, privileged insiders abusing their
authority further exacerbate overall security threats [6,
7]. Therefore, constructing a communication
mechanism that balances security and efficiency
in such complex environments remains a critical
problem.

To address these issues, researchers widely consider
identity authentication and key agreement
mechanisms as fundamental technical tools
for system security. By establishing a trusted
authentication process between communicating
parties and dynamically generating session keys,
the system effectively prevents unauthorized access.
Simultaneously, these mechanisms ensure the
confidentiality and integrity of communication
content during transmission, thereby providing
basic secure communication guarantees for maritime
transportation systems.

To address the security challenges in edge-centric
maritime transportation systems, Mahmood et al.
proposed an authentication and key agreement scheme
aimed at securing interactions among communicating

entities [1]. However, further security analysis reveals
that their scheme still suffers from several potential
vulnerabilities. Specifically, it fails to resist privileged
insider attacks and temporary random number leakage
attacks, and does not provide perfect forward secrecy.
These weaknesses may allow the adversary to obtain
sensitive information under certain attack models,
thereby posing serious threats to the overall system
security.

Based on the above analysis, this paper provides
a detailed discussion of the security vulnerabilities
in Mahmood et al’s scheme [1] and presents
several improvement recommendations regarding the
identified flaws. These suggestions mainly include
strengthening the protection mechanism of random
numbers, enhancing the security design of verification
information, and improving the session key generation
process, in order to increase the protocol’s resistance
against relevant attacks and strengthen its forward
secrecy. The analysis presented in this paper offers
useful guidance for the design and optimization of
future secure authentication protocols in edge-centric
maritime transportation systems.

The main contributions of this paper are summarized
as follows:

1. We conduct a systematic security analysis of the
authentication scheme proposed by Mahmood
et al. and identify several security weaknesses,
including vulnerability to privileged insider
attacks and temporary random number leakage
attacks, as well as the lack of perfect forward
secrecy.

2. We analyze the potential security risks caused by
the above vulnerabilities in detail. We also show
that an adversary can obtain sensitive information
under specific attack models.

3. To address these security issues, we propose
several improvement suggestions, including
strengthening random number protection,
improving the storage of verification information,
and enhancing the session key agreement
mechanism. These measures aim to improve the
overall security of the protocol.

2 Review of Mahmood et al.’s Scheme

This section reviews Mahmood et al’s protocol.
Their protocol includes three entities: mobile edge
computing (MEC) servers, mobile users, and a
maritime cloud server (MCS). The protocol executes
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across four phases: initialization, mobile user
registration, MEC server registration, and mutual
authentication. We outline the specific details below:

2.1 Initialization Phase

During system initialization, the MCS generates a
system master key M K € Z;. Subsequently, the M CS
selects a one-way hash function A(-) and publishes it
as a public parameter. Meanwhile, the MCS securely
stores M K to ensure system security.

2.2 Mobile User Registration Phase

Each user V,; registers with the MCS before
performing mutual authentication with the server
MECs,.

1. The user V,; sends a registration request
containing identity ID,; to the MCS. Upon
receiving the request, the M CS compares this
identity against the database. If the identity
does not exist, the MCS requests the user to
select a new one. If the identity exists, the MC'S

generates a challenge C,; and sends it to the user.

2. After receiving Cy;, Vi generates a response
R,; < PUF(Cy;) via their Physical Unclonable
Function (PUF') and returns this response to the
MCS.

3. MCS then assigns a temporary identity 71D, to
the user. Subsequently, M CS calculates K,; =
h(IDy; || MK). The MC'S stores the user identity
ID,; and the corresponding challenge-response
pair (Cy;, Ry;) in the database. It also binds this
data to T'ID,; and protects the record using the
master key M K.

4. Finally, the M CS sends (T'ID,;, K,;) to the user.

Vui securely stores this information in a trusted
device.

2.3 MEC Server Registration Phase

MEC;s; sends a registration request message to the
MC'S. Upon receiving the request, the M C'S assigns

an identity I D;; and a pseudonym SI1Ds, to M EC;.

Subsequently, the MCS calculates K, = h(ID; |
MK). The MCS stores the mapping between K,
and S1Ds; in the database and encrypts this record
using M K. Finally, the MCS returns (K, SID,)
to M ECsj. M EC’SJ. saves the received information
securely in its memory.
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2.4 Mutual Authentication Phase

1. First, V,; generates a random number r,; and
calculates Ty = I Dy; @ ry; and Very; = h(IDy; ||
Kui || SIDs; || rvi). Subsequently, V,; sends
the message {71 Dy;, Tui, Veryi } to M EC;,. Upon
receiving the message, M ECj; stores the relevant
information and forwards {T'ID,;, SIDs,} to the
MC'S to request user authentication.

2. The MC'S receives the request and matches the
temporary identity 71D, within its database.
It checks whether the identity belongs to
the current or previous session record to
enhance resistance against desynchronization

attacks. After a successful match, the MCS
retrieves the corresponding wuser identity
and challenge-response data. The MCS

also obtains the server key Ky, via ST D,
and generates a new temporary identity
TID;¢". Subsequently, the MCS recomputes
the user’s long-term key K,; = h(ID,; || MK).
It then constructs the encrypted message
Enck, (IDyi, (Cs;, Rs,), TIDE, Kyi),
updates the local TID record, and sends « to
MEC,,.

(8} =

3. Upon receiving o, MEC;; decrypts « to obtain
the user information and recovers the random
number r,; = Ty; @& ID,;. It then verifies the
validity of the user identity. M EC;; terminates
the session if the verification fails. Otherwise, it
generates a random number 75, and calculates the
session parameter T, parameter 3, and session
key SK = h(IDy; || SIDs; || 7ui - 7s; || B). After
generating the verification value Vers;, M ECj;
sends {T5;, Vers, } to V.

4. Finally, V,; recovers the relevant parameters,
recomputes the session key SK, and validates
Vers,. 1If the verification fails, V,; assumes
an active attack and terminates the session
immediately. Otherwise, both parties accept
SK as the shared session key for the current
communication.

3 Cryptanalysis of Mahmood et al.’s Scheme
3.1 Attack Model

By referring to the adversarial -capabilities
defined in the Dolev-Yao (DY) model [8] and
the Canetti-Krawczyk (CK) model [9], we assume
that the attacker A possesses the following abilities.

e A can fully control all communication messages
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transmitted over public channels. They can
perform passive eavesdropping and active attacks
on messages during transmission, including
interception, modification, and deletion [10-12].

e A can obtain the long-term private keys or master
keys held by a legitimate communication entity
(e.g., users, edge nodes, or cloud servers). This
assumption is solely used to analyze whether the
scheme satisfies perfect forward secrecy [13, 14].

e Given that servers are typically deployed in
unattended or weakly physically protected
environments, A may gain access to sensitive
information stored on the server side [15-18].

e A may obtain temporary random numbers
or ephemeral secret values generated by a
communication entity during scheme execution,
enabling temporary random number leakage
attacks [19, 20].

3.2 Analysis of Mahmood’s scheme

In this section, we conduct a security vulnerability
analysis of Mahmood’s scheme [1] and find that it
is vulnerable to temporary random-number leakage
attacks and privileged insider attacks. Additionally,
the scheme lacks perfect forward secrecy. Below are
the specific details of the analysis.

Temporary Random Number Leakage Attack: The
temporary random number leakage attack refers to
the process by which an attacker A can obtain random
numbers generated by a single entity and exploit them
in combination with information transmitted over a
public channel to compromise the scheme. Suppose A
acquires the random number r,; generated by V,,; and
combines it with the message 7T),; transmitted over the
public channel.

(1) A can compute

IDuz = T D1y

(2) A can compute
(Cm || TIDZSM) H TSj) = Tui @Tsj

based on r,; and message T; transmitted over the
public channel.

(3) A can compute

B = Gen(IDy; || TID;")

(4) A can obtain the session key
SK = h(IDyi || SIDsj || rui || 755 | 5)

Therefore, Mahmood et al.s scheme cannot resist
temporary random number leakage attacks.

Privileged Insider Attack: The privileged insider
attack refers to a process where an attacker A, acting
as an insider with access to a server, physically obtains
information stored on the server and then combines
it with messages transmitted over public channels to
attack the scheme. Assume A, acting as a privileged
insider, can obtain {K;, SID,;} stored on the server
and also intercept the message « transmitted over
public channels.

(1) A can compute

DGCKS]. (a) = (IDM, <Csja RS]'>, TIDwa, KM)

(2) A can compute

(3) Based on the obtained r,; and T; transmitted via
the public channel, A computes

(CW H TIDZZew || TS]') = Tui @Tsj

(4) Based on the acquired /D,; and TID;{", A can
compute
B = Gen(IDy; || TID ")

(5) Finally, A can compute the session key:

SK = h(IDyi || SIDsj || rui || 75 [ 5)

Therefore, Mahmood et al.’s scheme cannot resist the
privileged insider attack.

Perfect Forward Secrecy: Perfect forward secrecy
means that even if the long-term keys of both
communication parties are compromised at some
future point, A cannot recover previously established
session keys. Here we assume A can obtain the
long-term key K,; of MEC and combine it with
messages « transmitted over the public channel.

(1) A can compute

DECKSJ. (a) = (IDM', < Csj,RSj >,TID31~ew,Km)

(2) Based on the obtained information ID,,; and the
message 1,; transmitted via the public channel, A can
compute

Tui =
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(3) Based on the obtained r,; and T; transmitted via
the public channel, A can compute

(Cm || TIDwa H rSj) = Tui @Tsj

(4) Based on the acquired ID,; and TID;¥", A can
compute
B = Gen(IDy; | TID;")

(5) Combining the message SID,; transmitted over
the public channel, A can compute the session key:

SK = h(IDy; || SIDs, || rui - 7s, || B)

Therefore, Mahmood et al.s scheme does not have
perfect forward secrecy.

4 Discussion of Defense Attacks

In this section, we propose further improvement
directions from a system design perspective, targeting
the primary security vulnerabilities in the protocol
Mahmood et al. developed. We provide specific
defense strategies against three typical attacks to
enhance the security and robustness of the protocol in
practical maritime edge computing environments.

1. Regarding the privileged insider attack, attackers
typically attempt offline analysis or forge
authentication  processes after obtaining
verification information from the server database.
To mitigate this risk, edge servers should avoid
storing sensitive authentication parameters in
plaintext or with weak protection. If the system
must store verification data, it should employ
strong encryption mechanisms. For instance,
encrypting the verification table using symmetric
or public-key encryption ensures that attackers
cannot directly perform identity forgery or
password guessing even after a database breach.

2. Regarding the perfect forward secrecy, the
current protocol maintains a link between
long-term keys and session keys. Consequently,
a compromise of the long-term key threatens
the security of historical sessions. To address
this issue, we suggest introducing a one-time
ephemeral key pair or a temporary random
key generation mechanism during each session
initialization. This ensures that each session
key remains independent. Through this method,
attackers cannot backtrack or recover historical
communication content even if they compromise
the long-term system key in the future, effectively
strengthening the protocol’s forward security.
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3. Regarding the temporary random number
leakage attack, which exploits the short-term
exposure of random numbers to derive
sensitive information, the authors recommend a
Multi-Factor Authentication (MFA) mechanism.
This approach combines random numbers with
additional security factors, such as biometric data
or device-binding information. Even if an attacker
obtains a temporary random number, they cannot
complete identity forgery or session recovery
using only a single factor. This significantly
improves the overall security and attack resistance
of the protocol.

In summary, comprehensive optimization of
storage mechanisms, key generation methods,
and authentication processes effectively alleviates
these three security issues. These improvements
provide a reliable reference for designing secure
authentication protocols in maritime edge computing
environments.

5 Conclusion

In this paper, we presented a cryptanalysis of
Mahmood et al’s authentication protocol for
edge-centric maritime transportation systems. Despite
its claimed provable security, we identified three
critical weaknesses: vulnerability to temporary
random number leakage attacks, susceptibility to
privileged insider attacks, and the lack of perfect
forward secrecy. We further suggested several
improvement directions, including strong encryption
for verifier storage, the use of ephemeral key pairs,
and the integration of multi-factor authentication.
Our findings underscore the necessity of rigorous
security evaluation and provide a useful reference
for designing more secure authentication protocols
in maritime edge computing environments. In future
work, we plan to construct an improved protocol that
addresses these weaknesses while remaining efficient
for resource-constrained maritime edge devices.
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