
ICCK Journal of Software Engineering
http://dx.doi.org/10.62762/JSE.2025.372865

REVIEW ARTICLE

IoT Security through ML/DL: Software Engineering
Challenges and Directions

Haroon Arif 1, Abdul Karim Sajid Ali1,* and Hussain Abdul Nabi2

1College of Computing, Illinois Institute of Technology, Chicago, IL 60616, United States
2 Superior University, Lahore 54000, Pakistan

Abstract
The Internet of Things (IoT) is increasingly
integrated into modern software-driven systems
across consumer, industrial, and healthcare
domains. The heterogeneity of IoT devices,
combined with their resource constraints,
often renders conventional software security
mechanisms insufficient, exposing systems to
breaches and exploitation. This study examines
recent IoT security incidents to illustrate
common vulnerabilities in software-intensive
IoT ecosystems, highlighting the resulting risks
to critical applications. In response, we review
emerging machine learning (ML)-driven security
modules and deep learning (DL)-based intrusion
detection software, positioning them as adaptive
components that can be integrated into IoT
system architectures. This review highlights
recent peer-reviewed contributions, ensuring
alignment with the most current developments
in IoT security using ML and DL, and follows a
systematic review methodology based on IEEE
Xplore (2020–2024). The study further identifies
software engineering challenges in integrating
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these intelligent modules into resource-constrained
IoT environments and outlines future directions for
building secure-by-design, AI-driven IoT software
frameworks. Results demonstrate that ML- and
DL-enhanced security modules strengthen software
resilience by enabling real-time detection of
cyber-attacks, reducing false alarms, and adapting
to evolving threat landscapes. The review is
structured to first discuss notable case studies of
IoT security breaches, followed by an analysis of
ML- and DL-based security modules, a comparative
evaluation of their effectiveness, and finally, a
discussion of key challenges and future research
opportunities.

Keywords: internet of things (IoT), cybersecurity, machine
learning (ML), deep learning (DL), intrusion detection
system (IDS), anomaly detection, IoT security, adversarial
attacks.

1 Introduction
The Internet of Things (IoT) is revolutionizing various
sectors as a software-intensive ecosystem, where
firmware on devices, application-layer protocols, and
cloud-based platforms collectively drive automation
and connectivity. However, this expansion faces
critical security challenges because IoT software
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components are often resource-constrained, limiting
the implementation of advanced security features. In
addition, the lack of standardized protocols across
heterogeneous software stacks exposes vulnerabilities
that may result in data breaches, unauthorized access,
and risks to critical infrastructure [1].

From a software engineering perspective, an IoT
security framework extends beyond hardware layers
to encompass a multi-layered software architecture
that integrates application software, edge computing
middleware, network protocols, and device firmware.
Each layer requires tailored security mechanisms
to ensure confidentiality, integrity, and availability
of data [2]. A general IoT framework comprises an
application layer, cloud layer, edge layer, network
layer, and perception layer. Each of these layers can be
viewed through a software engineering lens, where
distinct software components assume specific security
responsibilities. At the perception layer, device
firmware and embedded operating systems must
enforce secure booting and encryption of sensor data.
In the network layer, communication software stacks
such as TCP/IP and MQTT require safeguards against
packet manipulation and denial-of-service attacks.
At the edge and cloud layers, middleware and cloud
APIs manage secure authentication, data aggregation,
and encrypted transmission between distributed
nodes. Finally, the application layer, which includes
user-facing IoT software platforms, must implement
secure access controls and privacy-preserving
mechanisms. Figure 1 illustrates this layered IoT
software framework, emphasizing that security must
be designed into each component rather than added
as an afterthought.

This review adopts a structured search strategy
inspired by systematic review practices. All studies
were retrieved from IEEE Xplore for the years
2020–2024, using search strings combining IoT security,
machine learning, deep learning, and intrusion
detection. Papers were included if they (i) addressed
IoT-specific security issues, (ii) applied ML/DL as
core software components, and (iii) reported empirical
findings. Non-peer-reviewed and purely conceptual
works were excluded. In total, 12 studies met
these criteria and were categorized into two groups;
ML-based and DL-based. Each was analyzed not only
for detection accuracy but also for software-relevant
aspects such as deployment feasibility, integration
complexity, computational overhead, and software
dependencies.

The solution to these challenges is the emergence
of smart security mechanisms using cutting-edge
Artificial Intelligence (AI)-based technologies.
AI-based techniques have been playing a critical
role in improving the security of IoT [3]. They
lead to adaptive security frameworks that can
detect and respond to IoT threats in real-time.
AI-powered solutions can proactively counter
advanced cyber-attacks, by detecting patterns and
anomalies in IoT networks, thereby preserving the
integrity and resilience of IoT systems [4]. IoT
devices can also adapt and learn from past threats
using traditional and advanced ML algorithms by
appropriately perceiving unusual activity in the future
hence enhancing security with less reliance on human
intervention [5, 6].

Traditional security models are not sufficient to protect
IoT systems because they often rely on hard-coded
security policies and signature-based detection
engines that match threats against predefined rules
[7]. While effective for known attacks, these static
mechanisms fail to adapt to new or evolving threats.
Moreover, variations in software implementations
across heterogeneous IoT platforms, combined
with the scale of deployment, create scalability
challenges that prevent uniform enforcement of
security protocols. These limitations highlight the
need for adaptive, software-driven security solutions
based on modern AI techniques for IoT systems [8].

Machine Learning (ML) and Deep Learning (DL)
have emerged as crucial techniques in improving the
security of IoT networks. These techniques are highly
effective for processing large volumes of data to find
patterns that may be indicative of potential threats.
ML and DL can be used to identify anomalies and
malicious activities in real-time using sophisticated
algorithms that allow quick responses to breaches
[9]. As an IoT device provider, manufacturers
need to be proactive with the data by identifying,
addressing, and managing risks associated with these
devices as attackers are always on the lookout for
potential vulnerabilities and ways to exploit them.
The application of ML and DL models can inherently
enable ongoing learning with an evolving ability to
cope with new data patterns, providing an improved
ability to identify future automatic malicious attacks
[10]. The potential benefits achieved by implementing
ML DL approach for IoT security are presented in
Figure 2.

Unlike prior surveys that mainly catalog ML/DL

91



ICCK Journal of Software Engineering

Figure 1. IoT security framework.

techniques and benchmark their detection accuracy,
this review contributes a software engineering–centric
synthesis. Specifically, it evaluates security models
in terms of deployment feasibility (cloud, edge, or
device), integration complexity (library, service,
or firmware module), computational overhead
(RAM/CPU limits), and software dependencies
(framework requirements). By reframing challenges
such as adversarial robustness, scalability, and
lifecycle drift as software testing, architectural, and
maintainability problems, this review offers insights
that existing surveys have largely overlooked.

This review is positioned within the field of software

engineering alongwith cybersecurity perspective. Our
central interest is howML/DL-based security solutions
integrate into IoT software systems. To this end, the
review is guided by the following research questions:

• RQ1: How are ML/DL-based IoT security
solutions designed and deployed across different
software environments (cloud, edge, device)?

• RQ2: What computational and dependency
constraints (RAM, CPU, frameworks) limit
deployment on resource-constrained IoT devices?

• RQ3: How do software lifecycle
concerns—such as retraining, OTA updates,
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Figure 2. Enhancing IoT security with machine and deep
learning approaches.

and maintainability—affect the long-term
reliability of these solutions?

The contributions of this paper are as follows:

1. Software engineering lens: We review recent ML-
and DL-based IoT security studies (2020–2024)
not only for detection accuracy but also for
software-relevant aspects such as deployment
models, integration complexity, computational
overhead, and framework dependencies.

2. Comparative synthesis: We analyze trade-offs
between lightweight ML techniques that can run
on constrained devices and resource-intensive DL
approaches that are more practical in edge or
cloud environments.

3. Practical guidance: We outline implications for
software developers and architects, emphasizing
lifecycle considerations such as development,
integration, monitoring, and updating of
ML/DL-based IoT security modules.

The rest of this paper is organized as follows: recent
case studies of security attacks in IoT environments are
discussed in Section 2. Section 3 presents ML-based
security solutions; then it examines the ML techniques
adopted for intrusion detection in IoT networks.
DL-driven approaches are described in section 4 while
discussing advanced models to discover cyber threats

in real-time. Section 5 presents the results obtained
from the review and discusses their implications.
Section 6 describes the challenges in terms of IoT
security and future research directions. Lastly, in
section 7, the paper is concludedwith a summary of its
findings and a call for systems integrating anAI-driven
security framework.

2 Recent attacks on IoT devices
IoT devices are the primary targets for cybercriminals
owing to the dynamic growth of IoT technology. Over
the past few years; the retail market, manufacturing,
and healthcare IoT systems have been badly affected
based on the crucial vulnerabilities causing data
breaches, service disruptions, and physical harm.
Real-world case studies provide crucial information
regarding dynamic cybersecurity attacks. We
can analyze the effectiveness of current security
mechanisms by determining common vulnerabilities
and frequent attack patterns. Below section will
discuss recent attacks on IoT devices causing damage
to industrial sectors, healthcare devices, and smart
home devices. These case studies were selected
based on the diversity of attack techniques and their
significance in the current security landscape. The
potential damages of IoT-based systems are graphically
presented in Figure 3.

Figure 3. Security vulnerabilities in IoT devices.

2.1 Incident: Security Breach in PSA-Certified IoT
Chip

A critical security issue was found in an IoT security
chip that was certified against the Arm Platform
Security Architecture (PSA) Level 2 standard [11].
The chip was extensively embedded in smart home
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devices, industrial IoT systems, and authentication
systems, where it used AES-128 to protect sensitive
data. However, researchers discovered that the
certified chip remained susceptible to a non-invasive
electromagnetic (EM) side-channel attack, enabling
attackers to obtain parts of the encryption key by
passively observing the electromagnetic signals leaked
during encryption processing. This vulnerability casts
serious doubt on the ability of certification standards
to protect IoT hardware against advanced physical
attacks.

The intruders used an electromagnetic probe and an
oscilloscope to chart emissions from the chip as it
conducted encryption work. With thousands of EM
traces, the attackers drove secret patterns in how the
chip processed encryption keys. Statistical T-tests and
correlation analysis verified a significant data leak
that permitted attackers to recover almost 50% of the
16-byte AES encryption key. Until half of the key is
revealed it is impossible to use brute-force techniques
to recover the remaining bytes, which would greatly
speed things up in terms of time and computational
power required to break the encryption. The execution
of this attack without direct physical tampering of the
chip demonstrated the stealthy and dangerous nature
of side-channel attacks in IoT security.

These findings led many security experts to call for
stronger countermeasures to protect IoT devices from
this kind of vulnerability. The recommendation was
to upgrade to PSA Level 3 certification, which requires
stronger safeguards against side-channel attacks.
Instead, experts proposed hardware-level changes,
like masking techniques and noise injection, to block
EM signal leaks. The researchers also proposed
software-level security improvements, including
secure key management and advanced cryptographic
techniques, to reduce the risk of similar attacks in
future IoT deployments, in addition to hardware
enhancements. One of the key learnings from this case
study is the need to strengthen IoT security across both
hardware and software layers so that critical devices
can withstand an evolving threat landscape.

From a software engineering perspective, this incident
highlights the importance of robust firmware update
pipelines and secure cryptographic libraries. Without
well-engineered software patching mechanisms, even
certified hardware remains vulnerable, emphasizing
that IoT security is as much a software lifecycle
problem as it is a hardware design issue.

2.2 Incident 2: Baby Monitoring Camera Hijacking
An alarming security incident involved baby
monitoring cameras (BMCs) which reported that
attackers obtained unauthorized access to live video
streams and interacted with children [12]. The
breach was linked to several security vulnerabilities,
including default login credentials, unencrypted
peer-to-peer (P2P) cloud streaming, and open TCP
ports (554, 5000). These vulnerabilities enabled
hackers to hack the cameras remotely, watch live feeds,
and change the camera’s settings — a serious privacy
threat to families. In some instances, hackers raided
home networks by scanning for vulnerable cameras
and then brute-forcing default admin credentials.
Once they were inside, they exploited intercepted
cloud-based communications to control the device
remotely, often speaking through the camera’s built-in
microphone to scare or manipulate the users. Parents
whose kids had been affected reported unsettling
incidents where strangers addressed their children at
night or shouted orders using hooked-up smart home
systems.
To mitigate these threats, manufacturers introduced
required password changes at the time of setup,
improved encryption for data sent over the cloud, and
reduced the number of unnecessary open ports. Users
were also urged to turn off remote access featureswhen
they are not needed to use strong, unique passwords
and to keep firmware up to date to head off similar
breaches in the future.
From a software engineering standpoint, the
vulnerabilities reveal poor default software
configurations and weak authentication modules
in IoT firmware. Addressing these issues requires
secure-by-design development practices, where
access control and encryption are embedded into
the software stack rather than retrofitted after
deployment.

2.3 Incident 3: Voice Assistant Exploitation
Amajor security breach was discovered in smart home
voice assistants where attackers exploited third-party
applications (skills/actions) [12]. The vulnerability
was an extensive security breach in smart home
voice assistants, including Amazon Echo and Google
Assistant, which were targeted by attackers exploiting
third-party applications (skills/actions) to bypass
security checks and eavesdrop on user conversations.
The researchers said malicious applications could be
programmed so that they would not stop running after
sending a command, allowing it to surreptitiously

94



ICCK Journal of Software Engineering

listen in on private conversations without the user
being aware. They also used silent pauses and
unpronounceable characters to deceive users into
disclosing sensitive information like passwords and
financial data.
The attackers exploited loopholes in the voice
assistant’s skill verification process to gain excessive
access to malicious applications on user devices. After
a user had unwittingly installed the compromised skill,
attackers could eavesdrop on conversations in real
time, or conduct phishing attacks by impersonating
system messages and asking users to disclose their
credentials. Smart assistants are present in several
IoT ecosystems. The breach in question represented a
major privacy and security risk to both smart homes
and enterprise environments.
In response to this threat, security professionals
advised implementing more rigid verification
processes, persistent monitoring of voice assistant
applications, and improved permission management
for third-party apps. Users were also advised
to periodically check installed skills, disable any
applications not in regular use, and avoid sensitive
discussions near smart assistants. The companies
behind these devices tightened their security audits
of third-party applications; ensuring voice-based
interactions cannot be manipulated to trigger
cyber-attacks.
For software engineers, this incident underscores
the risks of insufficient software validation pipelines
for third-party applications [13]. Stronger software
auditing frameworks, sandboxing mechanisms, and
runtime monitoring modules are necessary to prevent
malicious skill integration into IoT platforms.

2.4 Incident 4: Exploiting Medical IoT Devices for
Cyberattacks

Hackers attacked hospital-based IoT-enabled
equipment, such as MRI machines, infusion pumps,
and patient monitoring systems, by exploiting weak
authentication mechanisms and default credentials
left unchanged [14]. These devices were infected
and became part of a botnet, enabling attackers to
swamp targeted networks with huge volumes of
traffic, disrupting critical healthcare services. Security
experts discovered a common vulnerability on used
hospital IoT networks, where hacked medical devices
were being used to perform DDoS attacks.
In this incident, "MedJack," a botnet malware was
found inside hospital networks, slowly infecting at-risk

medical IoT devices. Unlike conventional malware,
which was directed at consumer and enterprise
systems that featured better monitoring to discover
intruders, the MedJack was designed to go undetected,
hiding inside medical equipment that didn’t have such
monitoring. The attackers exploited these infected
devices to carry out DDoS attacks against hospital
databases and medical record systems, resulting in
network slowdowns and disruptions in patient care
Emergency treatments were delayed in some cases,
when hospitals lost access to critical patient records.
To defend against these risks, hospitals were
recommended to segment their networks so that
medical IoT devices could operate over isolated, secure
networks that weren’t intertwined with administrative
or patient data systems. Also helped were intrusion
detection systems (IDS) that helped detect unusual
traffic patterns early on before larger disruptions
could take place. The best practices to keep hospital
IoT environments more secure against similar cyber
threats included regular software updates, enforcing
strong passwords, and disabling unnecessary remote
access.
This case illustrates a gap in software maintainability:
many medical IoT devices lacked structured update
mechanisms or modular software designs that
allow timely patching. For safety-critical domains,
software engineering practices such as continuous
integration/continuous deployment (CI/CD) for
firmware updates and formal verification of security
modules become essential.

2.5 Incident 5: Aircraft Avionics Vulnerability
A critical security vulnerability had been found in
Boeing 737 and 787 aircraft avionics systems where
unprotected servers opened up unauthorized access
to sensitive firmware updates [12]. Researchers
discovered that avionics-related software had
been made publicly available, allowing hackers to
download, analyze, and exploit vulnerabilities in core
flight systems. Among the vulnerabilities were buffer
overflow exploits, insecure file transfer protocols, and
the potential for remote code execution.
Reverse-engineering the avionics software, researchers
showed that a plane’s control systems could be
hijacked so that malicious firmware updates could be
injected. In turn, it could result in spurious sensor
readings, interruptions of the autopilot, or the ability
to remotely take control of some functions in an aircraft.
Furthermore, had adversaries manipulated the data as
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it was transmitted to a flight controller, the risk would
have been amplified since there were no mechanisms
in place to authenticate or encrypt this data.
After the detection, airline manufacturers and
regulators implemented secure firmware update
policies, encryption of avionics information, and
limited server access to zero in on one-off downloads.
Multi-factor authentication and network segmentation
were also used to ensure aircraft systems only received
validated updates. These incidents highlight the
pressing need for integrated, robust IoT security
frameworks that span hardware, software, AI-driven
anomaly detection, and continuous monitoring. As
IoT adoption continues to rise, IoT security should also
become a priority to protect systems against constantly
evolving cyber threats and ensure the safety, privacy,
and reliability of interconnected systems.
From a software lifecycle perspective, the vulnerability
highlights weaknesses in software distribution
pipelines. Secure build environments, cryptographic
signing of firmware, and automated integrity checks
should be integral to avionics software engineering
processes to prevent tampering during updates.
A comparative table summarizing the incidents based
on attack type, vulnerability, exploited protocol, and
potential ML/DL countermeasure is presented in
Table 1.

3 Machine learning – driven approaches for
Safeguarding IoT Networks

Traditional security mechanisms have proven slow
to respond to the increasing complexity and volume
of cyber threats. ML has become a powerful
instrument for strengthening IoT security, providing
adaptive, real-time capabilities for threat detection

and mitigation. In the next section, we will describe
different ML-based techniques that improve the
security of IoT devices against complex attacks and
maintain low false positives and system overhead
[15, 16]. Researchers have explored all threeML-based
approaches including supervised, unsupervised, and
hybrid techniques to ensure the security mechanisms
in IoT systems. A step-by-step process to apply an
ML-based approach for IoT security is presented in the
flowchart in Figure 4.

Figure 4. Flowchart of ML approach for IoT security.

Digital forensics researchers introduced a novel IPS

Table 1. Summary of IoT attacks, vulnerabilities, and ML/DL countermeasures.

Incident Attack Type Vulnerability Exploited Vector ML/DL
Countermeasure

1. PSA IoT Chip EM side-channel Weak AES-128,
hardware leak EM emissions Anomaly detection on

EM patterns
2. Baby Monitor
Hijack Remote access Default creds,

open ports
TCP/IP, cloud
streaming

DL-based intrusion
detection

3. Voice Assistant
Exploit Eavesdropping Weak app

verification Third-party apps Behavioral anomaly
detection

4. Medical IoT
(MedJack) Botnet/DDoS Default creds,

weak auth
Hospital IoT
network

ML network anomaly
detection

5. Aircraft
Avionics Firmware hijack Unprotected

updates
Firmware update
servers

ML integrity
verification
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using ML techniques for Industrial IoT (IIoT) and
Cyber-Physical Systems (CPS) [17]. They introduced
a novel family of classifiers, termed z-classifiers, that
are tailored to achieve zero false positive detection of
malicious activities, in contrast to classic classifiers that
focus solely on accuracy. They described an iterative
learning firewall that adapts itself to the existing
labeled Intrusion Detection System (IDS) data and
creates a rule-based security model for preventing the
false positive access of legitimate traffic. The approach
was evaluated on both a power grid monitoring
system and the KDD CUP’99 dataset, which shows the
effectiveness of the proposedmethod for reducing false
positives while keeping an acceptable false positive
rate. The research demonstrated the feasibility of
adaptive security models powered by ML for IoT
systems or environments where it is crucial to provide
continuous operation.

From a deployment perspective, this solution is
primarily designed for edge-based deployment,
since continuous operation with minimal false
positives requires local processing close to the
devices. For software architects, this highlights the
challenge of integrating lightweight ML classifiers
into resource-constrained firmware while keeping
the IDS adaptable. Integration-wise, the model
is closest to a firmware-level library that can be
embedded into existing IDS modules. However,
its custom classifier design may require substantial
re-engineering of legacy IoT software stacks, increasing
adoption complexity.

In a separate study [18], researchers designed an
ML-based framework for spam detection in the IoT
environment. The authors computed a spamicity
score for IoT devices using five different ML models;
Bayesian Generalized Linear Model (BGLM), Boosted
Linear Model, eXtreme Gradient Boosting (XGBoost),
Generalized Linear Model (GLM) with Stepwise
Feature Selection, and Bagged Model. They applied
feature engineeringmethods like Principal Component
Analysis (PCA) and entropy-based filters to improve
feature selection for spam detection. The REFIT Smart
Home dataset was used to validate the proposed
system, reporting a significantly higher accuracy
in detecting malicious interactions than previously
applied techniques.

The framework functions as a cloud-side service,
making it naturally suited for integration as a
standalone microservice. Yet, it lacks clear APIs
or modular interfaces, meaning software engineers

would need to wrap the models manually to connect
with IoT middleware.
From a software engineering perspective, however, this
framework assumes continuous access to high-quality
labeled data and does not discuss how model updates
or retraining would be incorporated into IoT software
pipelines. Its deployment feasibility on constrained
edge devices also remains unclear, highlighting the
need for lightweight implementations and automated
update mechanisms to ensure maintainability in
real-world systems.
In a similar work, researchers proposed an ML-based
method for attacking repetition in IoT networks [19].
The authors used an advancedML algorithm XGBoost,
which is a gradient-boosted decision tree technique
that can analyze network traffic, to detect anomalous
behavior consistent with the behavior of compromised
IoT devices. Using the IoT – dataset, researchers
trained and evaluated a model of benign and malware
IoT traffic. In their experiments, they achieved 93.6%
accuracy with a high recall of 99.9% to ensure that
compromised devices are detected while avoiding
false negatives. This work not only emphasized
the effectiveness of Xgboost concerning traditional
classification methods but also demonstrated that
information is vital for strengthening the security of
the IoT systems, namely, in detecting unauthorized
device activity in real-time.
Given its lightweight design, the model could be
deployed as a firmware-embedded library within IoT
device software. While this supports low-latency
detection, it complicates integration with existing IoT
operating systems, as firmware updates would be
required each time the model is retrained.
Furthermore, it was also previously examined from
the perspective of adversarial ML to evade traditional
ML-based malware detection within an IoT setting
[20, 21]. The working principle of evasion attack
techniques proposed by the authors are as follows:
A feature similarity attack in which the authors
use Euclidean Distance (ED) to re-cast information
in different populations to generate adversarial
malware samples similar to benign applications
using an optimization algorithm. Researchers
targeted genuine Android apps from real-world
datasets i.e., AndroZoo and AMD. They succeeded
in completely identifying threat risk from PSO with
89.6% accuracy using ED classifiers, outperforming
traditional ML-based classifiers (SVM, RF, LR).
As adversarial attacks continue to pose growing
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challenges for ML applications, this is one area where
feature-space manipulations can easily deceive even
state-of-the-art ML-based malware detectors. This
can lead to the design of more resilient defense
mechanisms to resist adversarial attacks. The results
highlight the shortcomings of static feature-based
ML models for malware detection and suggest
incorporating adversarial training to enhance IoT
security.
The proposed defenses are primarily conceptual and
not packaged as software modules. In practice,
they would require integration as additional layers
within malware detection engines, increasing system
complexity and potentially demanding modifications
to API-level communication.
In a separate study [22], researchers applied Random
Forest (RF), one of the ML approaches to enhance
the security recommended solution for the 5G
networks. RF classifiers were employed to identify
malware, DDoS attacks, and attempts to breach
networks based on network traffic data from a
large number of users. The authors compared RF
with other ML techniques including SVM and DT,
establishing considerable improvement in the accuracy
and efficiency of classifying secure and insecure
traffic. The proposed models have been trained using
real-time 5G-based network dataset and have shown to
be capable of achieving a detection rate while reducing
false positives. According to the study, RF-based
models represent a scalable and effective solution
for securing the 5G network, demonstrating their
potential to enhance IDS for next-generation wireless
communication scenarios.
This solution would integrate best as a cloud-side
microservice connected through standardized APIs.
However, the paper does not address interoperability
with existing IoT middleware, leaving architects to
resolve compatibility with heterogeneous vendor
systems.
In another study, researchers recently proposed a
framework driven by ML to secure IoT-based data
transmission [23]. They examined the limitations
of conventional cryptographic approaches in the
context of IoT devices and applied anomaly detection,
intrusion detection, and encryption using ML to
secure sensitive information. They implemented
Isolation Forest (iForest) to detect anomalies, and
SVM as Intrusion detection while also encrypting the
data using Advanced Encryption Standard (AES).
Experimental results on practical IoT datasets achieved

a high accuracy of 99.5% for anomaly detection, 98.61%
for intrusion detection, and fast speed encryption
as well as low overhead performance. This research
demonstrated that ML-based security mechanisms
outperform traditional rule-based cryptographic
methods, thus they can be utilized for IoT networks’
secure design.

The framework is modular and aligns well with a
microservices architecture: anomaly detection and
IDS components can operate as independent services,
while encryption can be embedded at the middleware
level. This modularity makes integration feasible,
but dependency management across services could
complicate lifecycle maintenance.

In addition, many researchers have examined the
use of different ML-based methods to identify and
prevent DoS and DDoS attacks for IoT networks [24].
The study evaluated several ML models, like SVM,
ANN, KNN, DT, and RF for detecting malicious and
normal traffic. They analyzed both centralized and
distributed deployment methodologies in the paper
while highlighting the effectiveness of distributed
techniques in the identification of early attacks. By
leveraging real-world datasets (CICIDS2017, IoTPOT)
and validating that hybrid ML approaches i.e.,
K-Means along with DT, research led to lower false
positive rates. The researchers conclusively proved
the superiority of these methods over individual
models. Experiments revealed that anomaly-basedML
detection methods provide superior DDoS mitigation
effectiveness over signature-based techniques in
general, suggesting the former can adapt to new attack
patterns much better than the latter. The summary
of ML techniques applied for IoT security threats is
graphically presented in Figure 5.

Figure 5. ML techniques applied for IoT security.
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3.1 Summary
Recent research applied various ML techniques
including XGBoost, RF, SVM, and iForest for
IoT intrusion detection, anomaly detection, and
cyber threat mitigation showing their efficiency
in this study. With adaptive learning, automated
threat classification, and reduced false positives,
these approaches produce improved results as
compared to the traditional rule-based security
mechanisms. Nonetheless, challenges pose serious
concerns such as adversarial attacks, limited datasets,
and testing ML-based solutions in real time on
resource-constrained IoT devices.

Addressing adversarial attacks is crucial to strengthen
ML-based models for robust IoT security measures.
Adversarial training is the most widely followed
technique in which model training is performed
both on cleaned data and thoughtfully designed
adversarial examples which expand the flexibility
against modified input data. Techniques such
as defensive distillation and input preprocessing
methods improve the model’s response against minor
changes in input. Moreover, feature squeezing,
randomization, and data sanitization methods can
neutralize adversarial noise prior to data feeding into
the models.

4 Strengthening IoT Networks Against Cyber
Threats Using Deep Learning

Traditional ML-based security mechanisms have
limitations against modern techniques being used
in real-world attacks, as IoT networks have become
increasing targets of cyber threats. Deep learning
(DL) is an advanced approach in AI that has growing
applications in many areas [25]. DL models process
large amounts of network traffic data, capturing
subtle attack patterns that traditional rule-based
and ML methods may overlook. DL techniques,
including Convolutional Neural Networks (CNNs),
Recurrent Neural Networks (RNNs), Autoencoders,
and Generative Adversarial Networks (GANs),
facilitate real-time intrusion detection and allow
adaptive cybersecurity measures [26]. In this section,
we highlight the most common deep learning methods
applied to protect IoT networks and their efficacy in
identifying cyber-attacks.

Researchers addressed the IoT security problem
of vulnerability identification and penetration
testing to detect zero-day vulnerabilities within
smart environments [27]. The authors proposed

Long Short-Term Memory – Recurrent Neural
Network-enabled Vulnerability Identification
(LSTM-EVI), a deep learning-based penetration
testing framework to identify scanning attacks and
security weaknesses of IoT devices. For testing the
model, they built a smart airport cybersecurity testbed
that integrated physical IoT devices with simulated
environments to replicate the realistic network
conditions. The results indicated that the LSTM-EVI
system reached 99% detection accuracy among these
scanning attacks, remarkably outperforming the
performance of the other ML models such as MLP,
SVM, NB, and KNN. They observed that LSTM-based
deep learning models are highly efficient in boosting
the IoT vulnerability detection process, thus enabling
a proactive application of security measures in smart
surroundings by anticipating cyber threats.

This framework resembles a standalone
penetration-testing application rather than a library or
micro service. For real-world adoption, it would need
to be refactored into modular services or integrated
APIs so software teams can embed it into existing IoT
security pipelines [28]. The LSTM-EVI model incurs
moderate to high memory and CPU overhead due
to its sequential processing requirements, making
it unsuitable for direct deployment on lightweight
IoT firmware. Software engineers would need edge
gateways or cloud servers with GPU support to run
such penetration-testing models effectively.

In another study [29], authors proposed a solution
addressing IoT security threats through an intrusion
detection mechanism, observing that a real-time
detection mechanism of cyber threats could be
developed by identifying gateway traffic. A hybrid
DL-based IDS was proposed that employed CNNs to
extract spatial features along with LSTM networks
to analyze temporal features. They used the
CSE-CIC-IDS2018 dataset which is a comprehensive
and current intrusion detection dataset with multiple
attack scenarios for training and evaluating the model.

The experimental results showed that the CNN-LSTM
model reached 99% accuracy for binary classification
and 97.11% for multiclass classification, exceeding
prior DL-based IDS approaches. However, such
results were obtained on a curated dataset under
controlled conditions. In real-world IoT environments,
software noise, heterogeneous firmware, and evolving
traffic patterns may significantly reduce reliability.
Moreover, the study does not address how model
drift would be managed in practice, particularly when
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IoT nodes receive over-the-air (OTA) updates that
alter their behavior. Without lifecycle mechanisms for
retraining and redeployment, sustaining this accuracy
in operational systems remains uncertain.
The hybrid CNN-LSTMmodel has high computational
cost, as CNN layers demand significant RAM for
feature maps while LSTMs require sequential memory
operations. This overhead restricts its deployment to
edge or cloud nodes, and software engineers must
plan for GPU acceleration or hardware optimization
(e.g., quantization, pruning) to reduce latency. The
CNN-LSTM model is best suited as a cloud or edge
microservice that can be queried by IoT middleware.
Direct embedding into device firmware is impractical
due to computational cost, so integration requires
containerized deployment and well-defined APIs for
interoperability.
The work done in [30], focused on autonomous
intrusion detection and cyber-physical system security
using Deep Reinforcement Learning (DRL). The
authors proposed multiple approaches based on
DRL such as multi-agent DRL models for cyber
defense, IDSs, and game-theoretic simulations
to mitigate the growing cyber threat landscape.
Researchers analyzed different datasets to evaluate
DRL performance concerning: 1) network intrusion
datasets, 2) real-world cyber-physical system logs, and
3) adversarial cybersecurity simulations. The findings
showed that models utilizing DRL outperformed
conventional security methodologies, offering
dynamic, scalable threat identification and mitigation.
The results indicated that IoT networks can be more
robust and equipped to cope with highly advanced
and rapidly new cyber threats using DRL as a
cybersecurity solution.
DRL approaches are among the most
resource-intensive, requiring extensive CPU/GPU
cycles for training and inference. While powerful in
simulations, deploying DRL modules in IoT systems
raises severe feasibility challenges, as real-time
adaptation cannot be achieved on-device without
specialized accelerators. DRL-based solutions align
more with orchestrated micro services or simulation
platforms rather than embedded libraries. Their
complexity makes them suitable for centralized or
federated architectures, where software engineers
must design adaptive interfaces between the DRL
engine and IoT monitoring services.
The study [31] addressed the cyberattack detection
problem in IoT networks, with a focus on data

scarcity and heterogeneous feature spaces in intrusion
detection systems. The researchers proposed a
framework called Federated Transfer Learning (FTL),
a novel approach by combining the capabilities
of Federated Learning (FL) and Transfer Learning
(TL) to improve the performance of DL models at
identifying cyberattacks. For the evaluation of the
proposed framework, four real-world cybersecurity
datasets were used, namelyN-BaIOT, KDD,NSL-KDD,
and UNSW-NB15, having different kinds of IoT-related
security threats like DDOS, botnet attacks, and
network intrusion. Experimental results proved the
efficiency of the FTL framework since it reached
99% accuracy and improved the accuracy by 40%
compared with conventional unsupervised deep
learning methods that were used in diverse IoT
systems. This highlights the potential of collaborative
DL models with a focus on acquiring performance
measures in securing IoT networks, especially under
conditions of limited labeled data and heterogeneous
network environments.

FTL distributes some workload to edge devices, but
even with partial training offloaded, deep transfer
learning consumes substantial memory and CPU.
Engineers must balance model accuracy against
the practical energy and latency constraints of IoT
nodes, potentially requiring lightweight surrogates
or knowledge distillation. FTL frameworks naturally
integrate as distributed micro services, with federated
clients running on edge devices and a coordinating
server in the cloud. For architects, this requires careful
design of software APIs and secures communication
protocols to manage updates across heterogeneous IoT
systems [32].

A recent research targeted intrusion detection tasks in
IoT networks, aiming the secure resource-constrained
IoT nodes against diverse cyber threats [33]. They
presented Deep-IDS, an LSTM-based Intrusion
Detection System (IDS) for the task of real-time
intrusion detection and mitigation. The model was
trained using the CIC-IDS2017 dataset that included
diverse attacks such as DOS, DDoS, Brute Force,
Man-in-the-Middle (MITM), and Replay Attacks.
The experimental results showed that Deep-IDS can
accurately classify benign (normal) and malicious
(attack) traffic, with an accuracy of 97.67%, a detection
rate of 96.8%, and a low false alarm rate. The results
emphasized that Deep-IDS is ideal for edge-server
implementation, offering low-latency, high-accuracy
threat detection to protect IoT networks against
constantly evolving cyber threats.
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Table 2. Summary of ML and DL approaches to mitigate IoT security challenges.

Study Year of
publication Proposed Approach ML Techniques Used Dataset Used Key Findings

[17] 2020
z-classifiers to achieve
zero false positives in
detecting malicious
activities

Custom z-classifiers,
iterative learning
firewall

KDD CUP’99,
Power Grid
Monitoring
System

Reduced false positives while
maintaining a reasonable false
negative rate

[18] 2020
Spamicity score
development using
ML-based classification
for IoT spam detection

BGLM, Boosted LM,
XGBoost, GLM, Bagged
Model

REFIT Smart
Home Dataset

Improved accuracy in
identifying malicious IoT
activity, reducing false
positives

[24] 2021
ML techniques for
DDoS detection and
mitigation

SVM, ANN, KNN,
Decision Trees, Random
Forest

CICIDS2017,
IoTPOT

Hybrid ML models (K-Means
+ Decision Trees) reduced
false positives and improved
attack detection

[27] 2021
Vulnerability
identification and
zero-day attack
detection

LSTM-EVI – An
LSTM-based
penetration testing
framework

Smart Airport
Cybersecurity
Testbed (Physical
IoT + Virtual
Simulation)

Achieved 99% detection
accuracy, outperforming MLP,
SVM, Naive Bayes, and KNN

[19] 2022
Anomaly detection
and replication attack
identification

XGBoost
(Gradient-Boosted
Decision Trees)

IoT-23 Dataset
Achieved 93.6% accuracy and
99.9% recall, proving superior
to traditional models

[20] 2022
Explored adversarial
ML attacks to bypass
IoT malware detectors

Euclidean Distance
(ED), Particle Swarm
Optimization (PSO)

AndroZoo, AMD
datasets

100% evasion success (PSO),
89.6% evasion success (ED),
highlighting weaknesses in
ML malware detection

[22] 2023
Detect malware, DDoS
attacks, and intrusions
in 5G networks

RF, SVM, Decision Trees Real-World 5G
Network Dataset

RF demonstrated higher
accuracy and efficiency in
intrusion detection

[30] 2023
Autonomous intrusion
detection and
cyber-physical system
security

DRL for multi-agent
cyber defense and
intrusion detection

Network
intrusion
datasets, CPS
logs, adversarial
cybersecurity
simulations

DRL models outperformed
traditional security
mechanisms, enabling
adaptive real-time threat
detection

[23] 2024
Anomaly detection,
intrusion detection,
and encryption for IoT
security

Isolation Forest
(Anomaly Detection),
SVM (Intrusion
Detection), AES
(Encryption)

Real-World IoT
Dataset

Achieved 99.5% anomaly
detection accuracy, 98.6%
intrusion detection accuracy,
with minimal processing
overhead

[29] 2024
Intrusion detection
in IoT networks for
real-time cyber threat
analysis

Hybrid CNN-LSTM
Intrusion Detection
System (IDS)

CSE-CIC-IDS2018

Achieved 99% accuracy
(binary classification) and
97.11% accuracy (multiclass
classification), outperforming
existing IDS models

[33] 2024

Cyberattack detection
in IoT with limited
labeled data and
heterogeneous
networks

FTL integrating FL and
TL for collaborative
deep learning-based
intrusion detection

N-BaIOT, KDD,
NSL-KDD,
UNSW-NB15

Achieved 99% accuracy,
improving by 40% over
unsupervised DL approaches,
proving efficiency in diverse
IoT environments

[34] 2024

Real-time anomaly
detection and
classification of
malicious IoT network
traffic

HybridCNN-LSTM IDS
for spatial and temporal
pattern recognition

CICIOT2023,
CICIDS2017

Achieved 98.42% accuracy,
F1-score of 98.57%, and
low loss rate of 0.0275,
outperforming traditional IDS
models
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Although Deep-IDS demonstrated strong detection
accuracy, its LSTM-based structure consumes more
RAM than typical IoT nodes can provide. It is
best suited for edge servers with more memory,
where engineers can manage retraining and updates
without exhausting device resources. Deep-IDS can
be packaged as an edge-side microservice or library
linked to local IoT gateways. However, frequent model
retraining may complicate lifecycle management,
requiring automated deployment pipelines and
rollback strategies within IoT software stacks.
The aim of the study [34] was to address the
intrusion detection problem in IoT networks while
particularly focusing on the difficulties related to
detecting real-time threats and classifying malicious
network traffic. The authors suggest a hybrid deep
learning model approach for an IDS, employing CNNs
for spatial feature extraction and LSTM networks for
temporal pattern recognition. The CICIoT2023 dataset
is used to train and evaluate the model involving
different types of IoT attacks including DDoS, brute
force, spoofing, and web-based attacks, while the
testing was performed on the CICIDS2017 dataset.
The experimental results showed that 98.42% accuracy
is achieved by the CNN-LSTM model with a 0.0275
low loss rate and an F1-score is 98.57% proving
their system is far better than the existing techniques
of intrusion detection. The results indicated that
deep learning-based IDS models present a promising
method for effective real-time anomaly detection,
reinforcing IoT network security in the face of emerging
cyber threats. DL technique used for the security of
IoT is shown in graphical form in Figure 6.
The CNN-LSTM IDS imposes heavy computational
overhead, with CNN layers requiring high parallelism
and LSTMs adding sequential delays. For
resource-constrained IoT devices, such models
must be offloaded to edge/cloud services or optimized
via compression techniques like quantization and
model pruning. This CNN-LSTM IDS is positioned as
a standalone application for IoT network monitoring.
To integrate with existing IoT platforms, it would
need to be modularized into containerized services or
exposed as an API, since embedding the full DL stack
into device firmware is impractical.

4.1 Summary
While existing studies report strong detection
accuracy, their software engineering implications
remain underexplored. Most solutions assume
cloud deployment, leaving open questions about

Figure 6. DL application for IOT security.

latency and bandwidth, while only a few consider
lightweight edge or on-device use. Integration is also a
challenge, as models are often presented as prototypes
rather than modular libraries or microservices.
Computational demands further limit adoption: ML
models like RF and XGBoost can run on constrained
devices, but CNNs, LSTMs, and DRL architectures
typically require powerful edge or cloud resources.
Finally, software dependencies are seldom discussed;
reliance on full DL stacks such as TensorFlow or
PyTorch complicates IoT deployment unless ported to
lightweight runtimes like TensorFlow Lite or ONNX.
These gaps suggest that future work must evaluate
IoT security solutions not only for accuracy but also
for deployment feasibility, integration complexity,
resource use, and dependency management. The
summary of ML and DL approaches to mitigate IoT
security challenges is presented in Table 2.
A year-wise distribution of selected studies is
presented in Figure 7.
A Summary of ML/DL-based IoT security approaches
with software-relevant considerations (inference
overhead, model size, deployment feasibility) is
presented in Table 3.

5 Results and Discussion
The findings from the reviewed studies highlight both
opportunities and limitations in applying ML/DL for
IoT security. A recurring trade-off emerges between
accuracy and feasibility: while deep models such as
CNN-LSTM and DRL often report accuracies above
97%, their high memory and CPU demands restrict
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Table 3. Comparison of ML- and DL-based IoT security approaches with software-relevant considerations.

Study Year Technique Reported
Accuracy Inference/OverheadApprox.

Model Size
Preferred
Deployment

[17] 2020 Custom ML
Classifier

Zero false
positives (IDS) Lightweight Small (few

MB) Edge/Device

[18] 2020
Multiple ML
models (XGBoost,
GLM, etc.)

High accuracy
Moderate
(requires feature
engineering)

Medium Cloud

[19] 2022 Gradient-boosted
trees

93.6% accuracy,
99.9% recall Lightweight, fast Small (few

MB) Device/Edge

[20] 2022 Evading malware
detection

89.6% defense
accuracy

Heavy
(robustness
overhead)

Large Cloud

[22] 2023 Random Forest High accuracy Moderate Medium Cloud
[23] 2024 Hybrid ML +

Crypto
99.5% anomaly
detection

Moderate (mix of
tasks) Medium Edge +

Cloud
[27] 2021 LSTM IDS 99% High (sequential

RAM use) Large Edge/Cloud

[29] 2024 Hybrid
CNN-LSTM 97–99% Very High (needs

GPU)
Large (100s
MB) Edge/Cloud

[30] 2023 DRL IDS Strong (varied
datasets) Extremely High Very Large Cloud

[31] 2023 Federated +
Transfer Learning 99% High (distributed

training) Large Edge +
Cloud

[33] 2024 LSTM IDS 97.60% High Medium
-Large Edge Server

[34] 2024 CNN + LSTM
Hybrid 98.40% Very High Large Edge/Cloud

Figure 7. Yearly spread of selected studies.

deployment to cloud or high-capacity edge servers.
This creates latency and bandwidth dependencies that
may not suit real-time IoT applications. By contrast,
lighter ML techniques such as Random Forests or
XGBoost achieve slightly lower accuracy but offer faster
inference, smaller model sizes, and greater suitability
for embedding directly into IoT device firmware or

edge gateways. For software engineers, the choice
therefore depends on system constraints: if the priority
is minimal latency and local autonomy, lightweight
ML models are preferable; if the priority is detection
depth and adversarial robustness, cloud-integrated DL
models are more appropriate [35].

Another synthesis point is lifecycle management.
Most reviewed studies optimize for benchmark
accuracy but provide little discussion of how
models will adapt to real-world change, such as
software drift introduced by over-the-air (OTA)
firmware updates or heterogeneous IoT environments.
Integrating ML/DL into IoT software stacks requires
not only strong models but also retraining pipelines,
update mechanisms, and compatibility with diverse
middleware.

Finally, deployment feasibility is influenced by
software dependencies. Studies relying on full DL
frameworks (TensorFlow, PyTorch) face challenges
in resource-constrained environments, whereas
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lightweight runtimes (TensorFlow Lite, ONNX
Runtime) remain underutilized in the literature.
Bridging this gap between high-performing prototypes
and deployable, maintainable software modules is a
central challenge for future IoT security research [36].

6 Challenges and Future Directions
Regardless of notable advancements of ML and DL in
IoT security, there are certain challenges in applying
state-of-the-art techniques. The potential short-term
and long-term challenges along with future research
directions are given in the following section.

6.1 Short-term challenges
IoT security issues that require immediate attention
include weak passwords, unencrypted data
transmission, lack of firmware updates, physical
tempering, and over-permissive device pairing.
Moreover, monitoring gaps, insecure APIs, and vendor
backdoors pose serious concerns for IoT security
models [1]. These challenges can be addressed by
eliminating default credentials, applying security
measures on transit data, and ensuring regular
firmware updates. Furthermore, hardening insecure
APIs, avoiding physical tempering, employing secure
device pairing mechanisms, and eliminating vendor
backdoors can tackle the most alarming short-term
hazards [14].

6.2 Long term challenges
The major hurdle is limited data availability and
imbalanced datasets producing overfittedmodels with
poor generalization [37]. Moreover, ML-DL-based
models often require high computational power along
with significant memory; hence posing difficulties in
their deployment on lightweight IoT nodes. Finally,
the low generalizability of ML-DL security models
leads to inconsistent results restricting the large-scale
implementation in real-world applications [38].
Certain challenges are crucial in both short-term
and long-term perspectives. For example, attackers
can modify incoming data by manipulating the
adversarial vulnerability of ML-DL models resulting
in misclassified activities [39]. Additionally, IoT
networks produce huge amounts of heterogeneous
data which demand efficient and low-latency security
mechanisms; hence scalability and real-time data
processing remain major concerns.
To mitigate all these IoT security challenges,
researchers should explore federated learning

and edge AI to design lightweight and energy-efficient
models while investigating distributed computational
workloads and reduced dependency on centralized
cloud computing. Moreover, adversarial defense
strategies should be designed that integrate robust
model training and adversarial detection mechanisms
to improve model resistance against evasion
attacks [40]. Furthermore, to address data scarcity,
researchers need to develop more diverse datasets that
represent real-world IoT security datasets and dynamic
attack scenarios [41]. Additionally, there is a dire
need for cooperation among academia, industry, and
regulatory bodies to develop standardized security
protocols preserving a streamlined integration of
ML/DL-driven approaches. The security challenges
faced by IoT devices and integrated environments are
presented in Figure 8.

Figure 8. IoT security challenges.

A general comparison of ML and DL models for IoT
security is presented in Table 4.

6.3 Adversarial Attacks as a Software Engineering
Challenge:

Adversarial examples expose a gap in the software
lifecycle of ML-based security systems. From
a software engineering perspective, this is a
testing and quality assurance challenge: how
can we systematically test, validate, and harden
security modules against adversarial inputs before
deployment? Current research focuses on detection
accuracy but rarely considers adversarial robustness
within software development pipelines. Future
work should integrate adversarial testing into CI/CD
workflows, similar to fuzz testing or unit testing
in conventional software engineering, ensuring
ML-driven IoT security modules remain reliable under
evolving attack conditions.
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Table 4. General comparison of ML and DL models for IOT security.

Aspect ML Methods DL Methods
Accuracy Moderate to high Generally high
Latency Low to moderate High
Resource Usage Low (can run on lightweight IoT

devices) High (requires powerful hardware)

Feature Engineering Manual and domain-specific Automated hierarchical feature
learning

Training Data Requirements Suitable for smaller datasets Large-scale datasets required for
optimal results

Scalability Moderate High
Adaptability to New Threats Requires retraining More adaptive
Interpretability Easier Difficult
Robustness to Adversarial
Attacks

Lower robustness depending upon
model Generally high robustness

Deployment Complexity Simple deployment Complex deployment
Energy Consumption Lower energy footprint Higher energy consumption
Suitability for Edge
Computing

Highly suitable for lightweight
deployments

Challenging as needs optimization
for edge devices

6.4 Scalability as a Software Architecture
Challenge:

Scaling IoT security analytics is not only a data
volume problem but also a question of software
design. Monolithic IDS architectures often struggle
under high throughput, while microservices-based
designs allow modular scaling of intrusion detection,
anomaly analysis, and logging components. Future
research should consider service decomposition,
containerization, and orchestration (e.g., Kubernetes)
to enable ML/DL security modules to scale flexibly
across cloud and edge environments.

6.5 Deployment as a Software Optimization
Problem:

Running ML/DL security modules on constrained
devices requires more than algorithmic accuracy—it
is a software optimization challenge. Techniques such
as model quantization, pruning, and compiler-level
optimizations can significantly reduce inference
latency and memory footprint, enabling lightweight
deployment on microcontrollers and embedded
firmware. Embedding these optimizations
into IoT development pipelines ensures that
high-performing models remain deployable in
real-world, resource-limited environments.

6.6 Implications for Practice:
For software developers and architects, the review
highlights that securing IoT systems with ML/DL

requires careful trade-offs between accuracy, resource
use, and integration effort. In practice, building
an in-house ML-based IDS may only be feasible
for organizations with strong data pipelines and
ML expertise, while many will find third-party
or cloud-based security services more practical.
Regardless of source, integration should follow
modular principles—treating security analytics
as independent services or libraries that can
be updated without disrupting the wider IoT
stack. Lifecycle considerations are equally critical:
ML/DL components must be developed, integrated,
monitored, and retrained as IoT devices evolve
through OTA updates and changing workloads.
Automated pipelines for deployment, adversarial
testing, and model updates should therefore be seen
as core elements of IoT software engineering, rather
than optional add-ons.

7 Conclusion
This review examined recent ML- and DL-based
approaches to IoT security (2020–2024) through
a software engineering lens. Unlike prior
reviews that focus only on detection accuracy,
we emphasized deployment models, integration
complexity, computational overhead, and software
dependencies—factors that directly affect the
feasibility of real-world adoption. A key contribution
is the synthesis of trade-offs: while deep models such
as CNN-LSTM and DRL offer superior accuracy, their
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heavy computational demands confine them to cloud
or edge platforms; in contrast, lighter methods like
Random Forest or XGBoost sacrifice some accuracy but
are deployable within device firmware and gateways.
We also reframed challenges such as adversarial
attacks, scalability, and lifecycle drift as software
problems of testing, architecture, and maintainability,
offering directions for integrating ML/DL modules
into IoT software stacks. For practitioners, the main
implication is that secure IoT software must be
designed with lifecycle-aware ML components that
can be updated, monitored, and optimized over time,
rather than treated as static add-ons.
Future work should benchmark ML/DL models
on standardized IoT security datasets and evaluate
them in deployment-aware terms such as inference
time, energy use, and update overhead. Key
priorities include building adversarial testing into QA
pipelines, adopting scalable software architectures like
microservices, and developing lifecycle-aware update
pipelines to handle retraining and OTA updates.
These steps are essential to move from prototypes to
deployable and resilient IoT security software systems.
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