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Scalability and Security in IoT-Fog Blockchains
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Abstract
IoT-Fognetworks create big challenges in scalability,
latency, and security at the edge. This paper gives a
simple perspective on how sidechains and artificial
intelligence (AI) can help. Sidechains process local
transactions near devices, increase throughput, and
reduce delay. AI methods, such as Random Forest,
detect abnormal traffic, predict workload peaks, and
adjust network settings (for example, block time
and number of validators). We present clear, small
formulas for throughput, latency, checkpoint cost,
and security, and we show how these formulas
guide design choices (block time Tb, confirmations
k, checkpoint period τ). The goal is an easy
model that links design choices to performance and
security, helping readers build faster, safer, and
more adaptive IoT-Fog Blockchain networks.
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1 Introduction
IoT-Fog architectures are becoming more important as
the number of connected devices grows rapidly. In
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many smart environments, such as smart cities, health
systems, and industrial networks, a huge amount of
data is generated close to the users. This data often
needs to be processed and validated quickly, without
relying only on distant cloud servers. The edge layer,
also called the fog layer, plays a key role in supporting
local computation, storage, and communication [1].
Blockchain can help verify transactions between IoT
devices without needing a central authority. However,
most public Blockchain platforms suffer from low
throughput and high confirmation time. When
thousands or millions of devices send transactions
simultaneously, the network becomes congested and
performance drops sharply. Standard Blockchains
were not built for the speed and scale of fog–IoT
networks. This gap between IoT needs and Blockchain
limitations motivates new designs that can scale better
at the edge [2].
Sidechains can help solve these problems. A sidechain
is a separate Blockchain that runs next to themainchain
and can process transactions on its own. It handles
local work and sometimes anchors its state to the
mainchain. This lowers the load on the main network,
raises throughput, and cuts delay for local actions. In
fog–IoT networks, sidechains let local gateways or fog
nodes check and store transactions near the devices
[3]. They still keep global consistency by sending
checkpoints to the mainchain from time to time. This
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mixed design gives local speed and global security
together.
Artificial intelligence (AI) techniques add another
important dimension to this discussion. AI can
examine network behavior, find intrusions, predict
traffic changes, and optimise resources in fast-changing
systems. For example, a Random Forest model
can learn normal patterns and then detect abnormal
transaction flows or strange communication data. By
using AI with sidechains, fog nodes become smarter
and more flexible. They can find threats faster and
keep the network stable in real time. They can also
change settings when needed, share the work better,
and use their resources well [4].
In this paper, we use the term AI in a practical way.
We mean data-driven decision methods that help the
sidechain at the edge. In particular, we focus on two
functions: (1) anomaly detection for security, and (2)
adaptive resource and parameter tuning (for example,
block time and number of validators). These functions
can be implemented with machine learning (such as
Random Forest), but they can also be implemented
with simpler rule-based methods. We use the word
AI as an umbrella term for these mechanisms, and we
do not claim general or human-like intelligence. Our
architecture is similar to MEC because it splits work
between a local layer and a stronger layer. In our case,
the sidechain handles IoT transactions near gateways,
and the mainchain provides global anchoring through
checkpoints. However, unlike classic MEC, we also
focus on Blockchain trust, consensus, and security
anchoring. We also use AI for parameter adaptation
and anomaly detection at the edge.
There is a clear need for new designs that can combine
local processing speed with strong security guarantees.
Sidechains can improve performance, and AI methods
can improve adaptability and security. However, their
combined potential at the edge has not been clearly
analyzed or presented in a simple analytical way. The
main contributions of this paper are as follows:
• We give a clear and simple explanation of how

sidechains can improve throughput and reduce
latency in IoT-Fog Blockchain networks.

• We present how AI, and in particular Random
Forest models, can support security and dynamic
adaptation at the edge.

• We develop simple analytical models for
sidechains, AI, and their combination, including
basic formulas and numerical examples that

help understand the impact on performance and
security.

2 Sidechains: Analytical Modeling
One big benefit of sidechains is higher throughput
(more transactions per second). Because a sidechain
works on its own, it can use a lighter consensus
mechanism and shorter block times. So it can process
more transactions in less time than the main chain.
At the same time, latency is reduced because the
validation does not depend on the global network.
Devices can receive confirmations from their local
sidechain in seconds or milliseconds, instead of
waiting for blocks to be finalized on the main chain.

We can describe this using simple formulas. Let:

TPS =
B

Tb

where B is the number of transactions in each block,
and Tb is the block time. If the sidechain uses a smaller
Tb, then TPS becomes higher. We define T local

network as the
network communication delay inside the local domain
(e.g., IoT device to gateway or sidechain nodes). We
define T global

network as the network communication delay
over the wide-area path (e.g., sidechain to mainchain
or cloud).

For latency, we can write:

Lside = T local
network + Tb

Lmain = T
global
network + Tmain

b

where Lside is the latency of the sidechain, Lmain is the
latency of themain chain, and Tmain

b is the block time of
the main chain. Because local network time is usually
much shorter than global time, sidechain latency is
much lower.

Confirmations (k) and checkpoint period (τ) are two
key parameters in ourmodel. k is the number of blocks
that must be added after a transaction before we treat
it as confirmed. A larger k gives more safety, but it
increases the confirmation time, that is, the time until
a transaction is treated as confirmed. In a simple form,
the sidechain confirmation time can be approximated
as k × Tb. τ is the time between two checkpoints that
the sidechain sends to themainchain. A smaller τ gives
stronger anchoring, but it adds more overhead on the
mainchain.
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Table 1. Parameters used in the analytical model for the combination of Sidechains and AI.

Symbol Description

TPSside Throughput of the sidechain
TPSAI Extra throughput gained by AI adaptation
TPStotal Total throughput after combining sidechain and AI
Pd Attack detection probability of the AI model
Pchain Baseline security probability of the sidechain
Psecure Total security probability after combining both methods

3 Artificial Intelligence: Analytical Modeling
One important use of AI is in intrusion detection.
In this section, AI refers to machine-learning based
mechanisms used at the fog/edge layer. We use AI
to support intrusion/anomaly detection and dynamic
adaptation of sidechain settings. Random Forest is
one example, but the same goals can be achieved
with other learning methods or lightweight heuristics.
Fog nodes can collect network and transaction data
and use machine learning models to detect abnormal
behaviors. For example, a RandomForestmodel can be
trained to recognise attack patterns, such as flooding,
unauthorized access, or unusual transaction flows.
In this paper, RF means Random Forest. When a
suspicious pattern is found, the networks can respond
quickly by blocking traffic, isolating nodes, or adjusting
the Blockchain consensus rules. This improves the
security of both the sidechain and the mainchain.

We can write this idea with a simple formula. Let:

Pd =
TP

TP + FN

wherePd is the detection probability, TP is the number
of true positives, and FN is the number of false
negatives. A higher Pd means the Random Forest can
detect more attacks correctly.

Another benefit of AI is that it can support the dynamic
configuration of sidechain parameters. Instead of
using fixed rules, AI canwatch the network and change
settings automatically. For example, if the delay gets
longer, the network can make block times shorter or
add extra validators. If security risks increase, it can
make the consensus rules stronger or send checkpoints
to the main chain more often. This behavior can also
be shown with simple rules:

Tnew
b =

Tb −∆t, if latency is high
Tb, otherwise

V new =

V + 1, if risk is high
V, otherwise

where Tb is the block time, ∆t is the adjustment step,
and V is the number of validators.
This kind of intelligent control makes the Blockchain
architecture more flexible and efficient, because it can
change itself based on network conditions and security
risks.

4 Combining Sidechains and AI: A Perspective
Sidechains and AI can work together to solve many
of the problems that exist in IoT-Fog Blockchain
networks. Sidechains focus on improving scalability
and reducing delay by processing local transactions
close to where they happen. AI focuses on learning
from data, detecting problems, and making better
decisions automatically. When these two technologies
are combined, they can support each other and
make the edge layer stronger and smarter. Table 1
summarizes the key parameters used in our analytical
model for this combination.
A simple example can help illustrate this idea. Imagine
a fog network where each local gateway runs its own
sidechain. All local IoT devices send their transactions
to this sidechain, which validates and records them
quickly. At the same time, each gateway also runs a
Random Forest model to monitor traffic and security
events. The AI model watches for abnormal patterns,
such as sudden increases in transaction volume or
suspicious activity. If it detects a possible attack or
overload, it can trigger actions immediately, such as
blocking malicious traffic, increasing the number of
validators, or shortening block intervals. This makes
the network both faster and more secure.
This combination also allows better use of resources.
By predicting future traffic, AI can help the sidechain
prepare for busy periods in advance. For example, if
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the AI model expects a high number of transactions
in the next few minutes, the network can adjust block
size or validation speed early. This avoids sudden
congestion and keeps latency low even when many
devices are active. It also reduces the pressure on
the main chain because the sidechain can handle local
peaks more efficiently.
We can describe this interaction without ad hoc
numbers. Let TPSside be the base throughput of the
sidechain. Let h ∈ [0, 1] be the prediction hit rate of
the AI model (measured on validation data), and let
γ be the average throughput gain (tx/s) when the
adaptation is correctly triggered. Here, the prediction
means predicting a near-future traffic peak (overload)
in a short time window (e.g., the next few minutes).
We model this as a binary classification task: peak vs.
no-peak (or adaptation needed vs. not needed). A hitmeans
the model correctly predicts the class and triggers the
right action. For this reason, using a hit/miss rate is
suitable here. If a regression model is used to predict
the exact traffic value, it can still be converted to this
binary decision by using a threshold (peak if predicted
traffic is above a limit). Then

TPStotal = TPSside + h γ.

If false alarms add overhead o (tx/s), we define pFP ∈
[0, 1] as the false-positive occurrence rate over all
evaluated samples, with

pFP =
FP

N
,

where N is the total number of evaluated samples.
Then the net effect is

TPStotal = TPSside + h γ − pFP o,

with bounds

TPSside ≤ TPStotal ≤ TPSside + γ.

Hereh = TP
TP+FN is taken from theAI confusionmatrix

on a peak-detection task, while pFP shows how often
false alarms occur in the full evaluated stream. This
form is more suitable for system overhead, because
the cost appears each time a false positive is triggered,
independently of the number of true negatives. We
define

TPSAI = hγ − pFP o

as the extra throughput gained by AI adaptation. Then
we can also write

TPStotal = TPSside + TPSAI.

For security, let Pd be the detection rate of the AImodel
measured on a labeled validation set (true positives
over all attacks), and let Pchain be the baseline stop rate
of the sidechain measured in your testbed (stopped
attacks over all attacks without AI).
If AI and chain act independently, a simple
combination is:

Psecure = 1− (1− Pd)(1− Pchain).

Under the independence assumption, we have

Psecure = Pd + Pchain − PdPchain.

This value is also a tighter upper bound than
min(1, Pd + Pchain), especially when Pd and Pchain

are high. Therefore, under independence, we use
Pd + Pchain − PdPchain as the upper bound.
If independence is not safe to assume, use the
inclusion–exclusion form with overlap Pboth measured
from experiments:

Psecure = Pd + Pchain − Pboth,

with the bounds

max(Pd, Pchain) ≤ Psecure ≤ min
(
1, Pd + Pchain

)
.

How to compute in practice (brief): 1) train RF, evaluate
Pd on validation traces; 2) run baseline sidechain,
record Pchain; 3) run both together, measure Pboth; 4)
report Psecure with CIs.
Using sidechains also has drawbacks compared to
using one centralized Blockchain (or one single
main chain). First, the system becomes more
complex because we must manage multiple ledgers,
checkpointing, and cross-chain links (peg or bridge).
This added complexity can create new attack points,
especially around checkpoints and cross-chain transfer
logic. Second, sidechains reduce globality, because
data and state are split across chains. A node on
one sidechain may not see the full global state in real
time, so global consistency can be weaker and more
delayed. Third, security on a sidechain can be lower
than on a single strong chain, because the validator
set can be smaller and easier to attack. For these
reasons, sidechains need careful design of validators,
checkpoint rules, and monitoring to keep security and
global consistency acceptable.
Sidechains also have some important challenges. If
there is an error in consensus between sidechains,
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or if cross-chain synchronization fails, the system
can produce inconsistent states for a period of time.
This may cause delayed confirmations, problems in
cross-chain transfers, extra recovery cost, and in some
cases a higher risk of double spending. Compared
with a centralized approach, sidechains offer better
scalability and decentralization, but they are more
complex to manage. A centralized system is simpler
and can keep global consistency more easily because
decisions are made in one place. However, it also
creates a single point of failure and reduces fault
tolerance. For this reason, sidechain-based systems
need careful coordination, secure checkpoint rules,
and strong monitoring.

There are still some challenges to consider. Running AI
models at the edge requires computational power and
good-quality data. If the data is noisy or incomplete,
the AI model may produce wrong predictions or
false alarms. In addition, the coordination between
sidechains and the main chain must remain secure.
Checkpoints, validator selection, and peg mechanisms
need to be well designed so that attackers cannot
exploit the interaction between components. Balancing
performance, security, and resource usage is a
key research question. Despite these challenges,
combining sidechains with AI provides a powerful
approach to saving the edge. It combines the power of
Blockchain and smart data methods. This shows that
future IoT-Fog networks can become faster, safer, and
more flexible by using these two technologies together.

5 Research Summary
This paper presents analytical models that quantify
how sidechains and AI affect throughput, latency,
and security in IoT–Fog Blockchain environments.
The results show that sidechain throughput can be
expressed as TPS = B

Tb
, where reducing the block

time Tb or increasing block size B directly raises
transaction capacity, while latency decreases due to
local communication paths compared to the main
chain. The latency gap between sidechain and main
chain is modeled as Lside = T network

local + Tb versus
Lmain = T network

global + Tmain
b , demonstrating faster

confirmation under fog conditions.

For AI, the Random Forest intrusion detector
contributes to security and dynamic resource tuning,
with detection probability Pd = TP

TP+FN and
false-positive occurrence rate pFP = FP

N , where N
is the total number of evaluated samples. These
are integrated into a throughput adaptation model

TPStotal = TPSside +hγ−pFP o, where h is prediction
accuracy, γ represents the throughput gain during
correct scaling, and o is the overhead caused each time
a false alarm is triggered.
The combined security of sidechains and AI is
represented as Psecure = 1 − (1 − Pd)(1 − Pchain)
under independence assumptions, and bounded by
max(Pd, Pchain) ≤ Psecure ≤ min(1, Pd + Pchain).
Overall, the findings show that properly tuned
sidechains can improve throughput and latency at
the edge, and that AI can increase intrusion detection
and maintain performance, but both methods require
careful parameter selection for checkpoint period τ ,
block size B, block time Tb, and confirmations k to
avoid high overhead and preserve consistency with
the main chain.

6 Conclusion
This paper gave a simple view of how sidechains and
AI can help IoT-Fog Blockchains. Sidechains increase
throughput by local processing and reduce delay
near devices, while still keeping trust with periodic
checkpoints to the main chain. AI methods (e.g.,
Random Forest) improve security and adaptability
by detecting abnormal traffic, predicting peaks, and
tuning settings such as block time and confirmations.
We also presented small analytical models that link
design choices to performance and security. The
key knobs are block time Tb, confirmations k, and
checkpoint period τ . These models help engineers
choose Tb and B for speed, pick k for safety delay,
and size τ to control anchor overhead. For security,
combining the chain’s baseline protection with AI
detection increases the overall stop rate of attacks.
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