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Abstract
Fog-enabled Internet of Things (IoT-Fog)
architectures and the Cognitive Internet of Vehicles
(Cognitive IOV) are becoming key enablers for
next-generation intelligent transport systems. At
the same time, Blockchain is used to support
integrity, transparency, and trust in distributed
vehicular services. In this perspective article,
we link these domains by discussing a hybrid
Mutable-Immutable Blockchain Architecture
in which mutable ledgers at the fog layer are
combined with an immutable ledger in the cloud.
We first outline an analytical model for Cognitive
IOV over IoT-Fog, and then extend it to include
Blockchain-related delays, throughput, and tamper
resistance in the hybrid architecture. The main
contribution is an analytical view of how key
parameters, such as the fraction of transactions sent
to the Blockchain or anchored in the immutable
layer, influence the trade-off between latency,
flexibility, and security in Cognitive IOV services.
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internet of vehicles (IoV), mutability, latency-aware
architecture.

1 Introduction
Fog-enabled IoT–Fog architectures use fog nodes
between devices and the cloud to give local computing,
storage, and control, which helps to reduce delay and
network traffic. In transport systems, this change helps
us to move from the normal Internet of Vehicles to
the Cognitive Internet of Vehicles (CIoV). In CIoV,
vehicles and roadside units use smart software to read
data and improve the safety and quality of services.
Blockchain helps these systems by keeping data honest
and clear. However, a fully immutable Blockchain is
too hard to change, and a fully mutable Blockchain
can reduce trust. A hybrid Mutable–Immutable
Blockchain Architecture [1] uses mutable ledgers at
the fog layer and an immutable ledger in the cloud to
keep a good balance between flexibility, security, and
performance in Cognitive IOV over IoT–Fog.
The integration of Cognitive IoV with hybrid
Mutable–Immutable Blockchain Architectures is still
not well understood, especially because CIoV has
stricter requirements than typical IoT systems, such as
high vehicle speed, strong delay sensitivity, variable
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Figure 1. The reference architecture.

data rates, and tight privacy and safety constraints.
Using only immutable Blockchains can cause high
delay and very rigid data management, and using only
mutable Blockchains can make the system easier to
change and less trusted. This perspective article tries
to fill this gap by giving one simple analytical view
that connects Fog-enabled IoT, Cognitive IoV, and
hybrid Mutable–Immutable Blockchain Architectures.
We first present a Cognitive IoV model that describes
the roles of devices, fog nodes, cloud, and cognitive
engines, and then extend analytical models of mutable
and immutable Blockchains to the Cognitive IoV
context. The main contribution is an analytical
discussion of how such hybrid architectures affect
latency, throughput, and security, and how these
insights can guide future research on secure and
efficient vehicular services [2].

Figure 1 shows the architecture of the proposed
fog-enabled hybrid Blockchain paradigm. IoT devices
and vehicles generate data and send it to nearby fog
nodes. The fog node performs local processing and
records transactions in the mutable fog Blockchain.
This mutable Blockchain provides low latency and
allows fast updates close to the edge. A fraction
of the data or checkpoints is then anchored to the
immutable Blockchain. The immutable Blockchain
provides strong security and tamper resistance. The

cloud supports global coordination and storage but is
not involved in time-critical processing. This design
combines low delay at the fog layer with high security
at the global layer.

2 Cognitive IOV: Analytical Modelling
In this section, we give an analytical viewof aCognitive
Internet of Vehicles (Cognitive IOV) system built on
top of Fog-enabled IoT [3]. A typical Cognitive IOV
scenario has vehicles with on-board units (OBUs),
roadside units (RSUs), fog nodes at the edge, and
a cloud back-end. Cognitive engines can run at
the vehicle, fog, or cloud level and use data from
sensors, communication links, and past records to
make decisions in real time.
To describe how Cognitive IOV behaves over time, we
look at how messages move between vehicles and the
fog layer. Let λv be the average rate (messages per
second) at which one vehicle sends data (for example,
position, speed, or alarms) to a nearby fog node. In a
coverage areawithNv active vehicles, the totalmessage
arrival rate at the fog node can be written as

Λf = Nvλv. (1)

The fog node handles these messages using local
decision rules and cognitive models, for example to
predict collisions or traffic jams. If we see the fog node
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as a service system with service rate µf (messages per
second), a simple M/M/1 model gives the average
processing delay at the fog as

Df =
1

µf − Λf
, (2)

with the stability condition Λf < µf . This delay
includes both the waiting time in the queue and the
processing time at the fog node.
The Cognitive IOV system also needs to talk to the
cloud, for example to update global models or to store
selected events for later analysis. Let λc be the rate at
which processed fog events are sent to the cloud (for
instance, only a fraction α of messages that meet some
relevance rule). In that case, λc = αΛf , with 0 ≤ α ≤ 1.
The cloud has a higher service capacity µc, but the
end-to-end delay for these messages also includes the
network delay between the fog and the cloud, denoted
as Dnet. If we again model the cloud as an M/M/1
queue, the average delay for cloud operations is

Dc = Dnet +
1

µc − λc
. (3)

Even if Dc can be quite large, it is often acceptable,
because most cloud tasks in Cognitive IOV are not
strict real-time tasks but long-term learning and
optimisation.
The total response time of a Cognitive IOV service, as
seen by a vehicle, depends on how many parts are in
the control loop. For local decisions that stay in the fog
layer, the average decision time can be written as

Tlocal ≈ Dtx +Df +Drx, (4)

where Dtx and Drx are the uplink and downlink
communication delays between the vehicle and the fog
node (including wireless access and RSU forwarding).
If the decision also needs the cloud (for example, when
a new model is requested), we can write

Thybrid ≈ Dtx +Df +Dc +Drx. (5)

These simple formulas show that Cognitive IOV
performance is very sensitive to the balance between
local fog processing and remote cloud operations.
In practice, Cognitive IOV systems try to keep
safety-critical and low-latency tasks inside Tlocal, and
use Thybrid only for less urgent functions.
Finally, Cognitive IOV is not only about delay and
throughput, but also about how information is chosen,
combined, and used by cognitive engines. We can

describe the cognitive workload at the fog node
as a function of both the message rate and the
complexity of the decision models. Let Cf be the
average computational cost (for example, CPU cycles
or processing time) per message for the local cognitive
engine. The effective service rate µf then depends
on the available resources and on Cf . This means
that changes in model complexity (for example,
moving from a simple rule-based algorithm to a more
complex machine learning model) directly affect Df

andTlocal. These analytical relations are important later
when we add Blockchain to Cognitive IOV, because
Blockchain operations will bring extra computational
and communication costs on top of the existing
cognitive and networking delays.

3 Cognitive IOV in Mutable–Immutable
Blockchain Architectures: Analytical
Modelling

In this section, we extend the previous Cognitive
IOV model by adding a hybrid Mutable–Immutable
Blockchain Architecture. We assume that each fog
domain has a local mutable ledger, and that a global
immutable ledger runs in the cloud. Vehicles send
messages to the fog layer as described before, and some
of these messages must be stored on the Blockchain
(for example, safety events, service payments, or trust
updates).
Let Λf be the total arrival rate of messages at a fog
node, as defined in the previous section. We assume
that a fraction β of these messages need a Blockchain
transaction. The arrival rate of Blockchain transactions
at the fog mutable ledger is then

λb = βΛf , 0 ≤ β ≤ 1. (6)

The fog node (or a small group of nodes) runs a
consensus mechanism [4] to group transactions into
blocks and add them to the mutable chain. For
simplicity, we model the fog Blockchain as a service
system with effective service rate µm (transactions per
second). This rate depends on block size, block time,
and the cost of verification and consensus. Using an
M/M/1 model, the average waiting and processing
delay on the mutable ledger is

Dm =
1

µm − λb
, (7)

with stability condition λb < µm. We can also include a
local propagation delay among fog nodes,Dm

prop, so the
total ledger delay at the fog side is Dtot

m ≈ Dm +Dm
prop.
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The mutable ledger also supports controlled redaction,
which is important to fix errors or to follow legal rules.
Let λr be the arrival rate of redaction requests, and
assume that λr = γλb with 0 ≤ γ ≤ 1, meaning
that only a fraction of transactions will later need a
redaction. Each redaction needs extra checks and
an update of the local ledger state, which creates
extra load. If we call µr the service rate for redaction
requests, we can write the redaction delay as

Dr =
1

µr − λr
, (8)

and the total processing capacity of the fog ledger now
depends on both normal transactions and redactions.
In practice, if γ is high, the available capacity for new
Cognitive IOV transactions goes down and the average
delay Dtot

m goes up, so system designers should keep
γ small with good data and policy management.
The immutable cloud ledger is used to anchor or
aggregate information from many fog domains. We
assume that only a fraction δ of fog Blockchain
transactions are chosen for anchoring in the cloud,
based on their importance or legal needs. The arrival
rate of anchoring transactions at the immutable ledger
is

λi = δλb, 0 ≤ δ ≤ 1. (9)
These transactions can be sent one by one or in batches
of sizeB, which are committed to the cloud chain every
Ta seconds. If we again see the immutable ledger as a
service system with rate µi (anchoring operations per
second), the average ledger delay at the cloud side can
be written as

Di = Dnet +
1

µi − λi
, (10)

whereDnet is the network delay between fog and cloud.
When batching is used, the effective anchoring delay
also includes a waiting term of about Ta/2 before a
batch is full, so a more complete expression is

Dtot
i ≈ Dnet +

Ta
2

+
1

µi − λi
. (11)

For many Cognitive IOV services, this extra delay is
acceptable, because anchoring is not part of the most
urgent safety loop, but it is important for long-term
trust and auditing.
We can now combine the previous formulas to estimate
the end-to-end response time of a Cognitive IOV
service that uses the mutable ledger. For a vehicle
request that must be written to the fog Blockchain but

does not need immediate cloud anchoring, the average
decision time is

TBC-local ≈ Dtx +Df +Dtot
m +Drx, (12)

where Dtx and Drx are the wireless uplink and
downlink delays, and Df is the basic fog processing
delay from the previous section (without Blockchain).
If the service also needs confirmation that the
transaction is anchored in the immutable ledger, the
response time becomes

TBC-hybrid ≈ Dtx +Df +Dtot
m +Dtot

i +Drx. (13)

These formulas show that Cognitive IOV designers
must carefully choose which operations stay only in
the mutable fog ledger and which ones must also be
confirmed by the immutable cloud ledger, in order to
keep delay inside the limits of each application.
Finally, we give a simple view of tamper resistance
in this hybrid architecture. Let Pm be the probability
that an attacker can successfully make an undetected
change on the mutable ledger in a given time window
(for example, by controlling some fog nodes or keys).
Let Pi be the probability of a successful attack on
the immutable ledger in the same window, which is
usually much lower because of stronger consensus and
higher decentralisation. If a fraction (1−δ) of Cognitive
IOV decisions rely only on the mutable ledger, while a
fraction δ are also anchored in the immutable ledger,
we can write an effective tamper resistance metric as

Peff ≈ (1 − δ)Pm + δPi. (14)

When we increase δ, the system becomes closer to
the security level of the immutable ledger, but the
delay and the use of resources also increase. When
we decrease δ and keep more operations only on the
mutable layer, the system becomes more flexible and
faster, but the chance of a successful undetected attack
also becomes higher. This simple analytical view
helps to understand the trade-offs that Cognitive IOV
architects face when they design Mutable-Immutable
Blockchain Architectures and motivates further work
on adaptive strategies that tune parameters such as
β, γ, and δ according to service type, risk level, and
current network conditions.

4 Research Summary
This article gives an analytical view of Cognitive
Internet of Vehicles (Cognitive IoV) running on
Fog-enabled IoT networks and adds a hybrid
Mutable–Immutable Blockchain Architecture to it.
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Figure 2. The trade-off between security and delay.

First, the paper models Cognitive IoV by defining
message arrival rates from vehicles to fog nodes, fog
service rate, and cloud communication delay. The
authors use simple queueing models (M/M/1) to
estimate average processing delay at fog nodes and
cloud servers. They show how factors like the number
of active vehicles and the cognitive workload change
the delay and throughput of IoV services.

Then, the article extends this model to include
Blockchain operations. It calculates transaction arrival
rates for the mutable ledger at the fog, redaction
request rates, and anchoring rates for the immutable
ledger in the cloud. It also shows how block size,
consensus, and batch anchoring affect service rates and
total Blockchain delay. The paper provides formulas
for local Blockchain delay and hybrid Blockchain delay,
and it explains how parameters such as β (transaction
fraction), γ (redaction fraction), and δ (anchoring
fraction) influence performance.

The findings show that a higher value of δ increases
security and makes the system closer to immutable
reliability, but also increases delay. A lower value of
δ keeps services fast but reduces tamper resistance.
The paper also introduces a simple metric for
effective tamper resistance and shows how mutable

and immutable layers balance flexibility, latency,
and protection. Overall, the article concludes that
hybrid Blockchain can give better flexibility than fully
immutable systems, and better trust than fullymutable
ones, while still supporting delay-sensitive Cognitive
IoV services.

Figure 2 shows the trade-off between security and
delay when we change the anchoring fraction δ.
When δ = 0, fog transactions are not anchored
to the immutable ledger. In this case, the system
is faster, but the security is closer to the mutable
ledger. So, the tamper resistance is lower. When
δ increases, more fog transactions are anchored
to the immutable ledger. This improves security.
So, the tamper resistance increases as δ increases.
However, anchoring adds extra steps, such as extra
communication and processing on the cloud side.
It can also create more waiting time in the queue.
Because of this, the end-to-end delay increases when
δ increases.

In summary, δ is a design choice:

• A small δ gives lower delay, but weaker security.

• A large δ gives stronger security, but higher
delay.
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5 Conclusion
In this perspective article, we connected Fog-enabled
IoT, Cognitive Internet of Vehicles, and a hybrid
Mutable-Immutable Blockchain Architecture through
an analytical view. We first described how Cognitive
IOV services can bemodelled in terms ofmessage rates,
processing delays, and cognitive workloads at the
vehicle, fog, and cloud layers. Then, we extended this
model to include a mutable ledger at the fog side and
an immutable ledger in the cloud, introducing simple
expressions for Blockchain-related delay, throughput,
and tamper resistance.Our analysis shows that design
choices, like how many messages go to the Blockchain,
how often data is changed (redacted), and how
many transactions are saved in the immutable ledger,
directly affect the balance between delay, flexibility,
and security.
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