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Abstract

With the wide application and rapid development
of the Internet, online virtual property has become
an important form of asset, and its protection has
attracted more and more attention. At present,
there are many deficiencies in the legal protection
of online virtual property in China, whether it is
legislative, judicial or administrative supervision,
and it needs to be improved urgently. This paper
first discusses the legal attributes of online virtual
property, and analyzes the significance of legal
protection of online virtual property based on
survey data. Subsequently, the main problems
in legal protection in this field in China were
analyzed, and some suggestions for improvement
were put forward, such as establishing legal status,
improving laws and regulations, strengthening
supervision and enhancing public awareness.
These suggestions aim to build a sound legal
protection system for online virtual property and
promote its healthy and orderly development.
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1 Introduction

In recent years, China’s Internet industry has
developed rapidly, and the development of intelligence
advances by leaps and bounds. The scale of all aspects
of the online virtual property is constantly expanding,
and the number of disputes related to it is also
showing an increasing trend of [1]. Network virtual
property has gradually developed into a new form of
popular trading on Internet platforms, and become
an indispensable and important form of property in
human life, which challenges the existing legal related
issues. The Civil Code issued in 2020 only stipulates
the general principle of online virtual property, but
has no specific provisions on its legal attributes, scope
that should be protected by law, value estimation,
ownership of rights, burden of proof and other
aspects.In judicial practice, the principle rules to solve
the related case dispute effect is not obvious, therefore,
the related problems of the process of research and
analysis, improve the civil legal protection system of
network virtual property, continue to strengthen the
legal protection to protect the network virtual property
to better maintain network space order and the
legitimate rights and interests of the parties, to expand
the scale of virtual property industry development to
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build the rule of law management environment.

2 The legal attribute of the Internet virtual
property

As the product of the information age, the network

virtual property is one with the value of traditional

property and convenient circulation attribute [2].

Network virtual property exists in the network space
in the form of digitalization, and has the virtual
nature, which is the fundamental difference between
its existence and the traditional property. Although
it is virtual, it also has real economic value. User
input, market needs, platform operation rules and

other factors are its value sources, so it has value.

When using a network platform or software, users can
process and manipulate their virtual property, being
disposable. At the same time, users must comply
with the relevant laws and regulations on the basis
of the legitimate rights and interests of others and not
infringe on the network virtual property, with legal
requirements.Network virtual property also has the
virtual, value, disposable, legitimacy and other legal
attributes, which not only reflects the necessity of its
legal protection, but also ushered in a new round of
problems and tests. In the digital era, it is an important
problem for the legal community to more reasonably
and effectively protect the network virtual property
and safeguard the legitimate rights and interests of
Chinese netizens.

3 Value and significance of the research

3.1 The reasonable need to improve the civil law
system

In the past five years, the type and number of
virtual property on the Internet have increased, and
the number of related legal cases has increased
significantly [3]. The protection of the current civil
law system for virtual property is still insufficient, so it
is urgent to solve various disputes caused by the legal
protection of network virtual property, so as to deal
with the problems between the rapid development
of network virtual property and the lag of law, so as
to better maintain the stability and harmony within
China’s civil law system.At present, Article 127 of the
Civil Code stipulates: " If the law has provisions on the
protection of data and online virtual property, such
provisions shall apply."It can be seen that this clause
does not make detailed provisions on other aspects of
the network virtual property. Because there are still
some relevant guiding provisions of the current law,
this paper studies and analyzes the relevant issues,
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hoping to help China’s network virtual property cases
reflect better legal benefits in judicial practice, improve
and maintain the rigor and authority of the legal
system, and improve the relevant legal system.

3.2 Realistic needs for protecting the legitimate
rights and interests of the right holders
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Figure 2. Statistical of actual sales revenue and growth of
China’s game market from 2020 to 2024.

The above data sources: China Internet Network
Information Center (CNNIC), The Game Working
Committee of China Audio and Digital Association
(GPC)

In the past five years, with the continuous growth
of the scale of Chinese Internet users (see Figure 1),
the proportion of online virtual property in people’s
property is also increasing. Network virtual property
refers to the valuable virtual goods created or acquired
by users on the Internet, covering a wide variety of
products, including games, social platforms, and other
Internet services. Take online games as an example,
the game account not only represents the investment
and emotion of players, but also the game currency
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Figure 3. Number of public cases related to virtual currency crimes from 2020 to 2024.

can be used to purchase props or conduct transactions,
while rare equipment and pets become the main objects
of inter-player transaction [4] because of their high
transaction value. The expansion of online game users
in China and the growth trend of actual sales revenue
in the game market (see Figure 2) fully reflect the huge
market size of virtual property, especially virtual game
property. With the continuous development of the
digital network era, the scale progress of all aspects of
virtual property has been expanded to [5]. Therefore,
in order to better protect the property safety of the
right holders, it is urgent to improve the relevant legal
system and technical means, to provide users with a
more secure and reliable network environment.

4 Main problems facing the legal protection of
network virtual property in China

4.1 The legal attribute is not clearly defined

As the legal attribute of the network virtual property
has not been clearly defined, in judicial practice, the
courts and relevant departments often fall into the
dilemma of dealing with the disputes related to the
network virtual property, and the judgment results
also lack of unity and predictability.

4.2 There are gaps in laws and regulations

In order to understand the trial of criminal cases
involving virtual currency in judicial practice, this
paper will use the statistical analysis method of
judgment to conduct statistics and analysis of relevant
practical cases. At the same time, the relevant data
will be presented in a table form for typed comparison.
With "virtual currency”, "criminal” and "first-instance
judgment book" as the key words, this search searched
the nationwide public cases related to virtual currency
crimes from 2020 to 2024 through the alpha legal
database, and a total of 2,206 judgment documents
were retrieved. The annual distribution of these cases
is shown in Figure 3, and the regional distribution
across various provinces is presented in Figure 4.

Among the 2,206 criminal cases involving virtual
currency that were classified, Hunan province had
the most involved cases, followed by Henan province
and Zhejiang Province, followed by Fujian province
and Guangdong Province. It can be seen that Henan
Province, the Pearl River Delta region and the Yangtze
River Delta region are all the high incidence of criminal
cases involving virtual currency.
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Existing laws and regulations for the protection of
network virtual property blank, there is no special
law to regulate, only the civil code of the People’s
Republic of China in article one hundred and
twenty-seven, for the first time provides the network
virtual property protection principle, but no specific
protection measures, which makes the rights and
interests of network virtual property protection in the
legal level is weak. In addition, the lack of effective
supervision of the network virtual property trading
platform, leading to fraud, false transactions and other
non-standard behaviors in the transaction process,
which damage the interests of users and disrupt the
market order [6].

4.3 Relief access is limited

When users suffer losses in the network virtual
property, the existing relief ways are relatively limited,
and the lack of effective non-litigation solution
mechanism, such as mediation, arbitration, etc. The
particularity of its property attribute makes the
criminal investigation of infringing the network virtual
property have insurmountable obstacles, which leads
to the difficulties of safeguarding the rights of the
network virtual property.

5 Countermeasures and suggestions to
improve the legal protection of network
virtual property in China

5.1 Clarifying the legal status of network virtual
property
The legal status of the network virtual property
is the key to ensure the effective protection of its
rights and interests. At present, China has not
yet carried out specific legal norms on the network
virtual property, which leads to great uncertainty
in the dispute resolution and rights and interests
protection. Therefore, it is urgent to clarify the legal
attribute of the network virtual property through
legal means, and clearly position it as a new type
of property rights and interests.one side, Can be
clarified through legislation, Suggfor special laws,
Clarifying the definition, nature, rights and obligations
of network virtual property, Standardize its trading
behavior, Clarify its position in the legal system, This
helps to build a legal framework for online virtual
property, Provide a clear legal basis for their rights and
interests, To make it more secure in its protection at the
legal level; on the other hand, It is also a feasible way to
be clear through judicial interpretation, The relevant
judicial body may issue an interpretation, Clarifying
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the legal attributes and relevant legal relationships of
network virtual property, Provide guidance for judicial
practice, This approach is relatively flexible, Can more
timely adapt to the development and change of the
network virtual property market [7].Clarifying the
legal status of network virtual property can not only
help to reduce the uncertainty of judicial judgment, but
also can provide clearer legal rules for market subjects,
and promote their standardized operation and legal
transactions. Such legal clarity will provide strong
support for the healthy development of the network
virtual property, enhance market confidence, attract
more investment and participants, and promote the
healthy growth of the network virtual property market.

5.2 Improve the system of protection of network
virtual property

Network virtual property has become widely prevalent
in practice, yet existing laws and regulations lack
detailed provisions to safeguard its development and
promote healthy market growth [11]. Therefore,
to effectively promote the development of network
virtual property, which is presented in the form of
data, it is necessary to improve relevant institutional
regulations based on the provisions of the Civil
Code. First, specific institutional regulations should
clearly define the nature and scope of network virtual
property, explicitly categorizing game accounts and
social media accounts as part of network virtual
property [13], establishing the legal status of such
data, thereby better defining the scope of network
virtual property and clarifying its specific content.
Second, the ownership of network virtual property
should be clearly defined. Within specific institutional
norms, the rights holders for ownership, usage,
and disposal of network virtual property should
be clearly identified [14], providing effective legal
protection for the rights and interests of network
virtual property, while also effectively reducing
conflicts and disputes in transactions, facilitating
smooth and stable trading. Third, supervision of
network virtual property trading platforms should
be strengthened to prevent and mitigate transaction
risks. By improving regulatory measures, ensure that
relevant trading platforms operate legally, compliantly,
and reasonably, effectively preventing and mitigating
transaction risks. At the same time, through risk
prediction, education, and warnings on trading
platforms, guide relevant trading entities to invest and
trade rationally, reasonably avoiding potential risks.
Finally, the transaction process of network virtual
property should be reasonably regulated. Through
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clear procedural arrangements, transactions can be
conducted legally, reasonably, and orderly, ensuring
fairness and reasonableness. This guarantees the
predictability of online virtual property transactions,
providing clearer, more explicit, and stronger legal
protection for such properties [15]. It promotes healthy
and orderly development within the framework of
the rule of law. This will boost market participants’
confidence and contribute to the sustainable prosperity
of the industry. 5.3 Strengthen supervision and crack
down on crimes of online virtual property

The protection of network virtual property needs a
comprehensive use of legal means and regulatory
means to effectively crack down on all kinds of
illegal behaviors. In order to ensure the legal and
healthy development of the network virtual property
market, China is urgent to establish a more sound
network virtual property supervision system [8]. First,
strengthening the supervision of the network virtual
property trading platform is a key link. The regulatory
authorities shall formulate clear rules and regulations,
and conduct detailed supervision on the registration,
operation and capital flow of the platforms to ensure
their legal and compliant operation. It is suggested
to establish a regular review mechanism, conduct a
comprehensive review of the operation of the platform,
and timely find and solve the potential risks .Second,
strengthening law enforcement is the key to crack
down on network virtual property crimes. Law
enforcement organs shall intensify the crackdown on
violations of the rights and interests of online virtual
property and investigate the criminal responsibility.

It is suggested to establish a special law enforcement
team for network virtual property crimes to improve
the efficiency of cracking down on network virtual
property crimes. Third, to formulate more explicit laws
and regulations to define and punish online virtual
property crimes, so as to reduce the cost of illegal
activities and improve the deterrence of the law [9].

5.3 Improve the public’s awareness and awareness
of the legal protection of online virtual property

The public’s understanding and awareness of the
legal protection of the network virtual property
is the basis of the protection work [12]. In
order to improve the public’s cognition level of
the legal protection of network virtual property,
China needs to adopt various ways for publicity
and education .first, Legal knowledge popularization
activities can be organized in schools, enterprises,
public institutions and communities, Through lectures,
training, brochures and other forms, To introduce to
the public the legal status of online virtual property,
the measures to protect its rights and interests, and
the coping methods when encountering problems,
This helps to improve the public’s understanding
and recognition of the regulations; second, Online
dissemination of legal knowledge through Internet
platforms, Through social media, legal promotion sites
and other on, Spread of legal knowledge of online
virtual property, Answer questions of public concern,
Improve the perception of the majority of regulations;
third, Suggestions to increase the publicity of the
rule of law, Publicize the successful cases and typical
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disputes of the legal protection of network virtual
property, Through vivid and concrete cases, To guide
the public to correctly understand and use the weapons
of law, Improve the public awareness of the network
virtual property legal protection and self-protection
ability [10].

6 Conclusion

Through deeply studying the legal protection of
network virtual property in China, this paper puts
forward a series of targeted countermeasures and
suggestions. Clarifying the legal status of network
virtual property is the top priority, which will
provide the basis for subsequent legislation and
judicial practice. At the same time, improving the
relevant laws and regulations and strengthening the
supervision are also indispensable measures to ensure
the security and order of the network virtual property.
In addition, improving the public’s awareness and
awareness of the legal protection of online virtual
property is an important link to promote the healthy
development of this field. The implementation of
these countermeasures and suggestions will help to
facilitate the establishment and improvement of the
legal protection system of network virtual property
in China, and provide strong support for the healthy
development of network virtual property.
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