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Abstract
The Internet of Vehicles (IoV) has greatly
influenced transportation by allowing autonomous
vehicles to interact and communicate with other
cars as well as with the surrounding traffic system.
Even so, being interconnected comes with risks in
terms of cyber attacks, for example, by injecting
messages or fooling sensors through CAN systems.
The study, consequently, suggests an Intrusion
Detection System (IDS) that uses Convolutional
Neural Networks (CNN), Recurrent Neural
Networks (RNN), Long Short-Term Memory
(LSTM), Bidirectional Encoder Representations
from Transformers (BERT), and RoBERTa, to
properly detect and handle these cyber threats.
To solve the problem of unbalanced data, we use
Random Over-Sampling (ROS), NearMiss, and
Tomek Links, which makes the model work more
effectively. Results from experiments show that the
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IDS suggested here is better than traditional
machine learning models. Adopting cloud
computing helps make the system more flexible
and lets it be watched continually to keep AVs well
protected. An IDS in smart cities greatly benefits
vehicle networks, as it hinders and stops possible
cyberattacks. Related work will aim to improve IDS
performance for big organizations and cope with
new types of attacks.
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1 Introduction
Recently, deep learning models have been widely
used in most domains like healthcare, finance,
transportation, and industry. Neural networks serve
as the foundation for automated image recognition,
speech processing, natural language understanding,
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and cybersecurity techniques [1]. Cybersecurity
has drawn special attention in the field of detection
of advanced attacks and Intrusion Detection in the
Internet of Things (IoT) and Industrial IoT systems
[2]. Various types of deep learning architectures are
being explored to detect cyber threats in different
environments, like software-defined networks (SDN),
IoT, and cloud computing [3]. Cybersecurity has
emerged as a critical area of concern, especially in
newer communication systems, as interconnected
systems become even more prevalent [4].

Figure 1. Cloud based AI analytics scheme for car hacking
detection.

The growth of autonomous vehicles has made the
transportation sector’s safety a big issue. AVs use
the internet, like IoT, to form the Internet of Vehicles
(IoV) network, allowing vehicles to talk to outside
systems in real time [5]. AVs are able to talk to
each other and the surrounding infrastructure with
the help of embedded systems and networks called
Controller Area Networks (CAN). Automated electric
vehicles (AEVs) are safer than regular vehicles, reduce
the chance of errors from drivers, and improve
the smoothness of city traffic [6]. Autonomous
vehicles can navigate without being driven by using
radar, cameras, satellite navigation, and AI, and they
communicate with outside platforms through wireless
telecoms, for example, 4G and 5G [7]. However,
AVs are still at risk from cyber threats such as
vulnerable software, sensor tampering, and various
system compromises. This is the reason cybersecurity
experts are making more effort to protect AEVs from
such threats [8]. The use of deep learning models,

including CNN, RNN, LSTM, BERT, and RoBERTa, is
rising in threat detection in the automotive sector. An
AI system using cloud technology has been made to
find real-time vehicle hacks by processing data from
V2V sensors, LiDAR, cameras and GPS [9]. A system
powered by AI in the cloud was made to spot vehicle
hacks as they occur, as shown in Figure 1. It explains
that sensor data like V2V, Ultrasound, LiDar, Camera
and GPS are sent to the cloud server to be analyzed.
The software is able to detect whether data was created
by an unauthorized person. Improved security for
autonomous vehicles is sought by using AI and cloud
computing.

Vehicles that work independently (AVs) deal
with cybersecurity issues since they use complex
networks and interact in real time with other vehicles,
infrastructure, and street users through V2V and V2I
communication [10]. As a result, their systems may
fall victim to cyber threats like message injection,
sensor spoofing, and Denial of Service (DoS) attacks
caused by protocol flaws, services from untrusted
sources, or software weaknesses [11]. AVs can be
linked together through the Internet of Vehicles (IoV)
for improved control of traffic and safety. Autonomous
vehicles do their tasks alone, but IoV allows them to
keep in touch with external devices live. Regardless
of the progress made in IDS, tools currently available
have issues detecting attacks in real time and dealing
with data sets where not all types of data are equal
[12]. In this scenario, an IDS based on deep learning
models is introduced to handle these issues and make
sure cyberattacks in AV systems are detected quickly.

The fact that there are many more samples for
the attacker than the defender leads to sluggish
detection of actual attacks. Because the number
of normal data points is much greater than that
of attack data, traditional machine learning models
have difficulties. In contrast, with models like CNN,
RNN, and LSTM, programs have more accurate and
consistent solutions by learning how to recognize and
handle advanced threats. BERT and RoBERTa, which
are Transformer-based models, make detection more
accurate by understanding both space and time. An
approach to attack detection in Internet of Vehicles
(IoV) security is described here, using CNN, RNN,
LSTM, BERT, andRoBERTa to address unbalanced data
and provide strong real-time cyber defense for both
internal and external vehicle infrastructure against
complicated attacks. The key contributions of this
work are summarized as follows:
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• We develop a smart cyberattack detection
framework utilizing deep learning models (CNN,
RNN, LSTM, BERT, RoBERTa) for real-time
intrusion detection in autonomous vehicle
systems.

• To propose a Deep-learning-based method, being
a comprehensive strategy to address the skewed
distribution of car-hacking datasets.

• To conduct performance analysis of the proposed
architecture on benchmark datasets to show deep
learning models outperform classical machine
learning models in identifying cyber-attacks in
IoV frameworks.

This paper is structured as follows: Section 2 outlines
the related work referenced in this study. Section 3
details the proposed deep learning-based high-level
framework for predicting car attacks within the IoVs
system. Section 4 covers the dataset, evaluation
metrics, and the analysis of the results. Finally, Section
5 concludes the paper by summarizing the findings
and suggesting potential areas for future work.

2 Related work
With the advent of autonomous vehicles incorporating
the latest technology and communication protocols,
securing vehicles is critical. Due to the rapid
development of the Internet of Vehicles (IoV) in smart
cities, vehicle systems are connected internally and
externally. As these networks become central to
enabling the use of vehicles, safeguarding them from
cyberattacks is crucial for their safe and successful
functioning [13]. The data-intensive nature of these
systems, coupled with increased complexity in the
operation of highly autonomous vehicle systems,
has made them an ideal target for hackers or
cybercriminals. In this respect, the salient task of
building intelligent intrusion detection systems (IDS),
which are able to detect various types of such kinds
of cyber opponents, is on the rise [14]. In modern
self-driving vehicles, the Controller Area Network
(CAN) bus is essential for communication between
Electronic Control Units (ECUs). On the other
hand, external vehicle communication refers to the
communication between autonomous vehicles and
other suppliers, such as roadside infrastructure and
other vehicles in IoV.
Advances in deep learning, especially with
transformer-based architectures, have helped
improve the ability to detect attacks in autonomous
vehicle networks [15]. Research demonstrates that

using these techniques is effective for stopping
message injection and sensor spoofing, so there is a
need for instant detection systems in smart cities [16].
IDS is set up to identify distinct types of attacks in the
Internet of Vehicles (IoV) system. DoS attacks involve
flooding a system with unnecessary messages, so the
IDS notices unusual frequency changes in the traffic
and activates an alert [17]. To find inconsistencies
in spoofing, the system compares data from two or
more different sensors (such as GPS with vehicle
speed sensors). When message injection happens, the
IDS uses techniques to find suspicious CAN IDs and
message intervals. Transformer models such as BERT
and RoBERTa are now being used, and studies show
they spot cyber-attacks in vehicle networks with more
accuracy than traditional machine learning models
[18]. Smart city environments now rely on these
models to identify threats on the spot, which is key in
protecting autonomous vehicles [19].

Figure 2. Intrusion detection system (IDS) for car hacking.

CAN bus helps ECUs in modern self-driving vehicles
exchange information, and outside communication
is necessary for interaction with road infrastructure
and other vehicles on the Internet of Vehicles [20,
21]. However, such networks are at risk of different
cyberattacks like message injection, sensor spoofing,
and remote exploitation [22]. As a result, using
reliable Intrusion Detection System (IDS) models to
prevent and respond to threats from inside and outside
the system is necessary. Through the Vehicle CAN
IDS architecture, displayed in Figure 2, the system
is informed when an intruder is found, pointing
out the possible risk from the CAN network to the
telecommunication systems.
The insufficiency of traditional ML methods has
been seen when trying to prevent new cyberattacks
on autonomous vehicles [23, 24]. Because of
these issues, learning models like CNNs, RNNs,
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LSTMs, BERT, and RoBERTa are used. They
work better than traditional methods at spotting
hard-to-find patterns and detecting attacks fast [25].
A deep learning-focused Intrusion Detection System
is suggested in the paper to detect and foresee
cyberattacks in autonomous vehicles. It helps solve
the security challenges in real-time traffic using deep
models. Comparing the models to a benchmark
dataset proved that deep learning helps vehicles
become more secure, efficiently discovering known
and unknown attack types.
Apart from using large deep learning models,
approaches like oversampling, undersampling, and
hybrid resampling are added to tackle the imbalance
in the dataset, stopping the IDS from strictly following
the dominant class.

3 Methodology
In this paper, we introduce a completely new approach
for the automatic detection of cyberattacks against
autonomous vehicle systems. As shown in Figure 3.

Figure 3. Workflow of the car hacking detection framework.

BERT (Bidirectional Encoder Representations from
Transformers) and RoBERTa (Robustly Optimized
BERT Pretraining Approach) were specifically
designed to work with sequences, so they perform
well at finding attacks in vehicle network traffic. BERT
uses information from both the past and future and
RoBERTa tweaks BERT to give it more training data
and better hyperparameter settings. Both systems
are effective in spotting quiet manipulations on
autonomous vehicle networks. The study investigates
an attack detection system built using deep learning
which was studied on the Car-Hacking dataset
with data from real and simulated vehicle networks.
Among the records in the dataset, you can find
Denial-of-Service, message injection and spoofing
attacks and 818,440 in total are listed. More than 70
percent of these are normal records (701,832), while
the remaining 30 percent (116,608) represent attacks.

The data covers six months and shows a range of
attacks, with CAN ID, timestamp, and data bytes
information included, like real-life vehicle networks.

3.1 Car-Hacking Dataset
The Car-Hacking dataset is recently been used to test
various intrusion detection systems of autonomous
vehicle networks. The dataset presented targets
various vehicular communication systems, including
DoS attacks, fuzzy attacks, and spoofing attacks
(altering key vehicle data like the drive gear or the RPM
gauge). Our dataset is generated such that it reflects
real-time attacks and contains extensive features for
the detection of attacks. The Car-Hacking dataset is
shown in Table 1, showing that there are many normal
samples in the dataset and far fewer attack samples,
which is an important factor affecting the evaluation
of cyber-attack detection models.

Table 1. Car-Hacking dataset class distribution.

Class Instances
Normal 701,832
Attack 116,608

The Car-Hacking dataset includes various attack
scenarios:
1. DoS Attack: The attacker injects the CAN ID

message ’0000’ at frequent intervals (every 0.3
ms), overwhelming the network with invalid data.

2. Fuzzy Attack: Randomized CAN ID and data
values are injected every 0.5 ms, creating
inconsistencies and causing network disruptions.

3. Spoofing Attack (RPM/Gear): Specific CAN
ID messages related to gear and RPM data
are injected every millisecond, misleading the
vehicle’s control units about the vehicle’s status.

Each entry in the dataset consists of several attributes:
• Timestamp: The time when the data is recorded

(in seconds).
• CAN ID: A unique identifier for the CAN

message, typically represented in hexadecimal
(e.g., ’043f’).

• DLC: The number of data bytes in the message
(ranging from 0 to 8).

• DATA: The data values for each byte in the CAN
message (e.g., DATA {0}, DATA {1}, ..., DATA
{7}).
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• Flag: Indicates whether the message is normal
(’R’ for real) or injected (’T’ for injected).

The number of normal messages is larger than attack
messages, multiple resampling techniques are used to
further cope with this imbalance within the dataset.
These techniques include:
• Oversampling: Random Over-Sampling (ROS)

is employed to inflate the quantity of attack
information to stabilize the class distribution.

• Under sampling: Some techniques like NearMiss
are used for getting a subset of the majority
class (normal data) that is closer to the minority
class (attack data), thus providing good balance
without overfitting.

• Hybrid Resampling: Tomek Links works as a
data-cleaning method and is used for removing
instances overlapping between the majority and
minority classes, as the training dataset should be
as cleansed and accurate as possible.

These preprocessing techniques are necessary for
training deep learning models such as CNN, RNN,
LSTM, BERT, and RoBERTa. These models can identify
sophisticated configurations and indicate cyber-attacks
that the traditional method may not cover, and also,
the deep learning models are trained and tested upon
the Car-Hacking dataset to identify attacks based
on real-time conditions to minimize false positives
and false negatives. Model performance is evaluated
with metrics like accuracy, precision, recall, and
F1-score. As a result, these measures enable an
overall assessment of the IDS’s efficiency in accurately
detecting normal and attack data with high accuracy in
order to ensure that cyber threats are being successfully
identified and effectively offensive averted amongst the
autonomous vehicle systems.

3.2 Data Preparation and Pre-processing
In this phase, we work on overcoming the imbalance
presented by the dataset, since the number of normal
instances is greatly higher than the number of attack
ones. For data imbalance, we use resampling methods
like NearMiss, Random over-sampling (ROS), and
Tomek Links. When the learning model is trained on
these imbalanced datasets, the model focuses more on
the majority class data points while the minority class
data points are usually neglected.
• NearMiss: The method chooses the instance from

the majority class which is the closest to the
instance of the minority class.

• Random Over-Sampling (ROS): It simply
makes identical copies of instances from minority
class until its instances are equal to the majority
class instance

• Tomek Links: A data cleaning method that
acts on the classes by removing any duplicate
instances.

By applying these resampling methods, the dataset
is balanced, providing a solid foundation for training
deep learning models.

3.3 Training and Testing of Deep Learning Models
After pre-processing the data, the dataset is divided
into two sections: a training set and a testing set, often
in a 70-30 split. Pre-processed data is used to train the
selected deep-learning models for attack detection. In
this stage, we use a few state-of-the-art deep learning
architectures:
• CNNs to recognize spatial patterns within the

dataset.
• Use of RNNs and Long Short-Term Memory

(LSTM) networks for sequential data analysis and
capturing time-dependent attack patterns.

• Bidirectional Encoder Representations from
Transformers (BERT) for mining spatial and
contextual information from the data, especially
valuable when large and complex datasets are
present.

• A Robustly Optimized BERT Pretraining
Approach (RoBERTa) to harness deep contextual
representation of the data.

Different deep learning models were trained on
the balanced dataset to make them perform better.
To measure how well models could detect attacks,
accuracy, precision, recall and F1-score were all used.
The data for the Car-Hacking dataset was created
with a controlled computer simulation of real attacks
against automated vehicle networks. It includes details
from different attacks such as DoS attacks, spoofing
and message injection and every data point provides
you with CAN ID, timestamp, data bytes and message
flags. Careful balancing was done by means of
vehicle-to-vehicle (V2V) simulations and by noticing
which vehicle network features such as CAN bus data
and sensor data were most important.
Hyperparameters like learning rate, how many layers
themodel has and batch sizewere all optimized during
the training phase. Setting the learning rate to 0.001
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allowed the model to converge better. CNN only
had three layers, while the LSTM and RNN models
included five to help capture both type of features. A
batch size of 32 helped ensure the model learned fast
and was not overfit, and settings were found by trying
different combinations with grid search.

3.4 Car Attack Detection and Classification
In this stage, the deep learning models are validated
on the testing data. The goal is to discretely detect
whether each data point belongs to a normal class
(negative) or an attack class (positive). Each model is
evaluated based on multiple classification metrics:
• Accuracy: Ratio of correct predictions (of normal

and attack) to total predictions.
• Precision: Number of true positive attack

predictions over total predicted attacks.
• Recall: The number of true attack predictions over

the total number of attacks.
• F1-Score: The harmonic means of the precision

and recall, offering a balanced statistic for the
performance of the model.

The model is assessed in terms of its speed and
accuracy, making sure the streaming traffic is correctly
screened into attack and non-attack traffic groups in
real time. The steps for the framework workflow are
to gather data, test models, make predictions, use
sampling techniques (NearMiss, ROS, TomekLinks),
handle data imbalances, create a test and training set,
and use different models (CNN, RNN, LSTM, BERT,
RoBERTa). Jamming attacks are detected using an
analysis of how messages are sent over the CAN bus,
spoofing is found by looking for differences in sensor
readings, and applying different sensors and other
attacks are identified through a detailed analysis of
system data. In this case, CNNs are used to find
spatial features, andLSTMmodels check for suspicious
changes in time, mostly with DoS attacks.
Pseudocode 1 outlines steps for Detecting
Cyber-Attacks (in this case, Car Hacking) in
Autonomous Vehicle Systems. We first, import
necessary libraries that are used for data manipulation
(pandas, numpy) and deep learning (TensorFlow,
Keras, PyTorch) then the raw car hacking data
frame is being loaded, and features (X) and target
(Y) are separated. Resampling techniques such
as Random Over-Sampling (ROS), NearMiss,
and Tomek Links are employed to handle class
imbalance within the dataset. We Split the dataset

Algorithm 1: Car Hacking Detection Framework
Using Deep Learning
Data: Raw car hacking dataset (D) with features

(X) and target (Y)
Result: Classify Car Hacking in IoVs
Import necessary libraries for data manipulation
(e.g., pandas, numpy);
Import deep learning libraries (e.g., TensorFlow,
Keras, PyTorch);
Import resampling techniques (NearMiss,
RandomOverSampler, TomekLinks);
Load the raw car hacking dataset (D) into a
DataFrame;
Separate the dataset into features (X) and target
(Y);
Use resampling techniques (NearMiss,
RandomOverSampler, TomekLinks) to balance
the dataset;
Split the dataset into training and testing sets
(70%-30% split);
Train CNN, RNN, LSTM, BERT, and RoBERTa
models on the training data;
Perform model fine-tuning and hyperparameter
optimization;

Test the trained models on the testing set and
generate evaluation metrics (accuracy, precision,
recall, F1-score);

into training and testing (70% - 30%) then train deep
learning models (CNN, RNN, LSTM, BERT, and
RoBERTa) on training data (including fine-tuning
and hyperparameter optimization) and finally, the
models are tested against the testing set to get the
accuracy, precision, recall, and F1-score. All metrics
are calculated to evaluate the performance of the
models in detecting cyberattacks. Using this pipeline
provides a structured methodology for dealing with
the Car-Hacking dataset, from preprocessing and
resampling of the imbalanced classes to training and
evaluation of the deep learning classifier.

3.5 Suggested High-Level IDS-IoV Framework for
Car Attack Prediction

A multilayer framework has been developed that
utilizes the power of cloud computing, deep learning,
and resampling algorithms to predict the potential
future attacks under Internet of Vehicles (IoV) systems.
This framework proficiently solves the complexities
of vehicle attack detection and prediction owing
to a mixture of Resampling Techniques (RTs) and
Deep Learning (DL). This top-level infrastructure
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is an IDS-IoV system for smart cities that will be
able to provide proactive security for autonomous
vehicles dealing with real-time data and time-sensitive
decisions. In particular, the methodology is designed
to help vehicle security engineers with the ability
to anticipate a potential attack from real-world
conditions by utilizing the Internet of Vehicles (IoV),
Cloud Computing, and Deep Learning for ongoing
monitoring and protection of vehicle communications.
The frameworks also implement AI prediction systems
so that security experts can analyze the visible and
invisible AI systems before responding to any security
threat. The architecture consists of three fundamental
phases acting in concert to deliver the system goals:
Stage 1: Data Collection and Transmission to Cloud
Servers

At this level, vehicle systems (for example, car
hacking detection systems) will send information
of the vehicle behavior and the vehicle network
interactions to the cloud system. These cloud systems
become the nerve center where vast amounts of
data are processed in real-time from autonomous
vehicles. The data sent to the cloud is used for
additional analytics to detect abnormal behaviors
and potential cyberattacks on the internal and
external networks of the car. At this stage, Deep
Learning Models (e.g., CNN, RNN, LSTM, BERT, and
RoBERTa) are used to analyze data streams and predict
potential vulnerabilities or attacks on vehicle systems.
The data vehicle also includes sensor readings,
network data, vehicle-to-vehicle communication,
vehicle-to-infrastructure communication, and much
more. It can also utilize state-of-the-art deep learning
algorithms to detect new attack vectors and anomalies
in the vehicle network in real-time.
Stage 2: Data Processing, Analysis, and Attack
Forecasting

After data is generated, it is sent to the cloud servers
for processing and storage. AI models, especially deep
learning algorithms, process and categorize the data
within the cloud to understand the characteristics of
potential cyber attackers. Cloud computing offers
the necessary computational capabilities required for
processing large datasets, including attack detection
as well as attack predictions against vehicles. Patterns
of normal and abnormal behavior are learned, and
these are used to predict potential attacks. Deep
learning models (e.g. LSTM, which works on
sequential data, BERT, which works on both spatial
and contextual analysis, and RoBERTa, which creates

abstraction levels for recognizing complex patterns
of understanding communication traffic) help to
create highly accurate predictions of the known and
unknown threats against the systems of the vehicle.
Using historical data to predict future attempts at
attacks enables security experts to take action before
an attack even happens.

Stage 3: Cloud-Based Monitoring, Security
Decision-Making, and Threat Detection

In the last stage, a cloud-based dashboard helps and
monitoring application is utilized to help vehicle
security investigators recognize and identify threats
in wise urban areas. It gives security engineers
real-time insight gathered fromAI-predictive and deep
learning-based analytics. Good uses a dashboard for
security professionals with which they can access the
relevant streams of data from the vehicles, and can
detect attacks andmake decisions based on the severity
of the attacks. For security experts, providing an
overview of vehicle network behavior and potential
vulnerabilities or immediate threats will improve the
overall effect of the attack detection framework at this
stage. Additionally, the prediction system can be on
the cloud, which can help in integrating predictive
analytics to enable quick decision-making to counter
vehicle network attacks, thereby keeping the vehicle
and passengers safe.

3.6 Cloud Computing and AI Integration
Cloud computing and AI are introduced here to
strengthen smart city plans, specifically by anticipating
vehicle abuses. The system continuously gathers data
from many sources and uses sophisticated models
to spot unusual activities and cyber threats. Using
AI on the cloud helps improve the detection of
cyber security threats which helps secure autonomous
vehicles in any changing situation. Through cloud
computing, processors can effectively handle large
sets of data, supporting capability for detecting more
threats. Advances in cloud computing now make
it practical to analyze a lot of data collected by AVs
which helps spot cyber threats in real time. Cloud
systems powered by AI are able to watch network
traffic in vehicles, study ways attacks occur and warn
the security team whenever problems arise. Cloud
platforms work well for IDS systems in smart cities
because they are scalable and flexible, handling all the
data from numerous vehicles to make the IoV safer.
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4 Results Analysis and Assessment
In this section, we provide the report results of the deep
learning-based attack detection framework applied
to the Car-Hacking dataset. The performance of the
proposed deep learning models (CNN, RNN, LSTM,
BERT, and RoBERTa) for detecting and classifying
cyber-attacks on autonomous vehicle systems in the
Internet of Vehicles (IoV) is evaluated in this study.
We evaluate the performance of differentmodels based
on metrics such as accuracy, precision, recall, and
F1-score.

4.1 Experimental Setup
In testing and evaluating the deep-learningmodels, we
used the Car-Hacking dataset. This dataset is heavily
unbalancedwith a considerable imbalance towards the
class of normal data compared to the data of attack.
Multiple resampling techniques were used to mitigate
this imbalance, including the Random Over-Sampling
(ROS), NearMiss, and Tomek Links. These approaches
guaranteed the dataset was balanced prior to training
the models. The data is divided into training and
testing comprising 70%–30% of the data, in which 70%
of the data is used to train the models and 30% for
evaluation. Below are the models that were trained on
this balanced dataset:

• Convolutional Neural Networks (CNN): Used
to detect spatial features and patterns in the data.

• Recurrent Neural Networks (RNN) and
Long Short-Term Memory (LSTM): To model
sequential dependencies and temporal attack
trends.

• BERT: Bidirectional Encoder Representations
from Transformers (BERT) that are used to
process spatial and contextual data.

• A Robustly Optimized BERT Pretraining
Approach (RoBERTa): Used for recognizing
intricate, context-dependent patterns in vehicular
communication traffic.

4.2 Performance Evaluation
Finally, the performance of every model was measured
on the following metrics:

• Accuracy: Correctly classified instances (normal
and attack) over the total instance.

• TruePositiveRate: The rate of all predicted attack
instances that are true positives.

• Recall: The ratio of all true positive attack
predictions to actual attack instances.

• F1-Score: The harmonic means of precision and
recall, F1-Score provides a balanced measure of
the model performance.

The results are summarized in Table 2, where the
accuracy of each model was assessed via the testing
dataset without the use of any resampling process.
Figure 4 shows the performance of each deep learning
model (CNN, RNN, LSTM, BERT, RoBERTa) on the
test dataset when resampling techniques are without
application. It helps to visualize how each model
compares based on Accuracy, Precision, Recall, and
F1-score.
This Table 2 presents the evaluation of deep learning
models (CNN, RNN, LSTM, BERT, RoBERTa) on the
test dataset without applying resampling techniques.
It demonstrates the baseline performance of these
models.

Table 2. Performance of models without resampling.

Model Accuracy
(%)

Precision
(%)

Recall
(%)

F1-Score
(%)

CNN 95 94 91 92
RNN 94 93 92 91
LSTM 96 94 92 94
BERT 97 96 93 95
RoBERTa 99 98 95 97

Figure 4. Performance of models without resampling.

It has been observed that RoBERTa outperformed
all other models in accuracy (99%), precision (98%),
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recall (95%) and F1-score (97%). Followed closely by
BERT, which achieved an accuracy of 97%, precision
of 96%, and recall of 93%. Other ML models with
promising results, butwith lower accuracy, were LSTM,
CNN, and RNN, which all showed a for example
high value for recall, which is an important evaluation
metric, especially in filters over unbalanced datasets,
like an attack detection filter.

4.3 Resampling Techniques Impact
To improve how well the models recognized attacks,
we used three types of resampling methods, Random
Over-Sampling (ROS), NearMiss and Tomek Links, to
equalize the number of different classes in our data.
With these techniques in place, the model worked
much better at catching evidence of attacks. To catch
less common attacks, ROS makes another instance
from the same attack class. Even so, it could cause
overfitting because the model will concentrate too
much on repeated parts of the data. For this reason,
NearMiss gets a smaller number of normal class
examples and instead picks instances that are similar
to the examples from the minority class. Removing
close and noisy samples, Tomek Links helps raise the
quality of the dataset. These techniques together allow
the model to identify attacks more effectively and to
not become overly specific.

4.3.1 Random Over-Sampling (ROS)
To boost the number of attack entries within the
data set and to make the models used more
sensitive to attack patterns, ROS was utilized. The
performance for models trained with ROS is presented
in Table 3. The model performance after doing
Random Over-Sampling (ROS) also has been shown
in Figure 5. This shows your accuracy, recall, and
F1-score, and how much better the RoBERTa model
works than all other models in all metrics.

This Table 3 summarizes the results of applying
Random Over-Sampling (ROS) to the models. It
highlights the improvement in recall and F1-score after
resampling is applied.

Overall, using ROS pushes RoBERTa past the
top-performing model on all metrics, and although
BERT is performing reasonablywell, it lagswell behind
when it comes to the recall and F1-score. The models
have been made more sensitive to detect cyber-attacks,
as there is an improvement in accuracy and recall for
all the models.

Table 3. Comparison of model performance with different
resampling techniques (random over-sampling).

Model Accuracy
(%)

Precision
(%)

Recall
(%)

F1-Score
(%)

CNN 94 92 92 93
RNN 95 93 92 93
LSTM 96 97 96 96
BERT 97 97 98 97
RoBERTa 99 98 98 97

Figure 5. Performance of models with random
over-sampling (ROS).

4.3.2 NearMiss
NearMiss is a method that is considered
under-sampling, which removes a small number of
majority examples (those samples from the normal
class), in order to enhance the performance of the
created model. Results for models trained with
NearMiss are given in Table 4. Model performance
comparison after Near Miss is illustrated in Figure 6.
The graph lays down the statistics of the precision
and recall and we can visually comprehend the
encountered sensitivity of the attack instances of the
models essentially in the case of BERT and RoBERTa.

This Table 4 presents the model performance after
applying the NearMiss technique, showing the
changes in precision and recall due to under-sampling.

While the LSTM and RoBERTa models show the most
improvement in terms of recall, they are particularly
better for rare attacks and outlier detection in the
network. The accuracy for certain models, however,
was slightly lower due to the reduced number of
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Table 4. Comparison of model performance with nearMiss.

Model Accuracy
(%)

Precision
(%)

Recall
(%)

F1-Score
(%)

CNN 94 92 88 90
RNN 93 91 85 88
LSTM 95 95 92 93
BERT 97 96 93 94
RoBERTa 98 96 95 95

Figure 6. Performance of models with nearMiss.

majority-class samples.

4.3.3 Tomek Links
To clean the dataset and remove overlapping instances
from the majority class and from the minority class,
Tomek Links was implemented. BERT and RoBERTa
showed significant improvement in F1 scores after
applying this data-cleaning technique. Table 5 displays
the results of models trained with Tomek Links. We
nowuse the Tomek Links data-cleaning technique, and
below Figure 7 shows the performance of the models.
It shows the improvements in F1-scores and precision
of the cleaning process, with significant gains around
RoBERTa.
This Table 5 shows the performance of models
after the application of Tomek Links, highlighting
improvements in F1-scores and precision.
Both models are very suitable for the detection of such
real-time attacks in the Internet of Vehicles systems,
as RoBERTa was still the best-performing model and
BERT also showed great progress in precision and
recall.

Table 5. Comparison of model performance
with tomek links.

Model Accuracy
(%)

Precision
(%)

Recall
(%)

F1-Score
(%)

CNN 96 95 92 93
RNN 96 95 92 93
LSTM 97 96 94 94
BERT 97 97 95 95
RoBERTa 98 98 96 97

Figure 7. Performance of models with tomek links.

4.4 Real-Time Attack Detection
The suggested approach with deep learning and cloud
computing is able to detect any attack in real-time on
autonomous vehicles. As it processes real-time data
quickly, the system can spot and address cyber-attacks
right away which is very important for avoiding
disastrous results. Because of cloud computing, the
system is better able to cope with large IoV networks.
With a Denial-of-Service (DoS) attack, the IDS spots
sudden changes in the number ofmessages and reports
accordingly. When spoofing takes place and sensor
readings are modified, the system checks the new
values against those usual for that time of day and uses
sensor fusion to see if they differ. It is also possible
to see irregular movement using temporal and spatial
analysis which can be linked to message injection. As
a consequence, the IDS protects autonomous vehicle
systems from both usual and complex attacks.

5 Conclusion and Future Work
Investigations in this paper presented a sophisticated
Intrusion Detection System based on deep learning
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for connected cars within IoV framework, by applying
models such as CNN, RNN, LSTM, BERT andRoBERTa
for timely monitoring of cyber-attacks. To correct
the unbalanced nature of the car-hacking data, we
used resampling techniques (ROS, NearMiss and
Tomek Links) and that improved the detection
rate. Traditional machine learning models were
outperformed by the framework in catching message
injection, sensor spoofing and attacks designed to
overload the system. Real-time data processing is
possible with cloud computing which plays a key
role in changing AV systems. Because of the BERT
and RoBERTa models, carmakers now recognize more
advanced cyber threats.
Future work will focus on expanding the dataset
for broader vehicle manufacturer coverage, using
multi-modal data, and testing the IDS in real-world
operational environments. It will also consider
reinforcement learning which helps the model
respond to modern attacks and try to improve the
model’s performance for quick, real-time identification.
Working with regulatory agencies to set up standard
cybersecurity guidelines for AVs will make vehicle
networks more protected. Having an IDS useful in
large-scale setups is a major research challenge for the
future.
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