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EDITORIAL

The Quantum Countdown: A Global Call to Action for
Post-Quantum Readiness
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Every now and then, a breakthrough in technology
compels us to pause and to question the very systems
we once believed were unbreakable. Quantum
computing is one such breakthrough. No longer
confined to academic theory or science fiction, it has
swiftly moved from imagination to reality. What was
once a distant possibility is now a fast-approaching
force, casting a long shadow over the cryptographic
foundations that protect our digital world.

With advancements in scalable qubit systems, error
correction, and hardware acceleration, the threat
to public-key cryptography is no longer distant.
Algorithms like RSA and elliptic curve cryptography,
which safeguard everything from banking transactions
to national defence systems, are now vulnerable to
the immense parallelism that quantum computing
offers. Recognising this, the U.S. National Institute
of Standards and Technology (NIST) finalised
three post-quantum cryptographic algorithms in
2024: CRYSTALS-Kyber, CRYSTALS-Dilithium,
and SPHINCS+, and placed HQC under formal
review in early 2025 [1]. These standards promise
quantum-resilient security without requiring quantum
hardware—a pragmatic bridge from the present to a
post-classical future. Yet standardisation is only the
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beginning. The scale of the challenge becomes clear
when we examine the cost and readiness landscape.
The U.S. Government Accountability Office projects
that upgrading federal systems to post-quantum
encryption will cost over $7.1 billion between 2025
and 2035 [2]. Globally, the figure will be far greater,
given the breadth of digital services dependent on
legacy encryption. Alarmingly, the cybersecurity
community is aware of the risks but not acting fast
enough. ISACA’s 2025 Pulse Poll reports that 67%
of cybersecurity professionals believe quantum
computers will break current cryptographic systems
within ten years, yet only 4% of organisations have a
formal mitigation strategy in place [3]. Capgemini
echoes this concern, finding that although 65%
of organisations fear “harvest-now, decrypt-later”
threats, 30% admit they have taken no steps to address
them [4]. Meanwhile, the market for post-quantum
solutions is accelerating. Grand View Research
estimates the global post-quantum cryptography
market to be valued at $1.15 billion in 2024, with
projections of $7.82 billion by 2030—an annual growth
rate of 37.6% [5]. A longer-term forecast suggests that
figure could reach $29.95 billion by 2034 [6].

It is against this backdrop that ICCK Transactions
on Cybersecurity happily launches its inaugural
volume. In this first issue, we showcase work that
advances the field of post-quantum resilience from
lattice-based implementations for constrained devices
to cryptographic agility frameworks for scalable
enterprise deployment. These contributions are not
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just theoretical: they are blueprints for readiness,
resilience, and global digital trust.

As Editor-in-Chief, I request academia, industry, and
policymakers to respond with urgency. The window
for proactive preparation is narrowing, and reactive
adaptation may come at too high a cost. Post-quantum
cryptography is not simply a technological shift—it is
a civilisational safeguard. The countdown has begun.
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