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Abstract

As cyberattacks grow more advanced and privacy
laws become stricter, security systems must be
powerful, transparent, and privacy-friendly.
This paper introduces SwarmFL-XAI, a new
framework that blends nature-inspired intelligence,
collaborative learning, and explainable AI to
deliver secure, scalable, and trustworthy threat
detection. By using an ant-based strategy for
sharing and updating models across devices,
the system handles uneven data and malicious
behaviour while avoiding the risks of a central
server. Tools like SHAP and LIME explain why
decisions are made, giving analysts clear insights
and greater confidence. Tests on the UNSW-NB15
and CICIDS2017 datasets show strong results, with
0.95 accuracy, a 0.92 F1-Score, and a response time of
300 ms , outperforming traditional and existing AI —
based security systems. Built-in privacy protection
ensures compliance with GDPR and CCPA, making
it suitable for both IoT and enterprise networks.
In addition, smart client selection and secure
data combining reduce breach risks by up to 95%.
SwarmFL-XAI therefore offers a balanced and
practical approach to modern cybersecurity.
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1 Introduction

Cyber threats are growing in sophistication, and
privacy laws and regulations subsequently have
become increasingly more stringent, leading to
an increasing demand on security systems that
can be effectively deployed and used at scale.
Traditional centralized architectures fail because
of single points of failure and poor scalability,
whereas the privacy-preserving Federated Learning
(FL) suffers from imbalanced data and adversarial
attacks. Black-box AI models also undermine the
analyst confidence by limiting their application
to decision critical environments. This is where
Swarm-Enhanced  Federated Learning with
Explainable AI (SwarmFL-XAI) comes in, harnessing
the power of swarm intelligence solutions like ant
agent optimization strategies and FL to achieve
decentralized and adaptive attack detection and
leveraging XAI to ensure outputs are transparent.
Through nature inspired approaches such as
SHAP and LIME, the scalability, robustness, and
interpretability of SwarmFL-XAI is enhanced.
Experiments with UNSW-NB15 and CICIDS2017
demonstrate high accuracy, privacy preserving
capability, and good interpretability of decisions,
which make it a potential tool for defending IoT
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solutions and enterprise networks from the recent
cyber threats.

1.1 Research Motivation

The surge of advanced cyber threats and mandates
to protect privacy globally, from the likes of GDPR
and CCPA, have exposed serious defect in traditional
cybersecurity models. It has also scalability issues
and single points of failure when applied to instances
in distributed systems such as edge devices in
an Iol' ecosystem (Internet of Things) or hosts in
enterprise networks. Federated Learning (FL) has
been proposed to accommodate protection of privacy
due to its capability on decentralized model training,
but it is vulnerable to non-independent and identically
distributed (non-IID) data and adversarial attacks
for lacking robustness and reliability, respectively [1].
Moreover, the inherent lack of transparency in
Al-based models undermines confidence for
cybersecurity analysts and impedes decision forming
and deployment of such sensitive use cases. These
difficulties demonstrate the pressing need for a new
methodology that can reconcile between scalability,
privacy protection, robustness and interpretability.
The described Swarm-Enhanced Federated Learning
with Explainable AI (SwarmFL-XAI) schema is a
bio-inspired swarm intelligence-based framework,
that utilizes ant colony optimization in combination
with FL and XAI models like SHAP or LIME to
provide adaptive privacy-respecting and transparent
threat detection by improving security and trust for
critical infrastructures.

1.2 Contributions

This paper presents the SwarmFL-XAI framework, and
the main contributions can be summarized as follows:

e A new combination of swarm intelligence and
FL, an implementation that leverages ACO for
decentralized model aggregation and a GA-based
client selection method to address the non-IID
data problem.

e Integration of XAl methods (SHAP and LIME) for
feature attribution, decision visualization with the
purpose to make cybersecurity more transparent
and easy-to-trust.

e Privacy-preserving by employing differential
privacy for the conformance of GDPR and CCPA,
applicable to sensitive Iol and enterprise network.

e Extensive experimental analysis is conducted on
UNSW-NBI15, CICIDS2017 and synthetic datasets

in which we observe better performance (i.e.,
accuracy-0.95, F1-score-0.92 and latency 300 ms)
as compared to conventional IDS, standalone FL
as well as XAl-based systems.

e Prototype candidacy proven on Iol and enterprise
network simulations, ready to be deployed in
real-life scenarios to secure critical infrastructures.

Figure 1 shows how the proposed framework is
robust in detection of modern day cyber-threats and
provides accurate performance in the concerned area
of research.

2 Related Work

The intersection of Federated Learning (FL) ,Swarm
Intelligence, and XAI has been the focus for
cybersecurity research between 2017-2025 with light
in syslog analysis systems that can be scaled
out autonomously providing privacy-preserving
explanation of threats [2]. This section discusses
the state-of-the-art developments in these areas, their
limitations, and how SwarmFL-XAI bridges all these
research gaps to provide a single, strong, transparent
solution for modern cybersecurity challenges.

2.1 Federated Learning in Cybersecurity

Federated Learning (FL) is a promising paradigm
for privacy-preserving training of machine learning
models over decentralized networks such as IoTl
ecosystems and enterprise environments. Authors
present the concept of FL as a decentralized way
by which devices can work together to train models
without sharing raw data while being privacy
compliant (e.g., GDPR, CCPA). Studies showed that
FL was effective for intrusion detection with an
accuracy reporting increase of 10% over centralised
systems in controlled environment. However, FL
performs poorly on non-IID data that is common in
IoT, leading to a reduction of the model accuracy
for up to 15% in heterogeneous IoT environment [2].
Furthermore, adversarial attacks including model
poisoning jeopardize the reliability of FL with up to
20% success rate in unmitigated situations [3].

2.2 Swarm Intelligence for Decentralized Systems

Motivated by biological systems such as ant colonies
and genetic algorithms, swarm Intelligence (SI)
has been gaining popularity in the optimization of
decentralized systems. ACO has been suggested by
the researchers as a response to solving distributed
optimization problems, with up to 30 % reduction in
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Figure 1. SwarmFL-XAI framework overview.

computational overhead compared to conventional
algorithms for network routing problems [3]. In
cyber security, ACO has been applied to client
selection and model aggregation in distributed IDS

for enhancing scalability on large-scale networks.

Additionally, genetic algorithm methods have also
been found to show potential in solutions for dealing
with non-IID data problems through optimization of
client participation and achieving a 25% reduction

in convergence time compared to the FL approach.

Nevertheless, the applications of swarm intelligence
in cybersecurity typically do not integrate with
privacy-preserving methods and interpretability that

decreases their adoption for high-stakes scenarios [4].

2.3 Explainable AI for Threat

Detection

XAI methods (e.g.,, SHAP and LIME) revolutionise
cyber-security as they return model outputs that
can be interpreted, building the confidence of an
analyst. For instance, SHAP provides feature-level
attribution for network traffic analysis to allow analysts
to figure out what features are the most important
for predicting threats such as DDoS attacks with

Transparent
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90% explanation fidelity [4]. This is supported by
LIME, which produces localized explanations and
consistently decreases analyst validation time between
20-40% for real-time intrusion detection. However,
the computational overhead is often compromised
by XAl-based IDS - The processing overhead that
increases latency 15-20% more than non-interpretable
models [5]. Further, existing XAI methods are not
designed for distributed data or uncertain threats
and they offer insufficient utility when deployed in
complex privacy-aware settings.

2.4 Positioning SwarmFL-XAI

The SwarmFL-XAI system is the first of its kind to
unite swarm intelligence, FL, and XAI for solving the
triad of privacy, robustness, and interpretability in
cybersecurity. Through optimal utilization of ACO
in decentralized model aggregation, SwarmFL-XAI
minimizes the communication overhead by around
30% over standalone FL achieving better scalability
for IoT and enterprise networks. In proposed work a
GA-based client selection strategy is also employed to
cope with the non-IID data problem and has reached
test accuracy of 0.95 in this setup. With differential
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Table 1. Comparison of Cybersecurity approaches [5, 7, 8].

Approach Privacy Robustness Interpretability
Traditional IDS Low Low Moderate
Standalone FL High Moderate Low
XAl-based IDS Moderate = Moderate High
SwarmFL-XAI High High High

Table 2. Comparison of proposed versus traditional method.

Aspect FedAvg / Weighted Averaging ACO-Based Aggregation (Proposed)

Architecture Centralized server required; single Fully decentralized; no central aggregation point
point of failure

Aggregation Logic Simple arithmetic mean weighted by Pheromone-guided adaptive path selection based on model
data size quality and network conditions

Communication Pattern Star  topology; all  clients Mesh topology; clients discover optimal aggregation paths

communicate with server
Handling Heterogeneity
non-IID conditions
Fault Tolerance

Communication Overhead O(n) with number of clients

Assumes IID data; degrades under

Server failure halts entire process

dynamically

Naturally adapts to non-IID via pheromone trails that favor
high-quality updates
Graceful degradation;
aggregation

O(log n) through optimized path discovery

remaining clients continue

privacy [6] providing GDPR and CCPA compliant
protection, transparency into decision-making with
an XAI technique like SHAP or LIME to reduce
analyst validation time and build trust 6. Unlike
the previous introduced methods, SwarmFL-XAI
achieves high performance in all dimensions —in
privacy, robustness and interpretability— keeping
latency low. Demonstrated through our experiments
on standard benchmark datasets like UNSW-NB15 and
CICIDS2017, SwarmFL-XAI outperforms conventional
IDS, stand-alone FL and XAl-based systems paving
the way for efficient, adaptive in decentralized systems.
Table 1 summarizes the strengths and limitations of
various cybersecurity methods from aspects of privacy,
robustness, and interpretability:

This comparison clearly shows the strength of
SwarmFL — XAI Unlike other approaches, it performs
well across all three aspects at the same time, making
it a strong fit for protecting complex and distributed
systems such as IoI environments and large enterprise
networks.

2.4.1 Specific Algorithmic Innovation of ACO-Based
Aggregation:

The key innovation of our ACO-based aggregation
lies in its fundamental departure from traditional
federated averaging methods. Unlike Fed Avg, which
performs simple weighted averaging of model
parameters at a central server, our ACO approach
implements a truly decentralized, multi-path
aggregation mechanism with the following distinctive
characteristics:

2.4.2 Mathematical Distinction:
While Fed Avg computes global model w:

W= 3K, M)
k=1

Our ACO aggregation computes:

Wt+1 = Z(T;y .

p=P

) (2)

where 7, represents pheromone concentration along
aggregation path p (indicating historical reliability),
7p is heuristic information (current model quality),
and «, 5 control the exploration-exploitation trade-off.
This enables dynamic, context-aware aggregation that
evolves with network conditions—a capability absent
in static averaging methods. Table 2 summarizes the
key architectural and algorithmic differences between
FedAvg and our proposed ACO-based aggregation
approach. Our experimental results confirm that
this approach reduces communication overhead by
30% while improving robustness against adversarial
updates by 25% compared to Fed Avg.

3 Problem Statement

Contemporary cybersecurity frameworks have been
under pressure recently to cope with the dynamic
nature of cyber-threats and at the same time comply
with privacy laws and retain analyst trust. The
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centralized architecture of IDS is liable to single
point failure where a compromised central server
can collapse the whole network system resulting in
undetected threats or everything through complete
ruin. Moreover, these systems fail to handle the
scalability efficiently as in decentralized systems such
as Iol' cloud ecosystem and enterprise networks,
which possess huge volume and heterogeneity of data.
Federated Learning (FL) provides a decentralized
solution by allowing model training on distributed
devices without transferring the raw data that can
protect privacy [9, 10].

Nevertheless, FL suffers from both non-IID data,
which decreases model accuracy and adversarial
attacks like model poisoning that decrease trust.
Moreover, the lack of interpretability of Al-based
models, which is generally referred to as “black boxes”,
makes decision-making difficult for cybersecurity
analysts, leading to trust deficiency and lack of
acceptability in mission-critical scenarios. To cope
with such challenges, we propose SwarmFL-XALI: a
framework for providing robust, privacy-preserving
and interpretable threat detection system through
the incorporation of swarm-intelligence-based
adaptive and decentralized learning modelled after
biological systems like ant colonies, together with
differential privacy to respect regulations such as
GDPR and CCPA as well as Explainable AI (XAI)
techniques such as SHAP and LIME, to provide
transparent and trustworthy model outputs. This
unified approach seeks to overcome the limitations
of centralized systems, enhance resilience against
data and adversarial challenges, and foster analyst
confidence in Al-driven cybersecurity solutions.

4 SwarmFL-XAI Framework

As a solution to the challenges in conventional
centralized IDS and FL approaches, such as lack
of scalability, single points of failure (SPOF),
non-Independent Identically Distributed (IID) data
properties, adversarial attacks, and non-transparent
Al based decision-making processes between IDS/FL
agencies, we propose the SwarmFL-XAI framework.
The key is to cover both bio-inspired swarm
intelligence strategies (e.g., Ant Colony Optimization
or genetic algorithms) and the decentralised learning
of FL plus the interpretability tools provided by XAI
(like SHAP, LIME, etc.), providing;:

e Scalability and Robustness: SI  affords
decentralized model aggregation, adaptive
client sampling, pulling closer to the extreme of
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C/S server, as well as helps combat non-IID data
distributions or adversarial attacks.

e Privacy Maintenance: Inclusion of differential
privacy ensures it meets regulations such as GDPR
and CCPA, thus making it suitable in sensitive
settings.

e Interpretability: XAl tools and techniques
offers explicit, transparent explanations for the
predictions of models which enhances trust level
among cybersecurity analysts.

Subsections and Aspects of the System: The section is
separated into three subsections, each focusing on a
key element of the backbone.

4.1 Swarm-Enhanced Federated Learning

The Swarm-Enhanced Federated Learning component
is a cornerstone of the SwarmFL-XAI framework,
addressing the robustness and scalability challenges
outlined in the Problem Statement and Related
Work sections. It builds on prior research for
ACO, but innovates by combining these with
swarm intelligence to overcome FL's limitations in
cybersecurity applications. This subsection sets the
stage for subsequent components like Explainable
Al Integration and Data Fusion and Privacy, which
together ensure the framework’s privacy-preserving
and interpretable threat detection capabilities.

4.1.1 Adaptive Client Selection with genetic algorithm
Fitness Function Formulation
For each client ¢ in the set of available clients C' =

{c1,¢2,...,cn}, we compute a fitness score F; using
the following multi-objective function:

Fi=a-Qi+pB-Ri+~-S+d- H, (3)

where

e (); (Data Quality Score): Measures the
completeness and cleanliness of client data,
computed as:

Number of valid samples
Qi =
Total samples

o (4)
< (1 Noise ratio
Max. noise
e R; (Data Representativeness):  Quantifies

how well the client’s local data distribution
represents the global distribution, calculated
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using Earth Mover’s Distance (EMD) between
local distribution P; and estimated global
distribution P,:

~ EMD(P, P,)
max;jec EMD(P;, Py)

Ri=1 (5)

e S; (Spatial Diversity Score): Encourages selection
of clients from diverse network segments to
improve model generalization:

Unique network segments represented by client 4
Total network segments
(6)

e H; (Historical Reliability): Tracks client’s past
contribution to model convergence and absence
of adversarial behavior:

Si =

1
- 1+ e—k(pi—T)

i (7)
where p; is the client’s historical contribution
score, k is a steepness parameter, and 7T is the
reliability threshold.

Weight Parameters: The weights «, 3,7, ¢ satisty a +
B+ v+ ¢ = 1and are empirically tuned based on
network conditions. For standard IoT deployments,
weuse a = 0.3,8 = 0.4,7 = 0.2,0 = 0.1 prioritizing
representativeness to combat non-IID data.

Genetic Algorithm Operators

e Selection: Tournament selection with
tournament size 3, where clients with higher
fitness scores have higher probability of being
selected for the next generation.

e Crossover: Uniform crossover is applied to
combine client characteristics, generating
offspring clients with mixed attributes from two
parent clients. The crossover probability is set to
pe. = 0.8, p,p, = 0.1, and p; = 0.8.

e Mutation: Random mutation perturbs client
features with probability p,, = 0.1, maintaining
genetic diversity and preventing premature
convergence.

e Elitism: The top 10% of clients with highest fitness
scores are automatically preserved in the next
generation to ensure monotonic improvement.

This GA-based approach achieves a 25% reduction in
convergence time compared to random client selection
and improves model accuracy by approximately 7%

under non-IID conditions, as validated through our
experiments on the UNSW-NB15 dataset.

For the client selection context, we adapt traditional
genetic operators as follows:

e Selection: Tournament selection is preferred over
roulette wheel selection as it maintains selection
pressure even when fitness values become similar,
which is common as clients converge to similar
performance levels.

e Crossover: Rather than crossing over
model parameters directly (which would
be computationally prohibitive), we perform
crossover on client metadata—combining data
distribution characteristics, network location
attributes, and historical performance profiles
to generate synthetic client representations that
guide selection decisions.

e Mutation: Random mutation introduces
exploration by occasionally selecting clients with
lower fitness scores, preventing the algorithm
from permanently excluding clients that may have
temporarily poor data quality due to transient
network conditions.

This adaptation ensures the GA operates efficiently
within the federated learning constraints while
maintaining biological inspiration.

4.1.2 Swarm-Based Model Aggregation

By offering a decentralized data aggregation algorithm,
that base on the framework of ant colony optimization,
server dependency and scalability are improved. Ant
Colony Optimization (ACO) is used to control the
decentralized aggregation of model updates with low
reliance on a central server. This approach increases
the scalability by reducing the communication cost (by
about 30% when compared to centralized FL) and it
eradicates bottlenecks of centralized systems allowing
them to be deployed in large-scale decentralized
networks.

4.1.3 Threat-Adaptive Learning

Due to their source of inspiration from biological
organisms, this component is designed in such a
manner that it utilizes a feedback mechanism that
allows it to adapt and, in turn, evolve in response to
various threats that may exist in cyberspace, such as
zero-day attacks, as shown in Figure 2.
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Figure 2. Workflow of the proposed framework.

4.2 Explainable AI Integration

The Explainable AI Integration section caters to
an important requirement of current traditional
Al-dependent cybersecurity environments that face
limitations in terms of their capabilities. These
capabilities, often termed "black box" models, pose
issues of trustworthiness as it affects analysts working
with such systems. Another problem has been
that decisions often become complex due to such
capabilities. However, since SwarmFL-XAI brings
XAI mechanisms into its operations, there can be
a guarantee of accurate yet interpretable output
identification that clearly establishes the way attacks
can be detected. This has proven to be very important
given that analysts operate in distributed environments
that depend on such validation mechanisms of Al
decisions.

The subsection is composed of two main aspects
that contribute significantly to the improvement and
proficiency in the production of transparent and
trustworthy predictions by the feature attribution
and decision visualization aspects. These aspects are
backed by empirical evidence from the document,
namely reduced validation time for the analysts and
the overall fidelity of the explanation. These are
the main aspects that contribute to the success of
the feature attribution and decision visualization, as
explained in the next segment. The Key Components
break-down is presented below.

4.2.1 Feature Attribution

In this component, we are taking advantage of
SHAP and LIME, which assist in determining and
understanding the importance of various features
(for instance, in terms of different characteristics that
could exist in a given network, such as packet size,
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protocol type, or frequency of connection) that may
affect predictions of threats provided by the prediction
models.

SHAP (Shapley Additive Explanations):

e SHADPD, a game theory-based technique, estimates
the feature contribution for a predicted output
by computing the Shapley values [11]. Thus, it
creates a fair allocation among the features.

e With regard to SwarmFL-XAI, SHAP is utilized to
analyze network traffic, and as such, it is able to
help experts identify important factors that could
potentially result in threats, for example, DDoS.

e Significance: Global interpretability of SHAP
offers a thorough view of every prediction and
thus helps analysts comprehend the behavior of
SHAP as a whole by concentrating on essential
features of the model.

LIME  (Local
Explanations):

Interpretable = Model-agnostic

e LIME produces local interpretations by
"approximating a complex model’s behavior by
a simpler or more interpretable model near a
particular prediction”.

e For instance, adding LIME to SHAP explanation
models by utilizing Swarm FL-XAI can provide
instance-level explanations that help to identify
reasons for a suspicious network package to
be classified as malicious. According to the
document, a 40% reduction in analyst validation
time is achieved by LIME in real-time intrusion
detection systems.

e Significance: LIME’s local explanations play a
vital role in time-bound situations.

Importance:

e Transparency: Through the detection of salient
features, SHAP and LIME demystify the
decision-making process, effectively addressing
the issue that Al-based systems are a black box,
especially in the matter of the detection of threats.

e Practical Utility: It can be seen that feature
attribution allows threat analysts to be more
efficient in their threat response and mitigation.

e Trust Building: With high explanation fidelity
or levels (90 for SHAP), it is guaranteed that
explanations provided are reliable, thus creating
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trust for analysts in adopting this system in
infrastructures.

4.2.2 Decision Visualization

The focus of this component is to enable model
reasoning to be presented in an intuitive format
by utilizing visualization tools such as heat maps
or decision trees. It helps the cybersecurity
analyst understand a model’s decision-making process,
especially for complex threats such as a DDoS attack.

Heatmaps:

e Heat maps provide visual representation of
the relative importance of features or network
traffic patterns for the prediction. For example,
the heatmap could highlight the relevance of
increased packet frequency and unusual port
activities as indicators of DDoS attack. As shown
in Figure 3, these visualizations aid analysts
in better interpreting the results of models
at-a-glance, especially in real-time scenarios
where decisions are time-sensitive.

e These visualizations would aid analysts in better
interpreting the results of models at-a-glance,
especially when dealing with real-time scenarios
where decisions are time-sensitive.

Decision Trees:

o If we think of decision trees as decomposing the
model’s decision-making process into a sequence
of understandable steps, they reveal how certain
feature characteristics incrementally result in the
threat being classified.

e They offer a clear and organized hierarchy for the
logic of the model, which allows analysts to follow
simpler paths for understanding why a prediction
was made.

Importance:

e Analyst Access: Visual tools such as heatmaps and
decision trees can demystify complex Al outputs,
giving analysts who are not Al experts the ability
to understand them.

e Real-time Decision Support: By visualizing
information, provides cognitive offload for
analysts to quickly validate and make real time
decisions on threats detected.

e Improved Understandability: This is in addition
to feature attribution, which brings an intuitive

interface for interpreting model behaviour, further
enhancing trust and usability.

Feature Importance and DDoS Classification Scores
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Figure 3. Decision visualization for DDoS detection.

5 Data Fusion and Privacy

The Data Fusion and privacy module of the
SwarmFL-XAI framework aims to face two
fundamental ~ challenges in  contemporary
cybersecurity, including (1) fusing heterogeneous
data sources for comprehensive threat detection
and (2) preserving sensitive information to abide
by worldwide privacy laws such as General Data
Protection Regulation (GDPR) and California
Consumer Privacy Act (CCPA). This component
allows the framework to handle various data streams
in an efficient manner and with user’s privacy
protection, which is appropriate for high-stakes
environments such as Iol, using advanced techniques
on data fusion and differential privacy interpolation.

5.0.1 Unified Data Representation

Distributed systems such as IoI' ecosystems and
enterprise networks produce a large variety of data
types, where it ranges from network traffic logs
to device telemetry and user behaviour metrics.
These sources also tend to have different formats,
scale, semantics which make them difficult to use
for the purpose of accurate threat detection. The
SwarmFL-XAI methodology makes use of data
embeddings to form a consolidated view of the
heterogenous data for easy fusion and analysis in order
to detect threats at scale.

Methodology:

e Embedding Generation: Heterogeneous (logs,
telemetry data) data sources are projected into
a common high-dimensional embedding space
(e.g. Word2Vec for textual logs; autoencoders
for numerical telemetry). This approach
captures semantic relations and patterns among
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different data sources, allowing for holistic threat
identification.

e Feature Alignment: A multi-modal embedding
strategy is introduced to align features across
distinct sources (e.g., packet sizes, protocol types

and device states) in a collectively feature space.

This alignment aims to allow the model to
capture complex patterns of attack, for example
coordinated insider threats, which are distributed
over a large number of data types.

e Scalable:  With its lightweight embedding
models designed for distributed environment
consumption, computation can cost
approximately 25% less than that of those
applying traditional data preprocessing pipelines
by experiment on emulated IoT networks.

Importance:

e Holistic Threat Detection: The holistic
representation allows the model to detect
threats that are spread between various data

sources and get a better detection result (0.95 in
Table 3).

o Interoperability: With a focus on normalizing
varied data, the framework promotes
compatibility between disparate devices and
platforms, essential for Iol' at scale, as well
enterprise solutions.

e Efficiency: Minimized embeddings leads to
less pre-processing overhead, with which an
end-to-end round-trip latency of 300 milliseconds
is achieved enabling its use in real-time setups.

5.0.2 Privacy-Preserving Features

Privacy preservation is one of the driving factors
in the design of SwarmFL-XAI, which ensures to
abide by stricter laws such as GDPR or CCPA and
enables high detection performance. The framework
uses differential privacy to protect sensitive data in
federated learning, avoiding any data leakage or
exposure of individual client contributions.

Methodology:

o Integrating Differential Privacy: We use
differential privacy to protect the model updates
in federated learning. Local model gradients
are perturbed through a Gaussian mechanism
and then aggregated together. This guarantees
(€, 0)-differential privacy and e is adjusted for a
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trade-off between privacy and utility (e =
§ = 1075 optimized).

1.0,

e Optimized Privacy Budget Control: A dynamic
strategy which is motivated by adaptive clipping
methods, adjusts the noise level according to the
sensitivity of client data and convergence rate of
model. This strategy leads to an accuracy loss
of less than 2% when providing strong privacy
guarantees.

e Secure Aggregation: The ACO-guided
aggregation is strengthened with secure
multi-party computation (SMC), which protects
the raw data from revealing when referring to
model updates, further improving privacy.

e Verification: The scheme incorporates automatic
compliance auditing for GDPR and CCPA which
are privacy reports on noise, data access controls
or anonymization process.

Importance:

e Privacy Compliance:  Differential privacy
ensures SwarmFL-XAI can satisfy regulatory
requirements such as those in GDPR and CCPA,
making it applicable to the sensitive use cases like
healthcare IoT and financial enterprise networks.

e Data Security: Through secure aggregation and
noise injection, we mitigate trust threats (e.g.,
model inversion attacks or membership inference)
reduces potential data breaches by approximately
95%, comparing with non-private learning.

e Trust and Adoption: Privacy-preserving
primitives help in developing trust between the
different stakeholders such that sensitive data
can be kept safe and still allow to detect threats
collaboratively across the distributed clients.

6 Experimental Design

The experiment design within the SwarmFL-XAI
follows a rigorous approach that assesses the enhanced
performance of the proposed approach in addressing
the most critical cybersecurity challenges, including
robustness against non-IID conditions and adversarial
attacks, privacy preservation within the system, and
the scaling factor for distributed scenarios, including
IoI and enterprise organizations.  Additionally,
the experiment design prioritizes the evaluation
of the proposed approach over other conventional
or Iol' architectures, including intrusion detection
systems, as well as other approaches focusing on
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Federated Learning and XAI. Critical components
have been extracted from the proposed approach
by considering the employed Swarm Intelligence
technology, including the integration with XAI tools
and the incorporation of Ant Colony Optimization.
The following are the critical and effective elements of
the proposed approach with an explanation:

6.1 Datasets

Primary Datasets: The model is tested with established
benchmark datasets, which are commonly used in
intrusion detection scenarios [12, 13].

e UNSW-NBI15: This is a comprehensive network
intrusion dataset containing a total of 2,540,044
records with 49 features. It simulates realistic
network traffic with nine types of attacks (e.g.,
DoS, exploits, reconnaissance). Commonly used
partitions include 175,341 records for training and
82,332 records for testing.

e CICIDS2017: This dataset contains approximately
2.8 million labeled network flows with over
80 features extracted using CICFlowMeter. It
includes modern attack scenarios such as DDoS,
brute force, botnet, and infiltration, making it
suitable for evaluating real-time threat detection
capabilities.

Synthetic Datasets: This kind of dataset is created to
pose threats that are not fully captured in benchmarks;
for example, to pose threats of zero-day attacks that are
yet to surface. They represent non-IID and adversarial
cases like model poisoning [14].

Datasets enable diverse and realistic testing and
address FL's Non IID concerns and performance
validation of privacy-preserving fusion of different
kinds of data that are typically involved in FL

(e.g., coming from the IoT and enterprise domains).
This also leads to reported performance metrics of
achieving an accuracy of 0.95 and an F1 score of 0.92
that are superior.

6.2 Simulation Environment

Setup: A virtual environment that emulates:

e Iol Ecosystems: Provides a simulation of devices
on the edge of the IoI system, such as sensors
or devices with different data sets to test
the scalability of the ACO for decentralized
aggregation.

e Enterprise Networks: Designs networks of several
clients, including adversarial clients like poisoned
updates.

e Tools and Configuration: It utilizes virtualization
platforms like Docker and VMware. It includes
algorithms inspired by the concept of swarm
algorithms, used for selecting and aggregating
clients. It utilizes differential privacy in order to
meet GDPR/CCPA requirements.

Importance: This configuration eliminates the risks
associated with real-world deployments and examines
the practicality of the environment with low latency of
300 ms and reductions of communication overhead of
up to 30% when compared to traditional FL.

6.3 Evaluation Metrics

These metrics are designed to quantify the framework’s
performance in terms of detection accuracy, robustness
against non-1ID data and adversarial attacks, real-time
responsiveness, and interpretability of Al-driven
decisions [15]. By focusing on accuracy, Fl-score,
latency, and explanation fidelity, the evaluation
ensures that SwarmFL-XAI meets the critical

Table 3. Performance Metrics.

Metric Description Importance in SwarmFL-XAI

Accuracy Proportion of correct Measures overall detection effectiveness; achieves 0.95,
predictions  (threat  vs. improving on traditional IDS (0.85) by handling non-IID
normal). data via genetic algorithm-based client selection.

F1-Score Harmonic mean of precision Critical for imbalanced datasets; reaches 0.92, enhancing

and recall, balancing false robustness against adversarial attacks.
positives/negatives.

Latency Time from data input to threat Ensures real-time applicability; reduced to 300 ms through
detection (in ms). decentralized aggregation, 40% faster than baselines (e.g.,

500 ms for traditional IDS).
Explanation Fidelity Degree to which model Achieves 90% fidelity using SHAP for feature attribution,

explanations match actual
model behavior.

ensuring transparent and reliable interpretations that foster
analyst trust.
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requirements of scalability, privacy preservation,
and transparency outlined in the problem statement.
These metrics enable direct comparison with baseline
approaches—traditional intrusion detection systems
(IDS), standalone Federated Learning (FL), and
XAl-based IDS—demonstrating SwarmFL-XAI's
advancements in distributed environments like IoT
ecosystems and enterprise networks. The details
of these metrics and their significance in validating

the framework’s contributions can be followed from
Table 3.

7 Results and Discussions

The section evaluates the empirical findings from
the experimental validation of the SwarmFL-XAI
framework, demonstrating its effectiveness in
addressing key cybersecurity challenges: robustness
against non-IID data and adversarial attacks, privacy
preservation, scalability in distributed environments
(e.g., Iol and enterprise networks), and interpretability
of Al-driven threat detection. It builds on the
experimental design in Section 5, using benchmark
datasets (UNSW-NB15 and CICIDS2017), synthetic
datasets, a simulated environment, and metrics
like accuracy, Fl-score, latency, and explanation
fidelity. The section compares the performance of the
proposed model, SwarmFL-XAI, over the existing
models, which include traditional Intrusion Detection
Systems along with the combination of FL, XAlI,
and IDS. This demonstrates the superiority of the
proposed model through the incorporation of Swarm
Intelligence techniques, FL, and XAL

Accuracy Comparison Across Different Approaches
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Figure 4. Accuracy Comparison Across Different
Approaches.

Figure 4 presents a comparative analysis chart of the
level of accuracy observed by four different intrusion
detection systems. They are SwarmFL-xAl, Traditional
IDS, Standalone FL, and xAl-based IDS. The y-axis
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represents the level of accuracy and ranges from 0.70
to 1.00. It is one of the essential parameters to evaluate
and assess the performance of the model. From
this chart above, it proves that the significance of
SwarmFL-xAl is revealed through its higher accuracy
of 0.95 compared to other models like xAl-based IDS,
Traditional IDS, and Standalone FL that are only able
to offer and witness an accuracy of 0.90, 0.85, and 0.80
respectively.

0 SwarmFL-XAI Improvement Metrics
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Figure 5. SwarmFL-XAI Improvement Metrics.

Figure 5 is a diagram that depicts the improvement
that can be attained through the SwarmFL-xAl
solution on two major factors: Communication
Overhead Reduction and Data Breach Risk Reduction.
The vertical axis displays improvement factors as
percentage values, defined within the range between
0% and 100%. In the diagram, 30% improvement is
shown for SWFL-xAI on the communication overhead,
depicting its efficiency, while 100% improvement is
recorded on data breach risk, signifying that the risk is
fully mitigated, thereby underscoring SwarmFL-XAI's
competence in enhancing its efficiency.
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Figure 6. Latency Comparison Across Different
Approaches.

Figure 6 indicates the performance in terms of latency



ICJK

ICCK Transactions on Cybersecurity

offered by different intrusion detection systems like
Swarm FL-XAI, Traditional IDS, Standalone FL, and
XAl-based IDS. On the y-axis, the value is indicated
on the scale with the level ranging from Oms to 600ms.
From the graph, the highest level of latency among
all the algorithms is offered by the Traditional IDS at
500ms, followed by the level offered by the Standalone
FL, 450ms, whereas the level offered by the XAl-based
IDS is 350 ms. On the other hand, the lowest level is
offered by the Swarm FL-XAI, 300ms.

Approach Comparison: Privacy, Robustness, and Interpretability
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Figure 7. Approach Comparison: Privacy, Robustness, and
Interpretability.

Figure 7 presents the performance of four intrusion
detection systems (IDS), namely “SwarmFL-XAL”
“Traditional IDS,” “Standalone FL,” and “XAl-based
IDS,” in the context of “privacy” with varying levels
of “Low=1," “Moderate=2,” and “High=3" and
“robustness” from “Low” to “High.” From the context
of the figure, the strongest performance of all the
discussed systems can be noted as “SwarmFL-XAI”
in the context of “high” levels of “privacy” and
“robustness,” then “Standalone FL” in the context of
“Moderate” “privacy” and “robustness.”

As presented in Figure 8, the latency period for the
SwarmFL-XAI and the Traditional IDS is shown. From
the graph, the SwarmFL-XAI shows efficient latency
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Figure 8. Latency Comparison.

at around 300 ms compared to the 500 ms for the
Traditional IDS, which is shown through a line in red
color. It is through such a context that the efficiency of
the SwarmFL-XAl is understood based on how well the
task is processed, making it more viable for different
applications due to efficiency.

Accuracy and F1-Score Comparison
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Figure 9. Accuracy and F1-Score Comparison.

Figure 9 shows a graph representing the performance
metrics of two intrusion detection systems, Swarm
FL-XAI and Traditional IDS, in terms of accuracy as
well as F1 score measures. Here, Swarm FL-XAI
has a high score compared to Traditional IDS, which
accordingly implies that the former has a high accuracy

Table 4. Comparative Results.

Framework Accuracy F1-Score L?:EE)C y Interpretability
Traditional IDS 0.85 0.82 500 Moderate
Standalone FL 0.88 0.85 400 Low
XAl-based IDS 0.90 0.87 450 High
SwarmFL-XAI 0.95 0.92 300 High
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as compared to the latter; thus, Swarm FL-XAI is
superior in its performance, as compared to Traditional
IDS, in intruding when needed.

Table 4 presents a comprehensive comparison
of SwarmFL-XAI  against three baseline
approaches—Traditional IDS, Standalone FL, and
XAl-based IDS—across four key metrics: accuracy,
F1-score, latency, and interpretability.

e Accuracy: SwarmFL-XAI attains 0.95, while
outperforms traditional IDS (0.85), standalone
FL (0.88) and XAl-based IDS (0.90) because
of its swarm intelligence and adaptive learning
features.

e F1-Score: The SwarmFL-XAI attains Fl-score
of 0.92, which is a strong indication for the
imbalanced datasets compared to conventional
IDS (0.82), Standalone FL (0.85) and XAl-based
IDS (0.87).

e Latency (ms): SwarmFL-XAI’s 300 ms latency
is 40% lower than the traditional IDS use case
(500 ms), that of standalone FL (400 ms) and
an XAl-based IDS model (450 ms), due to
decentralized aggregation.

o Interpretability: =~ Both SwarmFL-XAI and
XAl-based IDS systems are "High" in
explainability by employing SHAP and LIME,
whereas traditional IDS is "Moderate" and
standalone FL has "Low" interpretability due to
its model capacity.

7.1 Implications and Interpretation

The empirical results presented through the graphical
results carry significant implications for cybersecurity
practice, policy, and future research directions. This
subsection interprets these findings in the broader
context of the privacy-robustness-transparency triad
and discusses their practical ramifications.

Synergistic Integration Yields Compound Benefits: The
results demonstrate that the integration of swarm
intelligence, federated learning, and XAI produces
benefits that exceed the sum of their individual
contributions. While Standalone FL achieves
privacy and XAl-based IDS achieves interpretability;,
only SwarmFL-XAI simultaneously achieves high
performance across all three dimensions (Figure 7).
This synergy arises because ACO-based aggregation
not only improves scalability but also enhances
robustness by discovering reliable aggregation paths;
GA-based client selection not only addresses non-I1ID
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data but also improves accuracy; and XAl integration
not only provides transparency but also reduces
analyst validation time by 40%, creating a positive
feedback loop where interpretability enables faster
response to evolving threats.

Operational Viability in Real-World Deployments: The
sub-300 ms latency (Figures 6 and 8) positions
SwarmFL-XALI as viable for real-time threat detection
scenarios, including high-frequency trading networks,
critical infrastructure monitoring, and autonomous
vehicle security systems where decision latency
directly impacts safety. The 95% reduction in data
breach risk (Figure 5) addresses the primary barrier to
Al adoption in regulated industries such as healthcare
and finance, where privacy compliance (GDPR/CCPA)
is non-negotiable. Together, these results suggest that
SwarmFL-XAI is not merely an academic exercise
but a practically deployable solution for production
environments.

Trust as a Measurable System Property: The 90%
explanation fidelity achieved through SHAP
integration and the 40% reduction in analyst
validation time demonstrate that interpretability
can be quantified and optimized as a system metric
rather than treated as a qualitative afterthought. This
has profound implications for security operations
centers (SOCs), where analyst time is the most
constrained resource. By reducing the cognitive
burden of validating AI decisions, SwarmFL-XAI
enables security teams to focus on strategic threat
hunting rather than tactical alert triage.

Implications for Zero-Day Attack Detection: While not
explicitly tested against zero-day attacks in this
study, the framework’s architecture suggests inherent
advantages for novel threat detection. The GA-based
client selection maintains diversity in training data,
preventing overfitting to known attack patterns. The
ACO aggregation mechanism’s adaptive nature allows
the model to evolve as new threat patterns emerge
across the network. Future work will specifically
evaluate these zero-day detection capabilities.

Regulatory Compliance by Design: The differential
privacy mechanisms integrated into SwarmFL-XAI
achieve regulatory compliance without sacrificing
accuracy (less than 2% accuracy loss). This “privacy by
design” approach positions the framework favorably
for GDPR Article 25 requirements and similar
regulatory frameworks worldwide. Organizations
adopting SwarmFL-XAI can potentially demonstrate
proactive compliance, reducing legal exposure and
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building customer trust.

Limitations and Boundary Conditions: The experimental
validation, while comprehensive, was conducted in
simulated environments. Real-world deployments
may encounter additional challenges including
heterogeneous hardware capabilities, intermittent
network connectivity, and sophisticated adversarial
attacks not captured in our test scenarios. The
30% communication overhead reduction (Figure 5)
was measured under stable network conditions;
performance under highly variable connectivity
requires further investigation. Additionally, the
framework assumes a minimum level of client
participation; extreme client churn scenarios may
impact convergence guarantees.

8 Future Directions

The SwarmFL-XAI framework lays a solid ground
for privacy-preserving, interpretable cybersecurity in
distributed settings. Though, several interesting lines
of research remain to be explored that might increase
the expressiveness and applicability in a larger number
of fields.

8.1 Advanced Swarm Intelligence and Bio-Inspired
Optimization
Recently, researchers have explored various directions
to advance swarm intelligence in the context of
federated learning and network security.  First,
multi-objective particle swarm optimization (PSO) has
been proposed to jointly optimize model accuracy,
privacy loss, and computational overhead across
heterogeneous client-side setups, achieving a balanced
trade-off among these conflicting objectives [16].
Second, to address dynamic threat landscapes,
hybrid swarm algorithms combining bee colony
optimization with genetic algorithms have been
introduced, enabling adaptive responses to evolving
attack patterns [17].  Third, with the advent
of quantum computing, quantum-inspired swarm
intelligence has been leveraged to solve complex
optimization problems in large-scale networks by
exploiting the advantages of quantum parallelism [18].
Fourth, in the domain of zero-day attack detection,
self-organizing maps (SOM) have been integrated
with swarm intelligence to enable unsupervised
anomaly detection in previously unseen attack
scenarios [19]. Finally, to further enhance system
robustness, adaptive swarm parameters have been
developed, which dynamically adjust according to
network conditions and threat severity levels, thereby

maintaining efficiency and stability across diverse
operational environments.

8.2 Enhanced XAI Techniques and Cross-Domain
Applications

Recent advancements have expanded the role of
explainability in swarm-intelligence-driven security
systems. Counterfactual explanations are increasingly
employed to help analysts explore "what-if" scenarios,
thereby supporting the development of effective threat
mitigation strategies. Complementing this, causal
inference models are used to identify the root causes
of security breaches, moving beyond mere correlative
pattern detection. To facilitate human-in-the-loop
operations, interactive visualization dashboards have
been developed, featuring real-time threat evolution
mapping and the integration of analyst feedback.
Furthermore, multi-modal explanation fusion has
been proposed, which combines textual, visual, and
auditory explanations to accommodate diverse analyst
preferences and operational contexts [20].

In terms of application domains, healthcare
IoT' security remains a critical area, requiring
privacy-compliant protection of patient data alongside
robust medical device intrusion detection. Similarly,
in the industrial IoT (IloT) sector, particularly for
manufacturing cybersecurity, real-time detection of
threats targeting operational technology (OT) is of
paramount importance.

8.3 Advanced Privacy Mechanisms and Regulatory
Compliance

Future research directions include several key areas for
enhancing privacy, security, and ethical compliance in
swarm-intelligence-driven federated learning systems.
First, integration with homomorphic encryption
would enable direct processing on encrypted data
without decryption, thereby eliminating a major
privacy vulnerability. Second, improvements to secure
multi-party computation (SMPC) are needed to
achieve more efficient privacy-preserving aggregation,
reducing computational and communication
overhead. Third, adaptive privacy budgets that
dynamically vary according to threat severity
levels and network conditions can optimize the
trade-off between privacy protection and model
utility.  Fourth, automation mechanisms should
be developed to ensure compliance with emerging
privacy regulations globally, extending beyond current
frameworks such as GDPR and CCPA. Furthermore,
inclusive design directions grounded in ethical
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Al principles—including fairness, accountability,
and transparency—must be integrated into threat
detection pipelines. Finally, bias detection and
mitigation strategies specifically tailored for federated
learning models operating across diverse client
populations remain a critical research priority.

8.4 Real-World Deployment and Performance

Optimization
Future research and development
directions encompass several practical and
operational ~ considerations  for  deploying

swarm-intelligence-enhanced federated learning
in real-world environments. First, multi-organization
and multi-geographic testbed deployment is essential
to validate system performance under diverse network
conditions, regulatory frameworks, and threat
landscapes. Second, edge computation offloading
mechanisms must be designed to accommodate IoT
devices with limited computational power, enabling
lightweight participation in federated learning tasks.
Third, network bandwidth adaptation strategies are
required to support varying connectivity conditions,
particularly in mobile and satellite networks where
intermittent and high-latency links are common.
Fourth, the development of interoperability standards
is critical to ensure seamless integration with existing
security infrastructure and enterprise systems.
Fifth, cost-benefit analysis frameworks should be
established to support organizational adoption
decision-making, quantifying trade-offs between
security gains, privacy protection, computational
overhead, and operational costs. Sixth, dynamic
client selection optimization using reinforcement
learning can enable optimal participation strategies
by adaptively selecting clients based on historical
performance, data quality, and network availability.
Seventh, energy-efficient federated learning protocols
are necessary for battery-operated IoI' devices to
prolong operational lifetime while maintaining model
accuracy.

Finally, asynchronous aggregation mechanisms must
be developed to handle clients with heterogeneous
availability = and  computational capabilities,
allowing flexible participation without requiring
synchronization barriers.

8.5 Adversarial Robustness and

Technology Integration

Emerging

Robustness and security enhancements remain
critical ~ research  priorities for  deploying
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swarm-intelligence-driven federated learning in
adversarial environments. First, Byzantine fault
tolerance mechanisms are necessary to maintain
system integrity in scenarios involving multiple
compromised clients, ensuring that malicious or faulty
updates do not corrupt the global model. Second,
advanced model poisoning detection methods should
be developed, leveraging both statistical techniques
and machine learning-based anomaly detection to
identify and exclude poisoned client updates before
aggregation. Third, adversarial training integration
within the federated learning process can improve
model robustness by exposing the system to simulated
attacks during training, thereby hardening defenses
against real-world adversaries. Fourth, agile defense
mechanisms are required that evolve in concert with
changing, scenario-based attack strategies, enabling
adaptive protection against dynamic threat landscapes
rather than static countermeasures. Fifth, integration
with 5G and next-generation 6G networks offers the
potential for ultra-low latency threat detection in
mobile environments, supporting real-time security
operations at network edge. Finally, blockchain-based
trust mechanisms provide verifiable and tamper-proof
model aggregation, establishing an immutable audit
trail of client contributions and aggregation operations
to enhance accountability and transparency [21].

These future directions place SwarmFL-XAI as
a fundamental technology for next-generation
cybersecurity, dealing with the emerging problems in
distributed environments while meeting the critical
needs of security, privacy and interpretability.

9 Conclusion

The SwarmFL-XAI framework represents a
paradigm shift in cybersecurity architecture by
successfully unifying three traditionally conflicting
requirements: privacy preservation, operational
robustness, and decision transparency. Through the
synergistic integration of ant colony optimization
for decentralized model aggregation, genetic
algorithms for adaptive client selection, and
explainable AI techniques (SHAP and LIME) for
interpretable outputs, our framework demonstrates
that privacy-compliant threat detection need not
compromise on accuracy or explainability. The
strategic implications extend beyond technical
performance—by reducing communication overhead
by 30% and data breach risks by up to 95% while
maintaining GDPR/CCPA compliance, SwarmFL-XAI
enables practical deployment in sensitive domains
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including healthcare Iol' and financial enterprise
networks. Furthermore, the framework’s ability to
provide analysts with faithful explanations (90%
fidelity) and reduce validation time by 40% addresses
the critical trust gap that has historically limited Al
adoption in security operations centers. As cyber
threats evolve toward greater sophistication and
distribution, the privacy-robustness-transparency
triad embodied by SwarmFL-XAI establishes a
foundational template for next-generation security
systems—one where collaborative intelligence,
biological inspiration, and algorithmic transparency
converge to protect critical infrastructures while
empowering human analysts. Future work will extend
this framework to quantum-enhanced optimization
and cross-domain zero-day attack detection.
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