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Abstract
The growing demand for secondary use of
electronic health records (EHRs) in clinical
research has amplified the importance of effective
de-identification of protected health information
(PHI) to comply with privacy regulations such as
HIPAA. Manual annotation remains error-prone,
time-consuming, and inconsistent across healthcare
institutions, while existing automated systems often
face trade-offs between accuracy, interpretability,
and computational cost. This study proposes a novel
hybrid de-identification framework that integrates
neural, statistical, and rule-based approaches to
achieve high recall, operational efficiency, and
deployment feasibility in real-world healthcare
settings.
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1 Introduction
The secondary use of electronic health records
(EHRs) has become indispensable for advancing
clinical research, medical AI, and health policy
modeling. However, these transformative benefits
remain contingent upon rigorous de-identification
of personally identifiable information from clinical
narratives, as mandated by privacy regulations like
HIPAA [1]. Current solutions face a critical trilemma:
manual annotation is prohibitively labor-intensive,
rule-based systems lack contextual sensitivity,
while neural approaches demand computational
resources beyond typical hospital capabilities.
More concerningly, monolithic transformer models
exhibit unpredictable behaviors—omitting critical
identifiers or hallucinating synthetic PHI—creating
unacceptable compliance risks in safety-critical
healthcare environments [2].

Recent advances in parameter-efficient fine-tuning
(PEFT) have partially addressed computational
constraints, yet they fundamentally fail to resolve
the core challenge of sparse PHI patterns in lengthy
clinical narratives [3]. The breakthrough insight
of this study recognizes that no single paradigm
suffices: statistical models excel at local context
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Figure 1. Architecture of the hybrid system.

but struggle with rare patterns, transformers
capture semantics yet lack transparency, while
rules provide safety nets for structured identifiers
but fail against linguistic variation. This study
pioneers a strategically orchestrated fusion of these
complementary approaches, not merely as parallel
components but as deeply interconnected modules
that dynamically compensate for each other’s
limitations.

Specifically, this study introduces three transformative
innovations: (1) a retrieval-augmented T5
model that reduces hallucination risks by
32% through context-aware prompting, (2)
an SVM-based conflict resolution engine that
provides human-interpretable decision traces—a
non-negotiable requirement for clinical audits, and
(3) hardware-conscious optimization via LoRA that
achieves near-state-of-the-art performance within
stringent 8GB GPU constraints. Unlike prior hybrid
attempts, the proposed architecture transforms the
“weakness diversity” of individual modules into a
collective strength, achieving an unprecedented 98.2%
recall without sacrificing operational feasibility [4].

2 Related Work
PHI de-identification methodologies have
evolved through three distinct eras: rule-based
systems (2000-2010), statistical sequence models
(2010-2018), and the current transformer-dominated
landscape [5, 34]. Early systems like MIST relied on
brittle regular expressions, achieving high precision
but catastrophically failing when encountering novel
documentation styles across healthcare networks [6].
The statistical renaissance introduced by CRFs and
BiLSTM-CRFs brought contextual awareness to entity
recognition, yet remained shackled to manual feature

engineering and institution-specific training data—a
critical limitation under HIPAA’s data minimization
principles.In compute-constrained settings, DiMartino
et al. [7] demonstrates that lightweight tree-based
learners can still deliver stable and interpretable
performance; The HIPAA-oriented design in this
study adopts the same efficiency–accuracy ethos—via
PEFT/LoRA and a modular stack—to remain ≤8
GB deployable while preserving auditable decision
traces [7, 33]. Recent efforts to bridge these gaps have
yielded partial solutions. Federated NER systems
enhance privacy but degrade performance on complex
PHI patterns. Adapter-tuned transformers reduce
memory footprint yet remain vulnerable to rare
entity omissions. Concurrently, dual-stream and
heterogeneous-graph advances in SAR-ATR [8]
motivate treating rule-based, neural, and retrieval
components as complementary streams whose
disagreements are exploited by supervised fusion
to raise recall without sacrificing precision [8, 25].
Crucially, no existing framework successfully unites
four essential dimensions: computational efficiency
(sub-8 GB operation), regulatory-grade recall (>97%),
clinical interpretability (traceable predictions), and
real-world deployability (EHR integration readiness).

This study transcends this impasse through a unique
“strength-synergizing” philosophy: rather than
forcing a single model to master all PHI categories, it
architecturally embraces specialization. It leverages
BiLSTM-CRF for name and location detection, rule
engines for structured identifiers, and RAG-enhanced
T5 for ambiguous contexts—integrated through
a supervised SVM fusion layer that intelligently
arbitrates disagreements. This multi-paradigm
integration fundamentally differs from conventional
ensembles by preserving each module’s native
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Figure 2. Proposed RAG anonymization pipeline.

advantages while eliminating their weaknesses
through cross-component validation. The resulting
system does not merely achieve incremental metric
improvements; it redefines the operational art of
clinical de-identification.

This carefully engineered balance positions the
framework not as a mere incremental improvement,
but as the first clinically deployable solution that
simultaneously meets privacy officers’ compliance
requirements, researchers’ utility expectations,
and IT teams’ operational constraints—a tripartite
achievement previously unseen in medical NLP
literature.

3 Methodology
To achieve high-recall, efficient, and interpretable PHI
de-identification in real-world EHR environments,
this study designs a modular hybrid framework that
integrates neural sequence labeling, prompt-driven
language modeling, deterministic pattern matching,
and supervised prediction fusion [8]. Each module
is optimized for a specific class of PHI types and data
distribution characteristics. The final architecture is
designed to operate efficiently under typical hospital
hardware constraints (≤8 GB GPU), with full support
for auditability and rule updates [9].

3.1 System Overview
SVM-Based Prediction Fusion Module: An overview
of the framework is depicted in Figure 1, illustrating
data flow from raw clinical notes to final PHI-masked
output [10].

3.2 Data Annotation and Governance
The training corpus was derived from the Lifespan
HealthNetwork and includes 20,000 clinical notes from
inpatient and outpatient departments. These notes

were annotated according to the IOB2 scheme with
five major PHI categories: NAME, DATE, LOCATION,
CONTACT, and ID. Consistent with the human–AI
co-creation paradigm, collaboration is operationalized
as a clinically auditable workflow: retrieval augments
T5 for context grounding, and an SVM arbitration layer
yields transparent, reviewer-ready decision paths [11].

Annotation was carried out by a combination of
certified clinical coders and trained data annotators,
followed by cross-validation and adjudication by a
senior medical reviewer. All labeling adhered to
HIPAA and IRB-approved data governance protocols,
with annotations managed in Doccano and exported
as CoNLL-style token sequences. Governance
decisions were informed by insights from teamwork
incentive design under unfairness aversion: conflict
logs and reviewer arbitration serve as measurable
levers to maintain annotator consistency and ensure
high-quality throughput [12].

3.3 Prompt-Tuned T5 with Retrieval-Augmented
Generation and Privacy Safeguards

To address the dual challenges of sparse Protected
Health Information (PHI) indicators in unstructured
clinical narratives and potential privacy leakage
risks, the T5-small architecture employs a carefully
designed two-stage security protocol alongside
parameter-efficient fine-tuning using Low-Rank
Adaptation (LoRA). The system dynamically
retrieves semantically relevant exemplars from
an in-domain corpus using BM25 scoring when
processing ambiguous clinical contexts—such as
fragmented physician shorthand or idiosyncratic
abbreviations [13].

Retrieval-Augmented Generation (RAG) Pipeline:
Upon processing a clinical note, the system retrieves a
set of semantically relevant exemplars from an index
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Figure 3. Proposed SVM fusion mechanism.

using BM25-based similarity scoring. Crucially, every
candidate exemplar undergoes rigorous pre-screening
through two key stages:Rule-Based PHI Scrubbing:
Retrieved notes first pass through a deterministic rule
engine (Section 3.5), which replaces all detected PHI
spans with category tags (e.g., “Dr. [NAME] reviewed
[ID] at [LOCATION]”). This ensures that potentially
sensitive data is sanitized before further processing.
Anomaly Detection Gate: A lightweight BERT-based
anomaly detection model—trained on 50,000 synthetic
adversarial examples—assesses residual privacy risks.
Any exemplar that exceeds a 5% predicted PHI
probability is rejected. This dual-filter mechanism
minimizes the risk of RAG-induced privacy leakage
by 89% while ensuring contextual relevance is
preserved [14].

Inference Efficiency: For inference, the T5-small model
is prompted using templates such as “Highlight all
protected health identifiers in the following note:
{NOTE}”The RAG pipeline is similarly employed,
where annotated exemplars are retrieved from the
in-domain corpus using BM25 scoring (Figure 2). This
ensures that even unstructured notes with sparse PHI
indicators are effectively processed [15], with low
overhead (4.2 GB GPU memory, 230 ms end-to-end
latency per note).

3.4 Prediction Fusion via Support Vector Machine
The final prediction for each token is derived by
combining the outputs of all three upstream modules.
Each token is represented by a feature vector:

vi = [yBiLSTM
i , yT5

i , yRule
i ] ∈ {0, 1}3 (1)

An SVM classifier with a radial basis function (RBF)
kernel is trained to map vi to the final binary label:

ŷi = SVM(vi), where SVM ∈ H : R3 → {0, 1} (2)

This allows the fusion module to learn disagreement
patterns across weak learners, boosting recall and
suppressing isolated false positives, as illustrated in
Figure 3. Training was performed using Scikit-learn
v1.3, with class imbalance handled via penalized
loss [16]. Echoing the shock-and-resilience perspective
on systemic dynamics, the two-gate RAG sanitization
proactively buffers privacy-leak shocks, enhancing
robustness under distributional shifts.

3.5 Post-processing and Output Generation
To finalize the de-identified text, all predicted PHI
spans are masked using a standardized tag scheme
(e.g., [NAME], [DATE], etc.). Adjacent tokens with
the same entity type are merged. The system produces
both a clean version and an audit log (in JSON) for
manual review [17, 28].

4 Experiments
4.1 Dataset Description
The primary evaluation corpus comprises 20,000
de-identified clinical notes curated from the
Lifespan Health Network, representing diverse
documentation patterns across inpatient/outpatient
settings, including: Physician progress notes (42%)
Discharge summaries (28%) Radiology reports (19%)
Medication reconciliation documents (11%). To
rigorously assess cross-institutional generalization—a
critical requirement for real-world deployment—the
validation was extended to 1,200 ICU notes from
the publicly available MIMIC-III v1.4 corpus. This
supplementary dataset introduces challenging
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Table 1. Comparison of model performance.

Model Recall (%) Precision (%) F1-score (%) GPU (GB)

Rule-based 77.2(±1.4) 94.0(±0.9) 84.6(±1.0) 8
BiLSTM-CRF 91.5(±0.8) 89.3(±1.2) 90.4(±0.9) 8
T5-PEFT 95.0(±0.6) 90.1(±0.8) 92.4(±0.7) 12
ClinicalBERT[1] 92.1(±0.7) 91.8(±0.9) 91.9(±0.8) 16
Hybrid(Ours) 98.2(±0.3) 91.5(±0.6) 94.7(±0.5) 8

documentation styles, including ventilator logs,
sedation charts, and trauma team narratives,
representing substantially different linguistic
distributions compared to the primary data [18, 26].
All notes were annotated using identical IOB2 tagging
protocols for five PHI categories: NAME, DATE,
LOCATION, CONTACT, and ID [18]. The combined
dataset was partitioned into 80% training, 10%
validation, and 10% testing, with strict stratification
across departments and note types to prevent
data leakage. Crucially, MIMIC-III notes were
exclusively allocated to the test partition, ensuring
zero training exposure for genuine generalization
assessment [19, 26].

4.2 Evaluation Metrics
Prioritizing HIPAA compliance mandates, this study
emphasizes recall as the primary metric given the
severe consequences of residual PHI [20], and
comprehensive evaluation includes:

Recall = TP

TP + FN
(Undetected PHI risk) (3)

Precision =
TP

TP + FP
(Over-redaction burden)

(4)

F1 -score = 2× Precision× Recall
Precision+ Recall

(5)

GPU Memory = Peak consumption during batch
inference

PHI Leakage Rate = % of reconstructed sensitive
entities

Statistical significance was validated via 95%
confidence intervals from 10× bootstrapped trials and
McNemar’s test (α = 0.01) [21]. Novel to this study,
the Adversarial Robustness Score (ARS) is introduced
to quantify resistance to privacy attacks.

4.3 Baseline Models
Comparative analysis includes: Rule-based:
Regex/gazetteer engine (spaCy implementation)

BiLSTM-CRF: Contextual tagger with institutional
gazetteers; T5-PEFT: LoRA-tuned T5-small
with in-context prompting; ClinicalBERT:
Domain-pretrained transformer baseline.

4.4 Performance Comparison
As shown in Table 1, the hybrid system achieves
statistically significant recall improvement (p < 0.001
vs T5-PEFT), attributable to complementary module
strengths - rule-based precision on structured
data, neural flexibility on context-dependent
PHI [22]. The PEFT implementation achieves a 25%
memory reduction compared to ClinicalBERT while
maintaining competitive precision, demonstrating
the effectiveness of parameter-efficient strategies for
clinical deployments.

4.5 Ablation Study
As shown in Table 2, RAG contributes most
significantly to generalization (2.7% F1 drop when
removed), particularly enhancing NAME/LOCATION
recall in narrative contexts. Rule-based components
prove indispensable for ID/DATE precision,
preventing 23% of false negatives in MRN
detection [23, 29].

5 Conclusion
This study presents a robust hybrid framework for
automated de-identification of protected health
information in clinical narratives, strategically
integrating parameter-efficient fine-tuned language
models, statistical sequence taggers, and deterministic
rule-based modules within a supervised fusion
architecture [24]. The system achieves state-of-the-art
recall of 98.2% while maintaining operational
feasibility through its ≤8GB GPU memory
footprint—a critical advancement for real-world
clinical deployment.
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Table 2. Ablation analysis of the proposed hybrid framework.

Variant Recall (%) Precision (%) F1-score (%) Primary Impact

Full Hybrid 98.2 91.5 94.7 Baseline
– SVM Fusion(Majority) 96.1(↓ 2.1%) 89.9(↓ 1.6%) 92.9(↓ 1.8%) Conflict resolution degradation
– Rule Module 96.5(↓ 1.7%) 90.7(↓ 0.8%) 93.4(↓ 1.3%) Structured PHI recall loss
– RAG in T5 94.9(↓ 3.3%) 89.4(↓ 2.1%) 92.0(↓ 2.7%) Context qeneralization impairment
– Gazetteers 95.2(↓ 3.0%) 89.1(↓ 2.4%) 91.9(↓ 2.8%) Institution-specific PHI decline

The comprehensive evaluation demonstrates that
high-performance PHI de-identification need not
rely on monolithic, resource-intensive architectures.
Rather, the synergistic combination of complementary
approaches—contextual sequence modeling via
BiLSTM-CRF, retrieval-augmented generation
through PEFT-optimized T5, and pattern-based rule
extraction—delivers superior generalization across
diverse documentation styles. This is empirically
validated by the framework’s maintained 92.6%
F1-score on the MIMIC-III ICU corpus, illustrating
its adaptability to institutional heterogeneity [26].
Furthermore, the novel two-stage RAG anonymization
protocol reduces privacy leakage risks by 89%,
addressing critical compliance concerns in healthcare
settings.

The framework’s practical utility extends beyond
technical metrics: For privacy officers, it provides an
auditable pipeline with transparent conflict resolution
(via SVM fusion) and HIPAA-compliant audit trails.
For clinical researchers, it enables secure secondary
data use while preserving linguistic nuance in
de-identified narratives [27]. For hospital IT teams, it
offers a deployable solution through FHIR-compatible
REST APIs that integrate seamlessly with Epic/Cerner
ecosystems, requiring ≤2 hours monthly maintenance
per institution.

Critically, error analysis has informed actionable
refinement pathways: the 8.5% false positive
rate predominantly stems from location
over-generalization (e.g., “Cancer Center”
mislabeling), while residual false negatives
(1.8%) cluster around clinical shorthand (“PT”
abbreviations). These findings directly motivate the
planned integration of dynamic clinician lexicons and
federated domain adaptation [30].

Looking forward, the framework’s modular
design permits targeted evolution across multiple
dimensions:Cross-population expansion through
federated fine-tuning on pediatric/psychiatric
corpora; Latency optimization via quantization

techniques for emergency department workflows;
Continuous safety enhancement via differentially
private synthetic exemplar generation [31]. As
healthcare institutions increasingly leverage EHR
data for research, this work provides a pragmatic,
high-recall foundation for balancing data utility
with privacy preservation—advancing not merely
methodological innovation but tangible clinical impact
through deliberately engineered deployability [32].
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