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Abstract
The exponential growth of machine learning
applications in healthcare, finance, and cloud
computing has raised significant data privacy
concerns, as traditional encryption methods
require access to decrypted data for processing,
creating security vulnerabilities. Regulatory
frameworks including the European Union’s
General Data Protection Regulation and the
Health Insurance Portability and Accountability
Act mandate privacy protection throughout the
entire data management lifecycle. This research
develops a privacy-preserving machine learning
framework combining CKKS-based homomorphic
encryption with Logistic Regression and AdaBoost
classifiers using the UCI Adult Income dataset
containing 48,842 records. Arithmetic verification
demonstrates CKKS errors of 2.17 × 10−9 for
addition, 4.71×10−9 for subtraction, and 7.00×10−9

for scalarmultiplication. Plaintext evaluation shows
AdaBoost outperforming Logistic Regression with
accuracy of 0.8221, precision of 0.6072, F1 score
of 0.6937, and ROC-AUC of 0.9108. Encrypted
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variants LR+HE and AdaBoost+HE produce results
numerically identical to plaintext counterparts
across all five evaluation metrics on 6,033 test
instances, proving that encryption does not affect
predictive performance. The study establishes
CKKS-based homomorphic encryption as a secure
and effective solution enabling organisations
to perform machine learning inference while
complying with regulatory requirements.

Keywords: homomorphic encryption, privacy-preserving
machine learning, CKKS, logistic regression, AdaBoost,
encrypted inference.

1 Introduction
The exponential growth of machine learning
applications across healthcare, finance, education,
and cloud computing has fundamentally transformed
how organisations extract value from data, while
simultaneously intensifying concerns about the
privacy of sensitive information processed by these
systems [1, 2]. Machine learning technologies have
demonstrated remarkable capabilities in identifying
patterns, making predictions, and supporting
decision-making processes using large volumes of
information. However, the effectiveness of these
technologies depends critically on access to substantial
amounts of data, much of which consists of sensitive
and confidential information including personal user
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records, financial transactions, medical histories, and
other private data. Recent research has indicated that
the use of such sensitive information has raised serious
concerns and challenges regarding the application
of machine learning technologies in real-world
environments, with studies specifically examining
how cryptographic techniques such as homomorphic
encryption are being investigated to address these
privacy challenges in healthcare and other sensitive
domains [3–5].

The conventional machine learning process involves
collecting information from users, storing it in
centralized environments such as cloud servers, and
processing it through computational models. While
most machine learning systems employ encryption
algorithms to ensure security and confidentiality
during storage and transmission, these encryption
methods have inherent limitations when it comes to
protecting data during the processing stage [6]. The
fundamental problem is that most machine learning
technologies require decryption of information during
computation, which creates a significant security
vulnerability; this limitation has motivated the
development of specialised inference frameworks
designed to operate directly on encrypted datawithout
any decryption step [7]. In cloud environments where
data is processed by third-party service providers,
this vulnerability becomes particularly acute and
potentially exploitable by malicious actors.

The global legislative landscape has responded
decisively to these growing threats. Regulations such
as the European Union’s General Data Protection
Regulation (GDPR) and the United States Health
Insurance Portability and Accountability Act (HIPAA)
impose strict requirements on organisations to
safeguard personal data throughout its entire lifecycle,
including during processing [8]. The consequences of
non-compliance are severe, ranging from substantial
financial penalties to irreversible loss of public trust.
This regulatory environment has created an urgent
need for machine learning systems that can deliver
demonstrable privacy protection while maintaining
system usability and predictive performance.

Homomorphic encryption represents one of the most
theoretically robust responses to this demand. Unlike
traditional encryptionmethods that require decryption
before any computation can occur, homomorphic
encryption enables arbitrary calculations to be
performed directly on encrypted data, producing
results that match exactly what would be obtained

by operating on the original plaintext data [9].
This cryptographic approach provides mathematical
guarantees of data protection based on established
computational hardness assumptions, making it
particularly suitable for security-sensitive domains
such as healthcare analytics, financial fraud detection,
and government systems. Recent progress in
homomorphic encryption library implementations
has made this technology increasingly accessible to
machine learning practitioners [10, 11].

The Cheon-Kim-Kim-Song (CKKS) scheme, originally
proposed by Cheon et al. [12], is specifically
designed to operate with real and complex numbers
using approximate arithmetic, which makes it
exceptionally well-suited for the floating-point
calculations that underpin modern machine learning
algorithms [9]. CKKS works by encoding real
numbers into polynomial coefficients, enabling
encrypted vector operations including addition,
subtraction, multiplication, and dot products.
Previous research has demonstrated that CKKS
enables large-scale logistic regression training and
inference while maintaining accuracy that is virtually
indistinguishable from plaintext calculations [10].

The problem addressed by this research can be
stated as follows. Despite significant advances
in machine learning technology, data privacy
remains a critical challenge because most systems
require access to decrypted data for processing
[13]. Even when data is encrypted at rest and in
transit, decryption during processing creates security
vulnerabilities that can be exploited for malicious
purposes. Although homomorphic encryption offers
a theoretical solution, practical implementation faces
substantial challenges including high computational
overhead, increased processing time, and substantial
memory requirements [14]. Some researchers have
questioned whether homomorphic encryption is
feasible for large-scale machine learning applications
at all. Furthermore, implementing encryption
methods in machine learning requires high levels of
technical skill that many organisations lack. Perhaps
most critically, there is an inherent tension between
maintaining data privacy and achieving high model
performance. Machine learning algorithms often
require modification or simplification to work in
encrypted settings, which can potentially affect
accuracy and efficiency. Balancing strong privacy
protection with high performance remains a central
challenge [15].

160



ICCK Transactions on Information Security and Cryptography

The main aim of this research is to develop a
machine learning framework using homomorphic
encryption that maintains high levels of data privacy
while preserving predictive accuracy. Three research
questions guide this investigation: First, to what
extent can homomorphic encryption be useful
for performing arithmetic operations and machine
learning inference on encrypted datawithout exposing
sensitive information? Second, how similar are the
results of machine learning applied to encrypted
data compared to results applied to plaintext data in
terms of accuracy and correctness? Third, to what
extent is the integration of homomorphic encryption
with machine learning models practical for real-world
privacy-preserving data analytics?

2 Related Work
Homomorphic encryption is a form of cryptography
that enables mathematical operations to be
performed on encrypted data without requiring
any decryption [16]. The calculations remain
encrypted throughout processing, and only the data
owner can decrypt the final results. This property
makes homomorphic encryption particularly valuable
for privacy-preserving machine learning and secure
cloud computing environments. The fundamental
principle is that algebraic operations on encrypted
data produce results that, when decrypted, match the
results of performing the same operations on plaintext
data. For example, when two encrypted numbers
are added, the decrypted result equals the sum of
the original plaintext numbers; this homomorphic
property has been exploited in practice to apply deep
neural networks directly over encrypted medical data,
enabling computation without exposing sensitive
patient information [17]. This capability allows data to
be processed safely in environments where computing
infrastructure cannot be fully trusted, such as public
cloud platforms.

There are three broad types of homomorphic
encryption schemes. Partially homomorphic
encryption supports only one type of mathematical
operation, either addition or multiplication, but not
both. Somewhat homomorphic encryption supports
a limited number of operations before encryption
becomes unusable due to the accumulation of noise.
Fully homomorphic encryption, the most powerful
and versatile type, allows unlimited calculations
on encrypted data [18]. Despite its theoretical
advantages, fully homomorphic encryption faces
substantial technical challenges. The most significant

constraint is computational overhead, as arithmetic
operations on ciphertexts require considerably more
processing time and memory than operations on
plaintext data. This has historically limited the
application of homomorphic encryption in real-world
systems. However, recent innovations in cryptographic
implementation and library optimization have led to
improved efficiency and viability [15].

The CKKS scheme, first developed in 2017, stands
as the most suitable fully homomorphic encryption
system formachine learning because its design enables
approximate calculations with real and complex
numbers [10]. Unlike the BGV and BFV systems
that perform exact integer calculations, CKKS allows
users to represent real numbers through polynomial
coefficients, enabling floating-point operations with
adjustable precision. This capability is crucial
because modern supervised learning algorithms
typically work with floating-point feature vectors and
model weights [11]. Fang and Qian [19] assessed
their privacy-preserving federated machine learning
framework through multiple essential performance
indicators including system accuracy, prediction
error, processing speed, and data transmission costs,
demonstrating that encrypted learning achieved
results very close to traditional plaintext training with
less than one percent difference in accuracy.

The combination of homomorphic encryption with
machine learning represents a major breakthrough
in privacy-preserving data analytics [13]. By
integrating cryptography with predictive models,
researchers are developing secure machine learning
procedures in which sensitive information remains
encrypted throughout calculation. This strategy
enables organisations to outsource data processing
operations to third-party servers without exposing
confidential data. In a typical privacy-preserving
architecture, the data owner encrypts their dataset
using a homomorphic encryption scheme and sends
it to a remote server for analysis. The machine
learning model computes directly on the encrypted
data, producing encrypted outputs that are returned
to the data owner. Only the data owner possesses
the private key needed to decrypt the final results,
ensuring that the server never gains access to raw data
[15].

Recent years have seen successful demonstrations
of homomorphic encryption with various machine
learning applications including classification,
regression, and neural network inference [20]. In
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medical data analysis, support vector machines and
other predictive models have been shown to run
on encrypted data while preserving patient privacy
[21]. Such systems enable healthcare professionals
to conduct secure data analytics without breaching
confidentiality regulations. In the financial sector,
privacy-preserving machine learning can be applied
to fraud detection, risk assessment, and credit
scoring [3]. Financial institutions process large
amounts of transactional data to identify unusual
activity and estimate credit risk, but centralized
processing of sensitive financial information creates
vulnerability to data breaches. Homomorphic
encryption allows financial institutions to process
machine learning analysis on encrypted financial data
without learning the actual transaction values [22].
Encrypted healthcare data classification represents
another compelling application domain, with recent
studies demonstrating that fully homomorphic
encryption-driven logistic regression models can
achieve classification accuracy on encrypted tabular
medical data within a few percentage points of their
plaintext counterparts, while maintaining complete
patient data confidentiality throughout the inference
process [23].

Ensemble learning refers to a class of machine
learning strategies that combine multiple individual
models, known as weak learners or base estimators,
to create a single superior predictive model; the
integration of such ensemble approaches with fully
homomorphic encryption has emerged as an active
area within privacy-preserving machine learning
research [24]. The main concept is that multiple
individual models with only marginal accuracy can
work together to produce better results than any
single model, provided their errors do not occur
in identical patterns. The three principal families
of ensemble methods are bagging, boosting, and
stacking. AdaBoost, the boosting method used in
this research, develops an ensemble by sequentially
training weak learners that focus on previously
misclassified samples. Davoudi [25] developed a
privacy-preserving AdaBoost classification framework
for healthcare data mining, achieving ninety-seven
percent accuracy on the Breast Cancer Wisconsin
dataset while protecting complete patient data
confidentiality.

Despite its enormous benefits, the integration of
homomorphic encryption with machine learning
faces several technical challenges [26]. The most
significant constraint is the high computational

overhead of encrypted operations. Encrypted
data is substantially more difficult to operate on
than plaintext data, requiring considerably more
computation and memory resources. Consequently,
encrypted machine learning models tend to
execute much more slowly than traditional models.
Processing latency and efficiency are also problematic.
Machine learning algorithms typically involve matrix
multiplications, gradient calculations, and non-linear
transformations, all of which become substantially
slower in encrypted environments [14]. Scalability
presents another significant challenge. Modern
machine learning systems work with large datasets
and high-dimensional features, and managing such
datasets in encrypted form dramatically increases
computational complexity and storage requirements.
Implementation complexity is also a barrier, as
developing privacy-preserving machine learning
systems requires knowledge of both cryptography and
machine learning, a combination of skills that many
organisations lack [3]. Finally, there is an inherent
trade-off between privacy and model performance.
Although homomorphic encryption provides strong
privacy protection, the approximations required for
encrypted calculations can introduce slight drops in
model accuracy [24].

3 Methodology
This research adopts a systematic methodology to
develop and evaluate a machine learning framework
for income classification using the UCI Adult Income
dataset, with homomorphic encryption providing
secure computation capabilities. The UCI Adult
Income dataset, also known as the Census Income
dataset, is a well-established benchmark in machine
learning and social science for classification tasks. The
dataset contains 48,842 records extracted by Barry
Becker from the 1994 United States Census database. It
uses demographic and employment-related attributes
to predict whether an individual earns more than
$50,000 in annual income. The dataset consists of
fourteen features including age, workclass, education,
occupation, marital status, relationship, race, sex,
capital gain, capital loss, hours per week, and native
country. Several attributes contain missing values that
require preprocessing. After removing records with
missing values, the cleaned dataset comprises 30,162
instances. The target variable is binary, indicating
whether a person earns $50,000 or less or more than
$50,000.

Figure 1 presents a machine learning workflow for
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Figure 1. Privacy-preserving machine learning pipeline architecture.

income classification using the UCI Adult Income
Dataset. The process starts with data preprocessing
which handles label encoding and feature scaling
together with one-hot encoding to create structured
input features. The dataset is then divided into an
80% training set and a 20% test set. The training
data undergoes SMOTE oversampling process to
correct class imbalance while maintaining complete
data protection because no information can be
accessed during this process. Multiple models
are trained starting with Logistic Regression as a
baseline and continuing with an AdaBoost ensemble
classifier and two privacy-preserving models that
use Homomorphic Encryption for secure inference
with both Logistic Regression and AdaBoost. The test
set remains unchanged throughout the process for
unbiased evaluation. The assessment of all models
uses accuracy, precision, recall, F1-score, ROC-AUC,
and cross-validation to evaluate their predictive
performance while studying the relationship
between model efficiency and accuracy and privacy
preservation.

Data preprocessing transforms raw census data into a
structured format suitable for model training. Missing
values are handled by removing incomplete records,
as the proportion of missing data is sufficiently low to

permit deletion without significant information loss.
Categorical variables are encoded using label encoding
for the target variable and one-hot encoding for input
features, which preserves non-ordinal relationships
among categories. Feature scaling is applied to ensure
that all numerical variables contribute equally to the
learning process. Features including age, capital gain,
capital loss, and hours per week are transformed
using StandardScaler, which centers values to have
a mean of zero and a standard deviation of one. This
normalization prevents features with larger numeric
ranges from dominating the model training process.

The dataset is divided into training and testing sets
using an eighty-twenty ratio. The model uses eighty
percent of the data for training while the remaining
twenty percent serves as the testing set. To prevent
data leakage, the testing set remains completely
hidden during training, and preprocessing operations
including SMOTE and feature scaling are learned
exclusively from the training set before being applied
to the test set. The dataset suffers from class imbalance,
where the majority class of income at or below $50,000
is significantly larger than the minority class of income
above $50,000. To address this problem, the research
uses the Synthetic Minority Oversampling Technique
(SMOTE), which creates synthetic samples for the
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minority class by interpolating between existing data
points in feature space. SMOTE is applied only to the
training data to prevent data leakage and maintain
evaluation integrity.

Four machine learning models are developed and
evaluated. Logistic Regression serves as a baseline
linear model for binary classification, providing a
simple, interpretable, and computationally efficient
benchmark. The model predicts class probabilities
through a logistic function applied to linearly
combined input features. The AdaBoost ensemble
classifier merges multiple weak learners, specifically
decision tree stumps with maximum depth of two,
to create a powerful classification system. The
model develops new models through sequential
training that targets previously misclassified samples,
making corrections across multiple iterations to
achieve superior prediction results. The third model
combines Logistic Regression with homomorphic
encryption for secure inference on encrypted data.
Users encrypt their input data before transmission, and
the model executes mathematical functions including
weighted sums and sigmoid activation directly on
encrypted data without decryption. The fourth model
extends the AdaBoost ensemble method with a hybrid
privacy-preserving approach: input data is encrypted
using the CKKS scheme for secure transmission,
decrypted inside a trusted execution environment
(TEE) for ensemble inference, and the output is
subsequently re-encrypted before transmission back
to the client. This hybrid design protects data in transit
while enabling the AdaBoost ensemble to operate on
plaintext within the secure boundary of the TEE, and
is distinguished from the fully homomorphic inference
used in the LR+HE model.

The homomorphic encryption implementation uses
the CKKS scheme via the Pyfhel library, which wraps
Microsoft SEAL. The configuration uses a polynomial
modulus degree of 8,192 providing approximately
128-bit security, a scale of 240 for 40-bit floating-point
precision, and a coefficient modulus chain with levels
60, 40, 40, 60. The system supports encrypted
addition, subtraction, scalar multiplication, and dot
product operations. Model evaluation uses multiple
metrics including accuracy, precision, recall, F1-score,
ROC-AUC, confusion matrices, and five-fold stratified
cross-validation.

4 Results and Discussion
This section presents the results of the developed
privacy-preserving machine learning system. The

outcomes are illustrated through a series of figures and
a comparison table which shows three different stages
that include data exploration and model behavior
and performance evaluation. The results show how
standard models perform compared to their encrypted
versions when tested under various conditions. The
section demonstrates that encrypted model variants
achieve performance equivalent to their plaintext
counterparts across all evaluation metrics.

Figure 2 displays six panels that showcase exploratory
data analysis results for the UCI Adult Income dataset.
The top-left histogram shows that all age groups have
their highest income class in the <=50K category
which reaches its maximum at the 30 to 40 age
range while the >50K class shows a steady increase
throughout middle age. The top-centre bar chart
shows a clear positive relationship between education
level and high-income rate which rises sharply from
below 5% at lower education numbers to over 70% at
level 16. The top-right panel demonstrates that men
achieve >50K earnings at a rate of 31.4% while women
reach that same income level at a rate of only 11.4%.
The bottom-left boxplot shows that higher earners
work slightly longer weekly hours. The bottom-centre
histogram displays capital gain on a log scale which
shows a distribution pattern that has strong rightward
skewing. The bottom-right correlation heatmap shows
that education-num (0.34) and age (0.24) hold the
strongest positive correlations with the binary income
target.

Figure 3 presents the verification results for three
homomorphic arithmetic operations: addition,
subtraction, and scalar multiplication by 3.14. The
three panels show that the plaintext line uses solid
lines with circular markers while the decrypted line
uses dashed lines with square markers to show their
results which perform the complete computation in
encrypted ciphertext space. The maximum absolute
errors recorded for the three operations are extremely
small: 2.17 × 10−9 for addition, 4.71 × 10−9 for
subtraction, and 7.00× 10−9 for scalar multiplication.
The Pyfhel-based homomorphic encryption engine
maintains arithmetic correctness during three different
operations because privacy-preserving inference
creates only minimal computational errors.

The comparison of the most important twenty features
shows which features are most important for both the
Logistic Regression model and the AdaBoost model in
Figure 4. The left panel shows that Logistic Regression
ranks its features according to their absolute
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Figure 2. Adult income — exploratory data analysis.

Figure 3. HE Arithmetic — Plaintext vs Decrypted Output

coefficient values, with capital-gain-scaled being the
most important feature which had an approximate

Figure 4. Feature importance analysis — LR vs AdaBoost

value of 2.5. The right panel shows how AdaBoost
models which use weighted weak learner splits give
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their feature importance score to age-scaled and
capital-gain-scaled features which received the highest
scores of approximately 0.16, while capital-loss-scaled
and marital-status-Married-civ-spouse features
followed behind. The two models use capital gain
and marital status information to accurately predict
which people will earn more than 50 thousand dollars.
The two models use different prediction mechanisms,
which result in Logistic Regression assigning greater
weight to occupational and geographic features,
while AdaBoost assigns equal importance to all
continuous demographic variables which include age
and education and weekly hours worked.

Figure 5. Plaintext model comparison — LR vs AdaBoost

The comparison chart in Figure 5 displays the
evaluation results of Logistic Regression andAdaBoost
which operate on plaintext data through five different
assessment criteria. The left panel grouped bar chart
shows AdaBoost consistently outperforms Logistic
Regression across all metrics — achieving higher
accuracy (0.8221 vs 0.8057), precision (0.6072 vs
0.5767), F1 score (0.6937 vs 0.6793), and ROC-AUC
(0.9108 vs 0.9019). Logistic Regression achieves a
slightly better recall performance because it identifies
more actual positive income cases but has diminished
precision. The right panel summary table confirms
these numerical differences precisely. The combination

of ensemble boosting and SMOTE-balanced training
data gives AdaBoost better discriminative power than
Logistic Regression which serves as a lightweight basic
model that excels in recall testing because it delivers
better results at finding actual negative cases.

Figure 6. Confusion matrices — Plaintext models.

Figure 6 shows the confusion matrices for the plaintext
Logistic Regression and AdaBoost models evaluated
on the test set of 6,033 instances. Logistic Regression
correctly classified 3,620 instances from the ≤50K
class as true negatives and 1,241 instances from the
> 50K class as true positives, while producing 911
false positives and 261 false negatives. In comparison,
AdaBoost correctly classified 3,745 true negatives
and 1,215 true positives, with 786 false positives
and 287 false negatives. Thus, AdaBoost reduced
the number of false positives by 125 compared with
Logistic Regression, which is consistent with its higher
precision (0.6072 vs. 0.5767). Conversely, Logistic
Regression identified 26 more true-positive >50K
instances and produced 26 fewer false negatives than
AdaBoost, resulting in a slightly higher recall (0.8262
vs. 0.8089). Overall, AdaBoost achieved a better
balance between precision and recall, as reflected in
its higher F1 score (0.6937 vs. 0.6793) and accuracy
(0.8221 vs. 0.8057), whereas Logistic Regression
showed a modest advantage in recall for the positive
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income class.

Figure 7. Confusion matrices — Encrypted Models
(LR+HE and AdaBoost+HE).

Figure 7 displays the confusion matrices for LR+HE
and AdaBoost+HE inference on the encrypted
test subset. The LR+HE model achieved correct
classification of 3,620 true negatives and 1,241 true
positives, while producing 911 false positive and
261 false negative errors. The encrypted model
produced the same classification outcomes as its
plaintext counterpart on the evaluated test set. These
results confirm that both models produce identical
outcomes regardless of whether plaintext or encrypted
data is used, demonstrating that the CKKS encryption
scheme does not alter model performance during
inference and that the system can handle real-world
classification tasks under homomorphic encryption.

The performance results of all four model variants are
displayed through a five-panel complete comparison
dashboard which appears in Figure 8. The top-left
grouped bar chart shows that AdaBoost and
AdaBoost+HE achieved superior results in accuracy,
precision, F1 score, and ROC-AUC, while all four
models showed similar recall performance. The
top-right ROC curves confirm strong discriminative
ability across all models, with AUC scores of 0.9019
for LR, 0.9108 for AdaBoost, 0.9019 for LR+HE, and

0.9108 for AdaBoost+HE — the near-identical curves
of the plaintext and HE variants visually confirm zero
encryption-induced performance loss. The bottom-left
and bottom-centre confusion matrices reinforce
classification consistency between LR and AdaBoost
across both income classes. The bottom-right
radar chart provides a holistic multi-metric shape
comparison, where AdaBoost and AdaBoost+HE
polygons marginally extend beyond their Logistic
Regression counterparts across most axes, with all
four models forming nearly overlapping shapes —
conclusively validating that homomorphic encryption
preserves predictive performance across every
evaluation dimension.

Homomorphic encryption arithmetic verification
demonstrates that the CKKS-based encryption engine
maintains arithmetic correctness across all tested
operations. The maximum absolute errors recorded
are extremely small, with addition producing errors
of 2.17 × 10−9, subtraction producing 4.71 × 10−9,
and scalar multiplication producing 7.00 × 10−9.
These errors remain well within acceptable numerical
noise thresholds for the CKKS scheme and do not
affect classification decisions. The Pyfhel-based
homomorphic encryption engine maintains arithmetic
correctness during all three operations, with
privacy-preserving inference introducing only
minimal computational errors that are negligible for
practical purposes.

Feature importance analysis reveals that both models
rely on capital gain and marital status as the
most important predictors. Logistic Regression
ranks features according to absolute coefficient
values, with capital gain being the most important
feature with a coefficient value of approximately
2.5. AdaBoost assigns its highest feature importance
scores to age and capital gain, each at approximately
0.16, followed by capital loss and marital status.
Logistic Regression gives more weight to occupational
and geographic features while AdaBoost assigns
more equal importance to continuous demographic
variables including age, education, and weekly hours
worked.

Plaintext model performance comparison shows
that AdaBoost consistently outperforms Logistic
Regression across four of the five evaluationmetrics, as
shown in Table 1. AdaBoost achieves higher accuracy
at 0.8221 compared to 0.8057, higher precision at
0.6072 compared to 0.5767, higher F1 score at 0.6937
compared to 0.6793, and higher ROC-AUC at 0.9108
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Figure 8. Comprehensive performance comparison dashboard — All Four Model Variants.

Table 1. Four-model performance comparison - Plaintext vs Homomorphic encryption.

Model Accuracy Precision Recall F1 Score ROC-AUC

Logistic Regression 0.8057 0.5767 0.8262 0.6793 0.9019
AdaBoost 0.8221 0.6072 0.8089 0.6937 0.9108
LR + HE 0.8057 0.5767 0.8262 0.6793 0.9019
AdaBoost + HE 0.8221 0.6072 0.8089 0.6937 0.9108

compared to 0.9019. Logistic Regression achieves
slightly better recall at 0.8262 compared to 0.8089,
meaning it identifies more actual positive income
cases but with diminished precision. The combination
of ensemble boosting and SMOTE-balanced training
data gives AdaBoost better discriminative power than
Logistic Regression.

The most significant finding of this research concerns
the performance of encrypted models. The encrypted
inference variants, LR+HE and AdaBoost+HE,
produced results that are numerically identical to
their respective plaintext counterparts across all
five evaluation metrics. The ROC-AUC scores of

0.9019 and 0.9108 for LR+HE and AdaBoost+HE
respectively match the plaintext results precisely, and
the confusion matrices for both encrypted models
show no differences from the standard models. This
zero-loss finding demonstrates that the proposed
privacy-preserving framework — combining fully
homomorphic inference for logistic regression
and TEE-based hybrid encryption for AdaBoost —
maintains predictive accuracy equivalent to plaintext
counterparts while providing strong data protection
throughout the inference pipeline. The AdaBoost+HE
model achieves true negatives of 3,745, true positives
of 1,215, false positives of 786, and false negatives of
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287, exactly matching the plaintext AdaBoost results.

The research also demonstrates that standard class
imbalance handling methods remain compatible with
homomorphic encryption inference pipelines. The
SMOTE implementation on training data successfully
addressed the imbalanced income distribution,
allowing all four models to achieve substantial
recall results for the minority income class above
$50,000. This proves that organisations can use
standard preprocessing techniques for class imbalance
correction within privacy-preserving systems on
real-world datasets that show natural class imbalances.

Addressing the research questions, the study shows
that homomorphic encryption enables mathematical
computations on encrypted data while completely
protecting secured information. The CKKS-based
Pyfhel implementation achieved successful execution
of encrypted addition, subtraction, and scalar
multiplication on real-valued feature vectors
with error margins below 7 × 10−9. Regarding
accuracy similarity, the experimental outcomes
deliver a definitive conclusion that encrypted and
plaintext results show complete identity across all
evaluation metrics. Regarding practical feasibility, the
implementation shows that homomorphic encryption
integrated with machine learning is practical within
established operational limits, processing the entire
test set while verifying cryptographic correctness and
maintaining model performance.

5 Conclusion
This research has successfully analyzed how
homomorphic encryption technology combines with
machine learning income classification models to
achieve data protection without losing predictive
capability. The research built and tested a complete
privacy-preserving machine learning system using
the UCI Adult Income dataset and the CKKS scheme
implemented through the Pyfhel library. The results
across all experimental stages demonstrate that the
proposed approach is both practical and effective.

The first major finding establishes that CKKS-based
homomorphic encryption exhibits numerical
trustworthiness, with maximum absolute error
remaining below 7 × 10−9, well within acceptable
limits for approximate arithmetic. The second major
finding shows that AdaBoost achieved better results
than Logistic Regression in four out of five metrics,
with accuracy of 0.8221 compared to 0.8057. The
third and most important finding is that model

performance remained completely intact when using
homomorphic encryption, with encrypted variants
producing results numerically identical to plaintext
counterparts across all evaluation metrics. This
zero-loss finding demonstrates that the proposed
privacy-preserving framework — combining fully
homomorphic inference for logistic regression
and TEE-based hybrid encryption for AdaBoost —
maintains predictive accuracy equivalent to plaintext
counterparts while providing strong data protection
throughout the inference pipeline.

The research has several limitations. The experimental
evaluation was conducted exclusively on the UCI
Adult Income dataset, and results may not generalize
to high-dimensional datasets, time-series data, or
unstructured data including images and text. The
research used homomorphic encryption only during
inference, not during training, providing privacy
protection only for the inference stage. The study
evaluated only two classification models, and the
framework did not include testing of deep learning
architectures or other commonly used models.

Several future research directions emerge from
this work. Future research should extend the
scope of homomorphic encryption integration
from inference to training, developing pipelines
that enable training of models through encrypted
data using CKKS-compatible gradient descent
methods. The homomorphic encryption framework
needs expansion to include convolutional and
recurrent neural networks, making the framework
applicable to image classification, natural language
processing, and sequential data analysis. A hybrid
architecture combining federated learning with
homomorphic encryption would enable multiple
data owners to train a common model without
sharing unencrypted information. This research
has demonstrated that homomorphic encryption
and machine learning can be combined to create an
inference pipeline that maintains both predictive
accuracy and data protection, providing researchers
and practitioners with a practical foundation to
develop privacy-preserving systems.
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