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Abstract

Deepfake media is growing rapidly and causing
significant harm. Bad actors now use AI to
create fake videos that appear increasingly realistic.
Traditional detection tools often fail because they
analyze audio or visual signals in isolation. This
paper introduces an intelligent Deepfake Detection
system that addresses this limitation through a
novel Multi-Modal Dispersion Framework. The
system identifies subtle inconsistencies by tracking

how lip movements align with speech patterns.

By projecting these features into a shared latent
space, the model quantifies the semantic divergence
between modalities. A transformer module then
captures cross-modal context to detect fine-grained
manipulation artifacts. Evaluated on the DFDC
and FakeAVCeleb datasets, the system achieves
94.3% accuracy, demonstrating strong potential for
real-time deployment. This framework provides
a reliable approach to media authentication and
contributes to advancing Al safety.
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1 Introduction

Deepfake technology is evolving rapidly through
generative models like GANs and diffusion
networks [1-3]. These tools create fabricated videos
that threaten digital trust and public security [4, 5].
Early detection methods usually focused on just
one modality, such as visual artifacts or audio
spoofing [15-17]. These unimodal tools often
fail against modern, sophisticated forgeries [6, 7].
Visual detectors look for blinking issues or facial
warping [13, 15]. Audio detectors track frequency
distortions or synthesis glitches [16, 17]. Newer
research shows that combining audio and visual
data is much more effective [1, 2, 8]. Deepfakes
often struggle to sync lip movements with spoken
words or speech prosody [4, 5, 11]. Modern fusion
frameworks now learn from both facial cues and
acoustic features [3, 10, 19]. Specific methods use
transformer models and attention mechanisms to
find these subtle gaps [1, 2, 11]. Some frameworks
also project features into a shared space to measure
divergence using distance metrics [3, 12, 18]. Recent
tests on DFDC and FakeAVCeleb datasets prove these
multi-modal models outperform older ones [2, 10, 19].
Experts agree that the field needs more scalable
and interpretable solutions [6, 7, 20]. This paper
introduces an intelligent Deepfake Detection System
based on a Multi-Modal Dispersion Framework. The
system combines lip-syncing and speech patterns
to find inconsistencies. It aligns these features in
a common space to quantify their divergence. The
model achieves over 93% accuracy in real-time
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scenarios. This work provides a robust solution for
forensics and Al safety [9, 14, 20].

2 Related Work

Deepfake detection is a vital research area due to
the spread of synthetic media in social and forensic
fields [1, 4, 6]. Researchers have tested many methods,
ranging from manual feature checks to advanced deep
learning. Early work focused on visual cues like eye
blinking, facial warping, and head pose errors [13, 15].
Li et al. [15] identified warping artifacts common
in early GAN-based deepfakes. Other studies used
spatial attention and convolutional backbones to find
tiny texture flaws [13, 19]. However, these visual
methods often fail when videos are compressed or
look very realistic. Audio detection focuses on voice
synthesis artifacts and pitch patterns using CNNs or
recurrent models [16, 17]. Chintha et al. [17] built a
structure to find both audio spoofing and deepfakes,
while Masood et al. [16] analyzed countermeasures for
audio threats. These methods can still struggle with
high-quality audio or transferred real voices.

Multi-modal detection solves these issues by
combining audio and visual clues [1-3, 10]. It exploits
errors like lip-sync delays or mismatched phonemes.
For example, AV-Lip-Sync+ uses multi-scale attention
to find timing gaps between video and sound [1].
DF-TransFusion uses cross-attention between lips
and audio to increase sensitivity [2]. Frameworks
like M2TR and AVoiD-DF use transformers to
align both inputs into one space [3, 11]. These
models perform better on datasets like DFDC and
FakeAVCeleb [4, 5]. Multi-modal dispersion maps
these features into a shared space to measure their
semantic distance [3, 12, 18]. This helps quantify how
far audio and video deviate in fake content. Rossler
et al. [18] expanded this for source attribution, while
AVFakeNet used late fusion to help alignment [19].
Recent surveys by Nguyen-Le et al. [6] and Liu et
al. [7] track the move toward these joint methods.
Sharma et al. [10] also confirmed that multi-modal
systems are superior to single-mode tools. The IEEE
Future Directions Committee highlights that these
systems are now essential for real-time media forensics
and safety [9].

3 Methodology

This section presents the architecture and
methodology of the intelligent Deepfake Detection
System. It exploits cross-modal inconsistencies using
the Multi-Modal Dispersion Framework (MMDF).

The system consists of five main components as shown
in Figure 1.

3.1 Audio and Visual Feature Extraction

The framework uses advanced neural encoders
to capture fine-grained patterns. The visual
branch samples video frames at 25 fps and uses
a 3D-CNN or Vil to extract spatio-temporal
dynamics [1, 6, 11]. This captures eye blinks
and facial expressions where deepfake manipulations
often show inconsistencies [4, 15]. The audio branch
converts streams into Mel-spectrograms and uses
Wav2Vec2.0 or CNN-LSTMs to extract prosodic
features [2, 7, 13]. These speech patterns typically
deviate in synthesized or cloned voices [8, 16]. Both
modalities are aligned into synchronized 2-second
windows for reliable analysis [9].

3.2 Multi-Modal Dispersion Framework (MMDF)

The MMDF quantifies semantic misalignment between
modalities to find signs of manipulation. Visual
and audio embeddings are projected into a joint
latent space through fully connected layers [3, 10,
14]. The system uses Cosine Similarity to evaluate
angular mismatch and Wasserstein Distance to capture
temporal shifts [5, 12, 17]. High semantic dispersion
strongly correlates with deepfake content, particularly
when lip movements do not match speech rhythms [6,
13, 18].

3.3 Transformer-Based Fusion Module

A dual-stream transformer architecture captures
long-range dependencies.  Self-attention layers
preserve intra-modal coherence like phoneme
continuity and motion smoothness [1, 11, 20].
A cross-attention layer then identifies semantic
agreement or disagreement between visual and
auditory cues [10, 14]. A multi-layer perceptron
finally predicts the likelihood of manipulation.

3.4 Temporal Consistency Regularization

A sliding window mechanism and temporal
smoothing stabilize predictions across video
sequences.  The system averages probabilities
across overlapping segments to reduce noise and
artifacts [4, 9].

3.5 Training and Optimization

The system uses binary cross-entropy loss and
dispersion regularization for end-to-end training. Data
augmentations like facial occlusion and noise injection
improve generalizability [2, 7, 15]. Implementation is
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Figure 1. Proposed system architecture.

done in PyTorch using NVIDIA A100 GPUs and mixed
precision for efficiency [20].

4 System Architecture

The architecture captures semantic inconsistencies
between audio and visual streams in synthetic videos.

4.1 Input Processing

Videos are decomposed into synchronized frames
and audio segments. This temporal alignment is a
prerequisite for effective cross-modal analysis.

4.2 Feature Extraction

1. Visual Feature Extraction: A 3D-CNN or ViT
extracts spatial-temporal features [6]. These
capture facial dynamics and head movements
indicative of deepfakes [1, 7].

2. Audio Feature Extraction: Audio signals become
Mel-spectrograms processed through Wav2Vec
2.0 or CNN-LSTM models [2, 3]. This extracts
speech patterns and phoneme transitions.

4.3 Temporal Synchronization

Both modalities are segmented into aligned 2-second
clips [11]. This ensures the embeddings correspond
to the same temporal context.

4.4 Multi-Modal Dispersion Module

Features are projected into a shared latent space using
non-linear layers [4, 15]. Dispersion is measured
via Cosine Similarity and Wasserstein Distance [8,
16]. Higher dispersion marks a semantic mismatch
common in manipulated media.
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4.5 Transformer-Based Fusion

A dual-stream Transformer encodes dependencies
through self-attention and cross-attention [12, 17].
This detects subtle inconsistencies in lip
synchronization and audio-visual semantics.

4.6 Temporal Consistency Analysis

Predictions pass through a sliding-window smoothing
function [18]. This suppresses noise and improves
reliability over longer videos.

4.7 Classification Layer

An MLP head classifies the output as real or deepfake.
The model is optimized using binary cross-entropy
loss and the Adam optimizer [5].

4.8 Deployment Optimization

The architecture supports pruning and quantization
for real-time performance. This allows for low-latency
inference on edge devices or cloud services [13, 19].

5 Experimental Setup

This section describes the datasets, preprocessing, and
protocols used to validate the intelligent Deepfake
Detector.

1. Datasets Three benchmark datasets are used to
provide a rigorous evaluation. FaceForensics++
offers real and synthetic videos with various facial
synthesis techniques [5]. The DeepFake Detection
Challenge (DFDC) provides a large-scale set
with diverse visual and acoustic variables [3,
4]. The TIMIT-LipSync Audio-Visual Dataset
uses synchronized speech and manipulated lip
movements to test temporal consistency [4, 7, 10,
17].
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2. Data Preprocessing Faces are detected using
MTCNN and cropped to a standard resolution [5].
Audio streams are normalized and converted into
Mel-spectrograms from 2-second chunks [10, 19].
Mouth regions are isolated to focus on lip motion
as done in previous studies [7, 9]. All features
are normalized for stable training. Controlled
desynchronization is also introduced to improve
robustness against timing errors [10].

3. Implementation Details The system is built using
PyTorch 2.0 and HuggingFace Transformers [12].
Training occurs on an NVIDIA A6000 GPU with
an Intel Xeon CPU. The AdamW optimizer is
used with cosine annealing for learning rate
management [15]. A hybrid loss function
combines  multi-modal  contrastive  loss
with binary cross-entropy [1, 6, 13]. Data
augmentations like noise injection and lip-sync
shifting mimic real-world scenarios [2, 8, 16].
Training includes early stopping based on the
Fl-score [9, 18].

4. Evaluation Metrics Performance is measured
using accuracy, precision, recall, and F1-score [3,
4,14]. AUC-ROC and Equal Error Rate (EER) are
also calculated. Metrics are reported at both frame
and video levels [5, 6, 11].

6 Results and Discussion

To evaluate the effectiveness of our intelligent
Deepfake Detection System, we conducted
experiments on publicly available datasets
such as DFDC, FaceForensics++, and TIMIT
for audio-visual verification. = The system was
benchmarked against state-of-the-art unimodal
and multimodal deepfake detectors, including
approaches based on lip-sync error detection [1],
spatio-temporal inconsistencies [3, 8], and
audio-based phoneme-prosody mismatches [5, 6].

6.1 Quantitative Results

The Multi-Modal Dispersion Framework (MMDF)
achieved an accuracy of 94.3%, AUC of 0.96,
and Fl-score of 0.93 on the DFDC test set,
outperforming unimodal visual models [2, 3]
and baseline multimodal systems [4, 5]. Compared to
LipForensics [1] and Audio-Visual Transformers [7],
our framework exhibited a consistent gain of "2.5% in
AUC, showcasing the strength of dispersion- based
anomaly detection in multi-modal space. On the
FaceForensics++ dataset, our method achieved
92.8% accuracy, especially outperforming in cases

involving subtle mouth-speech desynchronization,
where traditional models like [3, 6] often misclassify
due to insufficient cross- modal resolution. The
dispersion regularization via cosine and Wasserstein
distances captured inconsistencies overlooked by prior
contrastive approaches [10, 11].

6.2 Ablation Study

An ablation analysis was conducted to assess the
contribution of individual components. Removing
the MMDF module led to a 6% drop in accuracy,
confirming its critical role. Eliminating the transformer
fusion block decreased cross-modal reasoning,
especially in longer video clips, aligning with findings
in [7, 9]. Furthermore, the temporal consistency
regularization enhanced robustness against transient
noise, supporting similar use cases in [12, 14].

6.3 Qualitative Observations

We visualized attention maps from the cross-modal
transformer, revealing that genuine videos showed
strong alignment between lip movement and speech
tokens. In contrast, deepfakes exhibited sparse or
divergent attention patterns—particularly during
phoneme transitions—a trend corroborated by
audio-visual misalignment studies [13, 15, 17].

6.4 Comparison with State-of-the-Art

The system remains effective under challenging
conditions like low bitrate or noise [8, 16, 18].

Table 1. Performance of the proposed system.

Method Accuracy (%) AUC F1-Score
LipForensics [1] 90.2 0.92 0.89
AVTransformer [7] 91.5 0.94 0.91
Proposed MMDF (Ours) 94.3 0.96 0.93

The superior performance of the proposed system
shown in Table 1, supports the hypothesis
that cross-modal dispersion offers an effective,
model-agnostic mechanism to detect deepfakes, even
under challenging conditions such as low bitrate,
background noise, or partial occlusion [8, 16, 18].

6.5 Limitations and Future Work

While the system performs well across datasets, it
shows slight degradation in ultra-low frame rate
videos and speech in highly tonal languages, where
phoneme boundaries blur. Future work involves
extending the MMDF to support tri- modal detection
with text transcript alignment and micro- expression
analysis [19, 20].
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7 Conclusion and Future Directions

This study presents a new multi-modal framework
that uses audio-visual dispersion to catch deepfakes.
It identifies the small, unnatural gaps between how
a person speaks and how their face moves. By using
cosine and Wasserstein distances, the system measures
how far these two signals drift apart. This method
successfully separates real footage from fake media
by spotting these hidden mismatches. The approach
proved to be more accurate and reliable than previous
systems that relied on only one type of data [1, 4, 7].

The research tested the model on major datasets like
DFDC and FaceForensics++. These tests confirmed
that tracking lip-sync errors and speech deviations is a
powerful way to find forgeries [5, 6, 13]. Because the
system uses a transformer-based design, it can focus
on specific parts of a video even when the quality is
low or there is background noise [3, 8, 14]. This makes
the tool more flexible for real-world use where videos
are not always perfect.

However, the framework still faces some challenges in
specific situations. It struggles with very noisy audio,
slow video frame rates, or unique facial movements
from different cultures [9, 18]. To fix this, the next
version of the system will include text transcripts to
create a "tri-modal" detection style [10, 19]. Future
updates may also look at human emotions and tiny
facial expressions to make the detection even more
precise [15, 16, 20]. Overall, this work shows that
measuring the distance between sound and sight is
a key step toward better Al safety.
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