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Abstract
Deepfake technology has advanced swiftly,
enabling the rapid production of hyper-realistic
synthetic media that pose considerable
threats to digital security, privacy, military
operations, and information integrity. This
paper extensively examines visual intelligence
and computer vision methodologies for deepfake
detection, covering recent developments in deep
learning, adversarial strategies, and feature
extraction. It reviews prevalent generation
architectures—including GANs, autoencoders,
neural rendering, and diffusion models—alongside
novel adversarial tactics that enhance realism while
evading detection, particularly in military and
intelligence contexts. We also investigate visual
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artifacts and manipulation traces, scrutinizing
physical discrepancies, digital fingerprints,
and physiological signals as critical detection
indicators. The article offers a comprehensive
analysis of CNN-based, transformer-based, and
frequency-domain detection methods, highlighting
their advantages, drawbacks, and practical
relevance. Furthermore, we examine assessment
measures and generalization challenges, while
emphasizing prospective research avenues such
as explainable AI, self-supervised learning, and
federated learning. This study serves as a significant
resource for academics and practitioners combating
deepfake disinformation in civilian, military, and
hybrid threat environments, providing insights into
detection improvements and impending issues in
hostile AI.
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signal-based detection, frequency-domain analysis,
explainable AI, privacy-preserving detection, federated
learning.

1 Introduction
Over the last five years, there has been tremendous
discussion around Artificial Intelligence (AI), the
Fourth Industrial Revolution, and the transition into
Industry 5.0. In collaboration with the Internet of
Things (IoT) and Big Data, these rapid advancements
are expected to transform our everyday lives as well
as the industrial and military landscapes. However,
rather than delving into AI in general, this paper
focuses directly on one of its most recent and
controversial developments: deepfakes [1].
Specifically, a deepfake refers to an audiovisual file
generated using AI techniques that try to mimic
how someone looks, moves, speaks, and behaves,
producing an artificial media file that imitates a
real person, including military officials or authority
figure (the individual being mimicked). As such,
a deepfake is a form of complex synthetic media
in which a person’s face, voice, or both is digitally
manipulated using AI to create highly realistic but
entirely fabricated audiovisual content. The term
“fake” in this context does not refer to issues of consent
or unauthorized usage, but rather to the fact that
the content does not reflect a truthful or real event;
it is not authentic in terms of the information it
conveys. Unfortunately, while deepfakes represent
a marvel of engineering in terms of machine learning
algorithms (especially deep learning), they are most
often used to swap faces in videos (e.g., making a
person appear to say or do something they never did),
mimic someone’s voice, or even generate entirely fake
online personas [2].
There are also applications of deepfake technology
in educational contexts, including the simulation of
historical figures for immersive training environments,
as broadly catalogued in surveys of deepfake
creation and deployment [3], though the same
underlying generative mechanisms that enable such
applications also raise significant societal and security
challenges—including threats to privacy, democratic
integrity, and national security [4]—that make
reliable detection increasingly urgent. However,
the term is more commonly associated with
negative connotations, including the spread of
misinformation enabled by increasingly sophisticated
generation methods documented in the deep
learning literature [5], identity theft [6], reputational

harm and erosion of public trust in media—as
documented from a communication science
perspective [10]—compounded by the growing
difficulty of reliably distinguishing synthetic from
authentic content [7], and, in its simplest form,
satirical or humorous misuse. Modern AI techniques
now produce hyper-realistic media, making it
increasingly difficult to determine, in military
intelligence, industrial applications, and broader
defense analysis contexts, whether an image, audio,
or video is genuine. This growing realism poses
significant threats to digital security, personal privacy,
media credibility, and public trust [8–10]. One of
the most widely used technologies for generating
deepfake content is Generative Adversarial Networks
(GANs). Specifically, the termGANs is used to explain
two competing neural networks, a generator and a
discriminator, that work against each other to develop
a highly realistic synthetic media. The generator
produces fake content based on training data, while
the discriminator attempts to detect whether the
content is real or generated, forcing the generator
to improve with each iteration [11]. Additionally,
latent diffusion models (LDMs) are one of the new
trends that have arisen as a powerful alternative,
generating high-quality content by iteratively
denoising random noise [12]. Early visual approaches
to deepfake detection demonstrated that optical
flow patterns carry discriminative temporal cues;
convolutional architectures applied directly to flow
maps between consecutive frames can reliably expose
motion inconsistencies introduced by face-synthesis
pipelines [13]. An equally important part of the
deepfake creation pipeline involves autoencoders,
models used to compress and reconstruct input
data (typically images or video frames). These are
often trained specifically on facial features to enable
facial swapping and mimicry of expressions by
reconstructing one person’s face with the structure
and movement of another [14].

The primary technical challenges in building
convincing deepfakes are the availability of
high-resolution training data and the substantial
computational power required. This is becoming
less of a barrier, however, as computing capabilities
grow, not merely following Moore’s Law as in the
past, but now progressing even faster under Huang’s
Law [15]. As a result, deepfakes are becoming
increasingly sophisticated, making it harder, even for
digital analysts and observers, to distinguish authentic
content from fabricated material [16, 17].
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A special note must be made regarding the so called
“arms race”, the ongoing competition between
deepfake generation techniques and the detection
algorithms designed to counter them. As new
methods emerge to improve the realism of facial
expressions, body movements, and clear voice
alignment, detection tools are also evolving in
parallel, attempting to keep pace with these rapid
advancements. Accordingly, several research
initiatives are actively developing deepfake detection
models that use the same AI foundations to monitor,
identify, and flag deepfake content. Modern detection
techniques leverage AI tools to analyze inconsistencies
in facial expressions, unnatural lighting conditions,
and subtle biological signals such as blinking patterns
or facial micro-expressions. These physiological
and visual cues are carefully studied as potential
indicators of synthetic media, spanning a wide range
of generation and detection scenarios [18, 19].

As a result, there is a growing need to pinpoint
and examine the current state of the art detection
mechanisms, especially those that rely on visual
intelligence. Visual intelligence for deepfake detection
spans both static and dynamic modalities, including
standalone images, audio files, and complex video
streams composed of multiple synchronized visual
and audio frames. Whether deepfakes are spreading
on social media platforms or undermining public
trust in news dissemination, robust detection tools are
essential for safeguarding users and preventing the
spread of misinformation [20, 21]. Detection research,
therefore, aims to build models that are robust,
generalizable, and explainable. Robust models are
able to detect deepfakes and manipulation techniques
with high certainty and across various contexts.
Generalizable models are capable of performing well
on deepfakes generated by new datasets or methods
not seen during training. Explainable models offer
interpretable outputs to help users understand why
a content is flagged as suspicious, thus increasing
human oversight and trust [22]. Existing surveys
covering both deepfake generation and detection
across image, video, and audio domains offer essential
technical grounding for contextualizing the scope
of this review [23]. Table 1 provides a brief
contextual overview of selected deepfake detection
works spanning visual forensics, spatial-temporal
modelling, and frequency-domain analysis, which are
included to situate the detection methods reviewed
in this paper within the broader deepfake detection
landscape.

Although this survey focuses on visual intelligence
and computer vision methods, modern deepfakes
often exploit spatial, temporal, and frequency-domain
vulnerabilities simultaneously. Therefore,
Tables 1 and 2 briefly present selected detection
studies—covering foundational media forensics,
spatial-temporal transformer approaches, and
frequency-guided learning—as contextual
background for the visual architectures analysed
in the following sections. The main analysis,
however, remains focused on visual architectures,
spatial-temporal artifacts, frequency-domain cues,
physiological visual signals, and image- and
video-based detection methods.

The importance of explainability is especially critical in
caseswhere false positives occur. A false positive refers
to a scenario where content is flagged as suspicious
due to minor inconsistencies, despite not being a
deepfake. These cases require human intervention
for final validation and interpretation, as research
on human-machine collaborative deepfake detection
demonstrates that neither crowds nor automated
systems alone achieve reliable discrimination [34].
However, there are also notable limitations in current
detection approaches, which will be discussed later
in this paper. One of the primary challenges is
poor generalization; many models overfit specific
types of deepfake generations and subsequently
fail to detect new or novel techniques in early
development stages [35]. Another challenge is the
lack of robustness: simple post-processing tricks,
lossy compression, or adversarial attacks can mask
synthetic signals by simulating human-like behavior
or injecting noise to confuse detection algorithms [36,
37]. Furthermore, performance often degrades in
real-world environments, especially in visual content,
where lighting changes, occlusions, motion blur, or low
resolution significantly affect detection accuracy [27].

Our goal is to provide both young researchers and
experienced practitioners with a clear understanding
of current capabilities, emerging methods, and future
needs in the field of deepfake detection, with a
particular focus on visual intelligence approaches. To
clearly establish the scope and novelty of this study,
our main contributions are summarized as follows:

• Comprehensive Overview of Generation
Architectures: We provide a detailed examination
of state-of-the-art deepfake generation techniques,
including GANs, autoencoders, neural rendering,
and recent advances in diffusion models.
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Table 1. Summary of visual and multimodal deepfake detection studies, included to situate the visual detection methods
reviewed in this paper within the broader deepfake detection landscape.

No. Subject / IT domain Year Ref.
1. Deepfake Detection, Deep Learning Survey 2024 [24]
2. Multimodal Fusion, Advanced Machine Learning Detection 2023 [25]
3. Audio-visual Fusion, Deep Learning 2024 [26]
4. Deepfake Definitions, Performance Metrics & Dataset Meta-Review 2024 [27]
5. Digital Forensics, AI Evaluation 2023 [28]
6. Visual Media Forensics, Deepfake Overview 2020 [29]
7. Spatial-Temporal Transformer, Deepfake Video Detection 2023 [30]
8. Face Forgery Detection, Generalization & Robustness 2023 [31]
9. Spatial-Frequency Relation Reasoning, Deepfake Detection 2023 [32]
10. High-Frequency Fine-Grained Transformer, Face Forgery 2023 [33]

• Analysis of Adversarial Threats and Artifacts: We
explore adversarial strategies used to enhance
the realism of synthetic content and scrutinize
critical manipulation traces, such as facial texture
distortions, physiological signals, and image
inconsistencies.

• Categorization of Detection Methodologies: We
systematically classify deep learning-based
detection methods into CNN-based,
transformer-based, and frequency-domain
approaches, evaluating their performance,
robustness, and limitations.

• Evaluation and Generalization Challenges: We
review benchmark datasets and commonly used
evaluation metrics, explicitly addressing the
major challenges models face when attempting
to generalize across diverse types of deepfake
content.

• Future Research Avenues: We outline key
prospective research directions, highlighting the
importance of explainable AI and self-supervised
learning to shape future advances in visual
deepfake detection.

2 Background and motivation
This section is divided into two parts. On the one hand,
Section 2.1 explains the role of visual intelligence in
deepfake detection. On the other hand, Section 2.2
focuses the survey methodology and selection criteria
used in this review.

2.1 Motivating the Role of Visual Intelligence in
Deepfake Detection

Before expanding on the technical mechanisms of
deepfakes presented in the following sections, it is
important to understand the broader technological
shift that has enabled their development [38].
Deepfakes are part of a larger trend of AI-driven

synthetic media, content generated by machine
learning models to replicate, simulate, or fabricate
realistic visuals and audio. Although Generative
Adversarial Networks (GANs) have become the
most well-known and effective tools for creating
deepfakes, the issue extends beyond the models
themselves. The primary concern with deepfakes
is not their technical sophistication per se, but
their potential to cause harm and disrupt society—a
concern documented from societal and legislative
perspectives [39]. These fabricated media files
challenge our ability to distinguish real from fake and
erode digital trust across multiple domains—from
political misinformation to military deception, digital
fraud, and identity theft. The breadth of this threat
is reflected in the rapidly expanding diversity of
manipulation techniques, which now encompasses
over 40 distinct generation methods as documented in
large-scale detection benchmarks [40], and continues
to grow, as documented in early surveys of deepfake
technology emergence [41] and confirmed by the
most recent comprehensive generation and detection
surveys [44]. For instance, in the United States,
the threat of deepfake videos targeting political
figures and electoral processes has been a growing
concern, with scholars warning of their potential
to suppress voter participation and undermine
democratic integrity [42]. In Europe, synthetic voice
imitations have been used to impersonate well-known
CEOs and authorize fraudulent wire transfers, as
documented in threat scenario analyses of synthetic
media in financial systems [43]. Similarly, in various
regions, manipulated videos of public figures have
emerged on social media platforms, inciting political
tensions and undermining public trust in authentic
visual content—a phenomenon whose technical
underpinnings are comprehensively surveyed across
generation and detection dimensions in the recent
deepfake literature [44], and whose real-world
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political consequences have been documented in
studies showing that synthetic video erodes trust
and amplifies deception [45]. As time progresses
and these tools become more advanced, synthetic
content will grow in realism, making it increasingly
difficult to detect through conventional means. In
this context, visual intelligence, the use of computer
vision and AI to interpret, analyze, and understand
the properties of visual content, becomes a critical
factor for military situational awareness and threat
assessment in mitigating the risks posed by deepfake
technologies.

Visual intelligence is not just another buzzword
or a one-size-fits-all solution. Unlike audio-based
or metadata-level analysis, it focuses directly on
the image and video content itself, examining
the fine-grained patterns relevant to military-grade
image and video analysis that are often difficult
for the human eye to detect. It is, therefore, not
only a tool for validating human judgment but
also a means of extending human capability in
monitoring and understanding deepfakes. This
includes pixel-level monitoring of inconsistencies,
unnatural facial movements, lighting mismatches, and
temporal anomalies across video frames [25].

Modern visual intelligence techniques, derived from
the deep learning domain, particularly convolutional
neural networks (CNNs), transformers, and hybrid
architectures, are capable of identifying both spatial
and temporal cues from large volumes of labeled
and, in some cases, even unlabeled, media datasets.
A major area of focus is the study of visual
artifacts and frequency domain analysis, which
involves detecting signal distortions introduced
during the synthesis process that are not always
identifiable through spatial domain analysis alone [46].
Additionally, physiological signal analysis is an
emerging field that involves studying involuntary
human signals such as heartbeat-induced skin
tone changes, facial micro-expressions, and gaze
dynamics [47, 48]. These signals are extremely difficult
for generative models to replicate accurately, which
makes them a promising direction for future detection
systems due to the uniqueness of human emotional
and physiological responses. Figure 1 illustrates
the processing pipeline from multimodal inputs
(images, video, audio) through feature extraction
and domain-specific analysis (spatial, temporal,
frequency, and physiological cues) to interpretable and
robust decision-support outputs. The interpretability
component represents explainability mechanisms at a

conceptual level and does not correspond to a specific
saliency or attribution method.
Specifically, the diagram illustrates the end-to-end
processing pipeline: multimodal inputs (images,
video, and audio) undergo feature extraction across
spatial, temporal, frequency, and physiological
domains. These cues are processed by detection
models (CNNs, Transformers, and Frequency-based)
to produce interpretable and robust decision-support
outputs, ultimately classifying media as real or fake
while providing confidence scores and explainable
visual grounding.
Furthermore, instead of relying solely on black-box
models that produce binary outputs (real/fake), it
is important to consider visually grounded models
that highlight exact regions or temporal segments
where anomalies are detected. This approach supports
human oversight by providing visual explanations and
can help establish and rebuild trust in applications
that are heavily scrutinized civilian and military
applications, such as journalism, law enforcement, and
digital forensics [49].
The core challenge at hand is achieving real-time,
explainable, and scalable detection. As such, this
paper aims to explore this challenge in depth and
provide insight into adaptive approaches in visual
intelligence for deepfake detection. It also explains the
most promising current methods while allowing the
reader to assesswhether these tools and techniques can
help address the ongoing arms race between content
generation and the detection of so called deepfake
media.

2.2 Survey Methodology and Selection Criteria
To ensure a comprehensive and objective review of the
deepfake detection landscape, a systematic search was
conducted across major academic databases, including
IEEE Xplore, ScienceDirect, ACM Digital Library, and
arXiv.
• Search Keywords and Time Window: The search

focused on publications between 2019 and 2026,
using primary keywords such as "Deepfake
Detection," "Visual Intelligence," "Generative
Adversarial Networks (GANs)," and "Adversarial
Machine Learning".

• Inclusion and Exclusion Criteria: Studies
were included if they proposed novel
detection architectures (CNN, Transformer,
or Frequency-based), provided empirical results
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on benchmark datasets (FF++, Celeb-DF, DFDC),
or addressed critical adversarial challenges.
Purely social-science-oriented studies without
technical implementation were excluded to
maintain the focus on visual intelligence.

• DataAggregation andConsistency: Regarding the
performance metrics reported in the comparative
performance analysis presented earlier in this
paper, results are compiled from studies utilizing
standardized evaluation protocols. To maintain
consistency, we prioritized results obtained
from high-quality (c23) or raw data splits and
standardized metrics (AUC/EER) to ensure
that the comparative analysis reflects a reliable
"apples-to-apples" assessment across different
architectural approaches.

3 Definition and characteristics of deepfakes
To define the term, deepfakes refer to synthetic
media generated using deep learning algorithms,
primarily Generative Adversarial Networks (GANs)
and autoencoders. These media types are mainly
produced in the form of images, videos, and audio
files. The term itself combines “deep learning” and
“fake,” denoting AI-generated content that attempts to
convincingly replicate real people or real civilian and
military events. In most cases, deepfakes are created
to replace, simulate, or mimic human appearances and
voices in a way that produces hyper-realistic outputs,
making it extremely difficult to distinguish them from
genuine media. The key difference between deepfakes
and traditional computer-generated imagery (CGI) or
other visual effects is that deepfakes are data-driven:
they can be automatically generated from diverse
input datasets without requiring manual animation
or scripting. Their increasing realism has driven
the development of more generalizable detection
methods, such as those exploiting blending boundary
artifacts common to most face-swap pipelines [50],
while their applications simultaneously extend to
more serious societal concerns. As a result, the
realism achieved by these models, based on the
richness of the training data, often leads to outputs
that are nearly indistinguishable from authentic
audiovisual recordings. In recent years, facial
manipulation represents a particularly consequential
class of deepfake targeting public figures and military
officials, encompassing sequential manipulation steps
that detection systems must be capable of identifying
and reversing [51]. This includes face-swapping,
expression transfer, and full-face mimicry across

multiple video frames. Additionally, voice synthesis
has garnered increasing attention, particularly in
military impersonation scenarios. These voice-based
deepfakes not only replicate a person’s vocal tone but
also mimic their accent, cadence, and speech patterns;
when coupled with synthesized lip motion, the
resulting audio-visual forgeries expose cross-modal
inconsistencies that joint audio-visual detectors are
specifically designed to exploit [52]. As noted earlier,
the low barriers to entry due to the availability of
pre-trained models and open-source software have
made the creation of deepfakes easier than ever, while
making them correspondingly difficult to detect and
trace. Moreover, the multi-modality of deepfake
generation, i.e., the combination of facial, vocal,
and movement synthesis, enables the creation of
real-time deepfakes. The increasing complexity of such
multi-modal forgeries has correspondingly driven
the development of detection frameworks capable of
reasoning jointly across visual, audio, and motion
cues [53]. Although this currently requires high-end
hardware and computational resources, these are no
longer out of reach for the average user. As such, it is
now possible to conduct live manipulation of a target’s
identity or appearance during events or broadcasts, or
even military briefings.
Whether the intent is malicious or benign, the
applications and use cases of deepfakes are vast.
On the one hand, there are beneficial applications
such as educational simulations, where historical
figures are recreated for training or immersive learning
environments, or entertainment uses like parody
videos and special effects. On the other hand,
the potential harms may outweigh the benefits.
Nonconsensual adult content, political propaganda,
defamation, and identity fraud are increasingly
common and often more impactful than the legitimate
uses of this technology. We will further explore this in
the following chapters.
Deepfakes exhibit a range of characteristics that can be
analyzed through visual intelligence systems, such as:
1. Differences in visual artifacts relevant to
military media forensics: Inconsistencies such
as abnormal skin texture, irregular lighting, and
mismatched shadows around facial features often
occur briefly, usually in less than a second. These are
difficult to detect without advanced computer vision
techniques [54].
2. Temporal inconsistencies: Unnatural blinking
rates, inconsistent head movement, and lip-sync errors
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often become apparent over time. These are typically
identified through frame sequence analysis used in
military surveillance and video stream models such as
Recurrent Neural Networks (RNNs) and transformer
architectures [55].
3. Frequency domain anomalies: By operating in the
frequency domain, analysts can detect unnatural signal
patterns introduced during the synthesis process that
are not visible in the spatial domain; recent approaches
combine frequency-domain masking with spatial
interaction to further improve generalization [56].
4. Inconsistent biological signals: Deepfakes
often fail to replicate subtle human signals such as
involuntary eye movements, facial microexpressions,
and muscle dynamics. These cues are highly
individual and difficult for generative models to
reproduce [57].
5. Anatomical irregularities: Distorted or misaligned
features, such as fingers, ears, or limbs, are often
visible in deepfakes. These physical inaccuracies,
commonwhen body parts are rendered inmotion or at
unusual angles, have been documented in challenging
real-world deepfake collections and are among the
detectable indicators that automated systems are
designed to identify [58].
6. Compression and encoding artifacts: During
online distribution, the interaction between synthetic
data and compression algorithms can introduce visible
distortions. These artifacts serve as useful indicators
when analyzing media integrity [59].

4 Impact and Potential Threats: Scope and
Organization of the Survey

The consistent evolution of deepfake technologies,
combined with our limited understanding of their
broader impact, is closely associated with significant
future threats [60]. This section outlines the
dangers posed by deepfakes across nearly every
aspect of human activity, from social to political
and technological domains, and places the technical
contributions of deepfakes within a larger framework
of actions that will be further discussed in the
following sections. First and foremost, the entropy
of digital ecosystems, that is, the overwhelming
proliferation of synthetic content, introduces a
high degree of uncertainty in the verification of
digital content. This severely undermines the
value of digital evidence, especially in critical
contexts such as journalism, legal courts, and public
information sources. Another serious threat posed

Figure 1. Conceptual sensing and control framework for
visual intelligence-based deepfake detection: from

multimodal signal acquisition and feature extraction to
interpretable decision-support outputs.

by hyper-realistic synthetic data is its weaponization,
particularly in the realm of geopolitical influence
and military influence. Deepfakes can be used to
manipulate elections, fabricate diplomatic incidents
or false military escalations, and incite public
unrest—threats documented from both strategic and
legal perspectives [61, 62].

Additionally, there is a growing concern about the
erosion of accountability, examined here from a
digital governance and audit perspective [63]. The
emergence of highly convincing synthetic media may
give rise to “plausible deniability,” where even genuine
offensive acts can be dismissed as fabrications. This
phenomenon, often referred to as the “liar’s dividend”,
allows wrongdoers to discredit authentic footage
in military accountability scenarios by claiming it
is fake. Simultaneously, traditional civilian and
military content moderation pipelines, including
keyword filtering and automated flagging systems,
are rapidly becoming obsolete and ineffective against
AI-generated visual content [64].

Another critical issue is the erosion of public
trust: GAN-synthesized faces are now rated as
indistinguishable from—and even more trustworthy
than—real faces, while viewers cannot reliably detect
deepfake videos yet remain overconfident in their
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ability to do so [65, 66]. As AI systems are increasingly
integrated into sensitive domains such as medicine
(e.g., for diagnostic imaging), education (e.g.,
intelligent tutoring systems), or military command
systems, skepticism and fear around their misuse may
overshadow their potential benefits. The legacy of
deepfake abuse may erode public confidence [67], as
empirical evidence shows that even trained human
observers struggle to reliably distinguish real from
synthetic political content, further undermining trust
in otherwise legitimate and beneficial applications of
AI. However, the core technical discussion of this paper
remains centered on visual intelligence and computer
vision-based detection.
Lastly, on a more technical note, this article draws
on methods from computer vision, signal processing,
and cognitive science to offer a more holistic
understanding of deepfake detection. It aims to
provide a cross-disciplinary perspective, focusing
on practical applications that demonstrate both the
robustness and the explainability of visual intelligence
systems in real-world scenarios. This work does
not constitute an empirical evaluation but rather
a comparative exploration of different models and
architectural approaches, highlighting their strengths
and limitations in addressing the deepfake challenge.

5 Overview of Deepfake Generation
This section provides an overview of core deepfake
generation mechanisms, beginning with widely used
techniques such as face swapping, face reenactment,
and audiovisual synthesis. We then review the
principal architectures underlying these systems,
including GAN-based models, autoencoder-based
methods, neural rendering approaches, and recent
diffusion models-highlighting how each contributes
to the visual realism of synthetic media. Finally,
we examine adversarial deepfake generation, which
enhances the ability of synthetic content to bypass
detection by civilian and military-grade detectors and
represents one of the most challenging developments
in modern deepfake creation.
We begin by introducing face-swapping techniques,
arguably the most iconic and widely recognized form
of deepfake generation, where a person’s face is
overlaid onto another individual’s body. This process
involves several steps, including facial landmark
detection, facial alignment, mask creation, and final
image blending. Deep learning models such as
autoencoders and GANs -which will be discussed
in more detail in subsequent sections- are typically

trained to reconstruct the facial features of both source
and target identities. The encoder component is
responsible for extracting facial features from the
source, while the decoder reconstructs them using the
spatial configuration of the target. Well-knownmodels
in this domain include StyleGAN [68], and FaceSwap
GAN [69]. More recent face-swapping approaches
incorporate attention mechanisms to preserve motion
constraints and improve realism [70]. These models
often utilize scale-consistent loss functions tominimize
identity distortion and facial expression mismatches.
Some lightweight architectures now enable real-time
implementation of face swaps for live streaming
and video conferencing applications, and military
communication applications [71].

Another important technique is face reenactment [72],
where facial expressions, movements, and even gaze
direction from one individual are transferred onto
the face of another person without replacing the
face itself. Unlike face-swapping, which changes
the visual identity of the subject, reenactment
preserves the target’s appearance while animating it
using the source’s motion dynamics. This process
is also known as motion transfer or expression
cloning; a comprehensive review of such reenactment
and expression-swap techniques is provided
in [73]. A widely known system in this area is
Face2Face [74]. Other advanced approaches employ
3D Convolutional Neural Networks (3D-CNNs) [75],
or neural rendering frameworks that leverage 3D
morphable model representations [76], to model
facial dynamics, often using facial action units
or dense optical flow across video frames—the
same behavioural signals that identity-based
detectors later exploit to protect world leaders from
reenactment-driven impersonation [77]. Applications
of this technology include subject-agnostic face
swapping and reenactment for visual dubbing
and animation [78], self-blended image synthesis
for advancing detection robustness [79], and the
development of multi-scale convolutional and
vision-transformer architectures for improved
deepfake detection [80], alongside proactive defence
strategies such as identity watermarking that exploit
these reenactment pipelines to embed protective
signals [81], as well as more concerning uses such
as journalistic manipulation [82, 128], or forensic
falsification [82].

A third category is full body synthesis [83],
encompassing a broad spectrum of generation
and detection methodologies, where the aim is to
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Figure 2. Defocus-based deepfake detection pipeline.
Top: RGB image → defocus blur map estimation → backbone for real/fake classification.

Bottom: defocus extractor + adder/classifier for real/fake artifacts.
As such, the illustration exploits generation models’ (GANs, autoencoders, etc.) failure to replicate optical blur.

replicate an individual’s entire physical appearance
and movements. These systems are significantly
more complex due to the need to model body
pose, skeletal motion, clothing dynamics, and
environmental interactions. Tools like OpenPose [84],
and DensePose [85], have become popular in recent
years for extracting detailed body pose data. Once the
pose is extracted, generative models synthesize each
frame to replicate the same set of actions. Generative
Adversarial Networks with temporal consistency
modules are often employed to reduce jittering and
preserve spatial structure [86]. Recent innovations
include Neural Radiance Fields (NeRF) [87],
and 3D-aware synthesis approaches that exploit
three-dimensional semantic representations—a
property that, crucially, also introduces inherent
spatio-temporal artifacts detectable within 3D
morphable model spaces [88].

Finally, audiovisual synthesis is a more traditional
deepfake generation method that focuses on
synchronizing synthetic speech with matching
facial and lip movements. These models combine
speech recognition and facial animation to produce
hyper-realistic outputs based on either text input or

real speech. This process involves encoding speech
signals using convolutional or transformer-based
architecture and decoding them into corresponding
lip motions and facial dynamics. Popular models
include Wav2Lip [89], and SyncNet [90], which
are capable of precise synchronization and even
mimicking emotional tone.

5.1 Common Deepfake Architectures
Although deepfake generation has traditionally
focused on generative models capable of synthesizing
hyper-realistic visual and auditory data, recent years
have seen the rapid evolution of deep learning
techniques in this space. Figure 2 illustrates
a defocus-based detection pipeline that exploits
visual artifacts often produced by principal deepfake
generation architectures, such as inconsistent blur
in GAN-based, autoencoder-based, neural rendering,
and diffusion-based approaches.
This dual-stream architecture highlights how detection
systems exploit the technical limitations of generation
models (such as GANs and autoencoders) in
replicating natural optical blur. Top: A single-stream
approach where an RGB image is used for defocus blur
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map estimation before passing through a backbone
for classification. Bottom: A multi-feature approach
utilizing a defocus extractor and a feature adder
to identify subtle synthetic artifacts. The pipeline
specifically targets inconsistent blur patterns that
often appear in AI-generated facial textures and
backgrounds.
The primary technologies that underpin deepfake
synthesis include Generative Adversarial Networks
(GANs) [91], autoencoder-based architectures [92],
and neural rendering systems [93], with diffusion
models emerging as one of the most promising recent
developments. To avoid repetitive explanations and
provide a clear overview, we present a structured
comparison of these core architectures:
• Generative Adversarial Networks (GANs) [94]:

As introduced earlier, and comprehensively
surveyed in the literature, GANs utilize an
adversarial mechanism that is highly effective
for face generation, style transfer, and domain
adaptation. Variants like StyleGAN [95],
CycleGAN [96], and StarGAN [97], allow
for enhanced control over facial attributes,
expressions, and lighting. Limitations: They are
known to suffer from training instabilities [98],
and issues such as mode collapse [99], making
them less reliable for high-resolution outputs.

• Autoencoder-based Architectures (see also the
detection taxonomy in [22]): These methods
compress input data into a latent representation
via an encoder and reconstruct it using a decoder.
In face-swapping, dual autoencoders share
a common encoder but use identity-specific
decoders to project different identities while
preserving facial geometry. As for their
advantages and respective limitations, they
are valued for training stability and lower
computational requirements compared to
GANs [100], but tend to produce blurrier outputs,
particularly in textures like skin or under dynamic
lighting.

• Neural Rendering [101]: Combining classical
graphics pipelines with deep neural networks,
this approach offers greater control over
geometry, lighting, and camera parameters.
Notable examples include deferred neural
rendering [102], neural textures, and volumetric
scene representations. Advantages: They are
particularly well-suited for 3D-aware generation,
ensuring viewpoint consistency and supporting

multi-angle synthesis.
• Diffusion Models [103]: These models gradually

add noise to training data and learn to reverse
the diffusion process to reconstruct clean content.
Notable examples include DDPM and Stable
Diffusion [12], which demonstrate state-of-the-art
visual quality. As for their advantages and
respective limitations, they offer more stable
training and broader diversity thanGANswithout
mode collapse. Although computationally
intensive, advancements like DDIMs [104], and
rapid improvements in GPU processing power
under Huang’s Law [15], are enabling more
practical deployment.

5.2 Adversarial Deepfake Generation
Adversarial deepfake techniques play a significant
role in the deepfake ecosystem, both in terms of
enhancing the fidelity of generated media and actively
challenging detection mechanisms. These techniques
are central to the ongoing “arms race” between
generation and detection systems. Generative AI
has increasingly been weaponized both as a tool for
creating deceptive content and as a means of actively
probing and defeating biometric recognition systems,
with face recognition representing one of the primary
targets of such adversarial exploitation [105], driving a
cycle of escalation in which each advance in generation
capability demands a corresponding response from
detection research.
One key application is adversarial robust deepfake
synthesis [106], where the generative model is
trained not only to produce realistic content but
also to maintain its believability under various
transformations. These transformations may include
compression, scaling, or partial occlusion of the
audiovisual input. This robustness is typically
achieved through adversarial loss functions that
incorporate feedback not only from the discriminator
but also from auxiliary detection networks. These
auxiliary networks simulate what a detection system
is likely to analyze and highlight, and the generator
is optimized to avoid triggering those indicators,
effectively embedding a counter-detection mechanism
into the synthesis process.
Moreover, adversarial techniques are used to enhance
perceptual realism by incorporating multi-objective
loss functions [107], a design paradigm established in
high-resolution image synthesis frameworks where
adversarial, feature-matching, and perceptual losses
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Table 2. Contextual overview of selected audio and multimodal deepfake detection surveys, included to situate visual
deepfake detection within the broader synthetic media landscape.

Approach Characteristics Advantages Limitations
CNN-Based Analyzes spatial features and

local artifacts (textures).
High spatial Accuracy;
Efficient.

Weak temporal Consistency; Noise
sensitive.

Transformer Uses self-attention for global
temporal context.

Detects lip-sync and
blinking anomalies.

High compute; Slow inference.

Freq. Domain Detects artifacts in the
frequency domain (DCT).

Exposes visually
flawless manipulations.

Weak against compression.

are jointly optimized. These may include perceptual
loss [108] and identity-preservation constraints,
which are particularly critical given the forensic and
privacy implications of identity manipulation in
synthetic media [109], as well as feature matching loss,
which aligns intermediate CNN feature distributions
between generated and real images [107], a design
consideration of particular relevance to detection
systems deployed in national security contexts [110].
Such losses allow the generator to better capture
fine-grained identity and texture features, while
simultaneously learning to bypass common detection
patterns. Another use of adversarial methods involves
pixel-level perturbations, which can cause machine
learning–based detectors to misclassify fake content
as real. The effectiveness of such frequency-level
perturbations has been empirically demonstrated
even against detectors specifically hardened to resist
them [111], revealing the difficulty of building
robustness against perturbation-based evasion.
These adversarial perturbations can be applied post
hoc to already generated deepfakes, making them
resistant to classifiers without significantly affecting
their visual integrity. Understanding precisely
how such perturbations affect detector decisions
has motivated parallel work on perturbation-based
explainability methods, which use adversarially
generated samples to probe and improve the
interpretability of detection models [112]. Such
perturbations are particularly effective at deceiving
CNN-based classifiers or frame-level analysis tools.
Recent work has demonstrated that transferable
adversarial attacks—where perturbations crafted to
fool one detection model remain effective against
others with different architectures or training
data—pose a practical threat to visual deepfake
detectors: black-box and universal perturbations have
been shown to bypass the winning DFDC detectors
while surviving image and video compression [113].
These emerging methods are especially promising, as
they enable adaptive responses to detection threats
in real time. For instance, adversarial patches can

be dynamically applied to deepfake content, and
self-supervised evasion training allows the generative
model to become aware of and adapt to existing
detection frameworks. The newest generation of
adversarial tools moves beyond surface-level feature
manipulation and exploits the uncertainty inherent
in detection systems to craft more effective evasion
strategies. In response, detection frameworks have
begun to incorporate ensemble-based uncertainty
estimation as a countermeasure [114], aggregating
predictions across multiple models to reduce the
exploitable confidence gaps that adversarial inputs
typically target. As deepfake generation becomes
more sophisticated, adversarial techniques will
likely remain a critical component in the ongoing
development of both offensive and defensive strategies
withinmilitary, industrial or other AI-generatedmedia
landscapes.

5.3 Comparative Performance Analysis of Visual
Deepfake Detectors

To provide a clear and structured overview of the
primary deep learning-based detection methodologies
discussed in this study, Table 2 summarizes the
key characteristics, advantages, and limitations of
CNN-based models, transformer-based approaches,
and frequency-domain techniques.
Beyond these general characteristics, the operational
robustness of specialized detection modalities is
heavily contingent on environmental conditions and
post-processing. For frequency-domain methods,
it is empirically observed that while they excel at
identifying upsampling and interpolation artifacts,
their performance often degrades under heavy lossy
compression (e.g., JPEG or H.264), which can mask
high-frequency synthetic fingerprints. These methods
assume that the underlying grid of the synthesis
process remains detectable, an assumption that holds
true in prior reports for high-bitrate media but
becomes fragile in social media distribution scenarios.
In contrast, physiological-cue methods, such as those

186



ICCK Transactions on Sensing, Communication, and Control

monitoring heart-rate induced skin tone changes
or gaze dynamics, are theoretically more resilient
to adversarial pixel perturbations as they rely on
high-level biological consistency. However, empirical
evidence suggests thesemethods are highly sensitive to
resizing and low-resolution inputs, which can destroy
the subtle temporal signals required for accurate
biological estimation. These robustness profiles
are derived from a combination of prior forensic
reports and the comparative analysis of cross-dataset
performance benchmarks presented in this section.
To facilitate a clearer understanding of the data
landscapes used to train and validatemodern detection
models, we provide a structured summary of the
most prominent deepfake datasets. These benchmarks
represent a progression from early, manually-intensive
manipulations to large-scale, AI-driven forgeries that
present significant generalization challenges:
• FaceForensics++ (FF++) [115]: Released in

2019, this dataset contains 1,000 original videos
with 4,000 manipulated versions covering four
techniques: FaceSwap, DeepFakes, Face2Face,
and NeuralTextures. It is particularly useful for
evaluating models against different compression
levels, though detectors often overfit to its specific
manipulation methods.

• Celeb-DF (v2): A 2020 dataset featuring 5,639
high-quality deepfake videos generated using
advanced GAN-based face swapping. It was
specifically designed to reduce visual artifacts,
representing a significant jump in realism that
makes traditional boundary-based detection
difficult [116].

• Deepfake Detection Challenge (DFDC): One
of the largest available benchmarks (2020),
consisting of over 100,000 videos with diverse
ethnic backgrounds, lighting, and resolutions.
It presents extreme challenges for models due
to high variability and real-world recording
conditions that mimic social media environments.

• UADFV: A 2019 benchmark focusing on early
face-swapping (FakeApp), containing 49 real
and 49 fake videos. While smaller in scale, it
remains a key resource for researchers focusing on
physiological inconsistencies, such as unnatural
blinking rates.

Figures 3 and 4 provide a literature-based comparative
summary of reported detector performance on
commonly used benchmarks such as FF++, Celeb-DF,

and DFDC. These results are not reproduced
experimentally by the present study; rather, they are
compiled from prior published works, including [117],
and are presented here solely to illustrate comparative
trends across the literature under broadly comparable
evaluation settings.

Figure 3. AUC comparison of top deepfake detectors on
FF++, Celeb-DF, and DFDC. Higher AUC shows better

separation of real vs. fake videos.

Figure 4. EER comparison of top deepfake detectors on
FF++, Celeb-DF, and DFDC. Lower EER means better
accuracy where false positives equal false negatives.

To complement the trend-level comparisons in
Figures 3 and 4, Table 3 presents a structured summary
of representative detector performance under a
standardised cross-dataset protocol, illustrating
how different architectural families—CNN-based,
transformer-based, and frequency-domain
methods—trade off intra-dataset accuracy against
cross-dataset generalisation. Notably, while
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Table 3. Comparative performance of representative visual deepfake detectors on FF++ (c23), Celeb-DF, and DFDC
benchmarks. AUC values (%) are reported under the standard protocol of training on FF++ (c23) and cross-dataset
testing, unless otherwise noted. − denotes not reported under this protocol in the original study. † denotes training on

Blended Images (BI) rather than FF++, per the original paper’s experimental design.
Method Type Year FF++ AUC Celeb-DF AUC DFDC AUC
Xception [115] CNN 2019 99.7 65.3 −
Face X-ray† [50] CNN (boundary) 2020 87.4 80.6 80.9
ISTVT [30] Transformer 2023 99.3 67.5 69.8
F2Trans [33] Freq.+Transf. 2023 − 89.9 −

Xception [115] achieves near-perfect AUC on FF++
(c23), its cross-dataset performance onCeleb-DFdrops
sharply to 65.3%, underscoring the generalisation gap
that motivates much of the subsequent research. Face
X-ray [50], trained on blended images rather than
manipulation-specific data, substantially narrows this
gap, confirming the value of manipulation-agnostic
training strategies. Transformer-based (ISTVT [30])
and frequency-domain-enhanced (F2Trans [33])
approaches demonstrate improved cross-dataset
performance, reflecting the architectural progression
discussed throughout this section.

To ensure these performance metrics are accessible
to readers across different disciplines, it is helpful to
define them in practical terms. The Area Under the
Curve (AUC) measures a model’s overall ability to
distinguish between genuine and manipulated videos.
A higher AUC percentage means the model is better
at correctly identifying real versus fake content, with
100% representing perfect accuracy and 50% indicating
random guessing. Conversely, the Equal Error Rate
(EER) represents the specific point where the system’s
false positive rate (incorrectly flagging a real video
as a deepfake) exactly matches its false negative rate
(failing to detect an actual deepfake). For the EER
metric, a lower percentage is better, as it indicates
the model makes fewer overall errors when balancing
these two types of mistakes.

The AUC and EER values presented in Figures 3
and 4 are compiled from established benchmarks
reported in recent literature, specifically focusing
on results achieved under standardized evaluation
protocols. To ensure a meaningful comparison,
the reported metrics for each model correspond to
testing on the high-quality (c23) or raw versions of
the FaceForensics++ (FF++) dataset, alongside the
test splits of Celeb-DF and the Deepfake Detection
Challenge (DFDC). While individual study settings
for frame sampling may vary slightly, the consistency
of these benchmarks allows for a reliable assessment
of how different architectures, such as CNNs and
Transformers, generalize across diverse synthetic

media distributions.

Finally, as for recent advancements in late 2025 and
early 2026, researchers have shifted the focus toward
more specialized detection challenges. Specifically,
emerging research has begun to address the unique
artifacts found in diffusion-based generative models,
which often lack the traditional upsampling patterns
found in GANs. Furthermore, the introduction of
3D-aware benchmarks and multi-disciplinary tools,
such as those from the vera.ai project, represents a
move toward more integrated, real-world forensic
toolkits. These latest developments emphasize the
transition from simple binary classification to more
nuanced, interpretation-heavy systems that combine
pixel-level forensics with broad contextual analysis.

Notwithstanding these advances, several critical open
challenges remain. Robustness against adversarial
deepfakes represents one of the most pressing
concerns [118, 119]: increasingly sophisticated
generation methods are designed not only to improve
visual realism but also to evade both human judgment
and automated detection systems [120, 121], a
phenomenon empirically confirmed by evaluations
showing that even publicly accessible detection tools
fail under realistic deployment conditions [122].
Adversarial tactics increasingly overlap with evasion
strategies that exploit visual identity manipulation,
against which identity- and context-aware detectors
have been proposed [123, 124], a challenge further
amplified by the broader societal disruptions
introduced by generative AI [121]. Many existing
detectors also suffer from limited cross-dataset
generalization [125], often performing well under
controlled benchmark conditions but degrading
significantly when exposed to unseen manipulation
techniques [126–128], compression artifacts [129],
noise [130], real-world recording variability [131],
or the multimodal forensic identification challenges
encountered across diverse real-world deployment
scenarios and social media platforms [132]. The
practical deployment of detection systems in
operational environments [133] further demands
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computational efficiency, explainability, scalability,
and near-real-time decision-making, compounded
by the need to move beyond binary classification
toward precise localization of manipulated regions
within images and videos [134]—a capability essential
for forensic analysis and accountability in domains
such as journalism [128], digital forensics [135], and
public communication, where synthetic political
video has been empirically shown to erode trust
and amplify deception [45]. These challenges are
especially consequential in education [120] and
security-sensitive environments, where false positives,
false negatives, and poor interpretability may have
serious consequences, motivating the development
of hardened detection architectures incorporating
both classical and quantum-resilient neural network
designs [136]. Future directions therefore include
robust multimodal detection, self-supervised and
transferable learning strategies, adversarially resilient
architectures, explainable AI [137], cross-domain
benchmarking [138], privacy-preserving detection
frameworks [139], and human-in-the-loop validation
mechanisms. An adjacent challenge warranting
future attention concerns the converging risks of
visual deepfakes and large language model-generated
content [140], whose joint exploitation increasingly
demands unified detection frameworks to support
trustworthy and deployable systems.

6 Conclusion
Deepfake technology has advanced rapidly, enabling
the creation of hyper-realistic synthetic media that
pose substantial risks to digital security, privacy, and
information integrity. This paper presents a detailed
examination of visual intelligence and computer vision
methodologies for deepfake detection, incorporating
recent developments in deep learning, adversarial
strategies, and feature extraction techniques. It reviews
major deepfake generation architectures, including
GANs, autoencoders, neural rendering, and diffusion
models, alongside adversarial approaches designed
to increase realism while evading detection. The
study also explores visual artifacts and manipulation
traces, assessing physical inconsistencies, digital
fingerprints, and physiological signals that serve as
key indicators for detection systems. Building on this,
we provide a comprehensive analysis of CNN-based,
transformer-based, and frequency-domain detection
methods, outlining their strengths, limitations,
and practical applicability. We further assess
benchmark datasets, evaluation metrics, and the
generalization challenges faced by current detectors,

and highlight emerging research directions such as
multimodal fusion, explainable AI, self-supervised
learning, and decentralized privacy-preserving
frameworks based on blockchain and federated
learning. Overall, this work serves as a valuable
resource for researchers and practitioners addressing
deepfake-driven misinformation, offering insights into
current advances and future challenges in adversarial
AI.

Despite the substantial progress achieved in visual
deepfake detection, several important research
challenges remain open, as outlined in the preceding
section. One of the most critical issues is robustness
against adversarial deepfakes, as increasingly
sophisticated generation methods are designed not
only to improve visual realism but also to evade both
human judgment and automated detection systems—a
phenomenon empirically confirmed by comparative
evaluations showing that even publicly accessible
detection tools fail under realistic deployment
conditions. Adversarial tactics increasingly overlap
with evasion strategies that exploit visual identity
manipulation, a challenge further amplified by the
broader societal disruptions introduced by generative
AI. In addition, many existing detectors still suffer from
limited cross-dataset generalization, often performing
well under controlled benchmark conditions but
degrading significantly when exposed to unseen
manipulation techniques, compression artifacts, noise,
real-world recording variability, or the multimodal
forensic identification challenges encountered across
diverse real-world deployment scenarios and social
media platforms. Another major challenge concerns
the practical deployment of deepfake detection
systems in operational environments, where methods
must be not only accurate, but also computationally
efficient, explainable, scalable, and capable of
supporting near-real-time decision-making. This
challenge is further compounded by the need to
move beyond binary classification toward precise
localization of manipulated regions within images
and videos—a capability essential for forensic
analysis and accountability. This is especially
important in domains such as journalism, digital
forensics, public communication, education, and
security-sensitive environments, where false positives,
false negatives, and poor interpretability may have
serious consequences, motivating the development
of hardened detection architectures incorporating
both classical and quantum-resilient neural network
designs. Future research should therefore focus
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on robust multimodal detection, self-supervised
and transferable learning strategies, adversarially
resilient architectures, and more realistic evaluation
settings that better reflect practical deployment
conditions. Greater emphasis should also be placed
on explainable AI, cross-domain benchmarking,
privacy-preserving detection frameworks, and
human-in-the-loop validation mechanisms. While
the present survey focuses on visual intelligence,
an adjacent challenge warranting future attention
concerns the converging risks of visual deepfakes and
large language model-generated content, whose joint
exploitation increasingly demands unified detection
frameworks to support trustworthy and deployable
systems.
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