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Abstract
A Novel simulation framework using autonomous
drones is used to locate and reduce unauthorized
drones in interior environments. The recommended
method uses Received Signal Strength Indicator
(RSSI) to identify an alien agent drone, which has
different signal characteristics than the approved
swarm of UAVs. Real-time threat detection is
possible with this technology. After detecting the
drone, the swarm organizes itself to encircle and
contain it for 20 seconds, rendering it immobilized,
before the swarm returns to its original formation.
This unique solution uses RSSI to quickly identify
and mitigate enclosed area concerns. It provides
a reliable and effective indoor drone security
solution. The simulation results show that the
approach works in critical environments such as
warehouses, laboratories, and other secure indoor
facilities. This study advances unmanned aerial
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1 Introduction
In recent years, drone technology has grown globally.
Technological advances have expanded drone uses
to indoor and outdoor use. These applications
include security, entertainment, infrastructure
inspection, rescue, and leisure [1–3]. Most of these
applications require drones to operate autonomously
or substantially autonomously. Autonomous drone
flight requires continuous position tracking for safety
and efficiency. Ground control stations or supporting
equipment accurately locate the drone and send this
information to its internal navigation system [4]. A
single drone can do small-scale tasks, but size, sensor,
and computational limits make handling large-scale
missions difficult. Using numerous drones reduces
mission failures, shortens operational times, and
allows for multitasking. A comprehensive survey of
UAV civil applications and key research challenges
confirms that multi-UAV systems are increasingly

Citation
Abro, G., E., M., Ali, Z., A. & Abdallah, A., M. (2024). Signal
Strength-Based Alien Drone Detection and Containment in Indoor
UAV Swarm Simulations. ICCK Transactions on Intelligent Systematics,
1(2), 69–78.
© 2024 ICCK (Institute of Central Computation and Knowledge)

69

http://dx.doi.org/10.62762/TIS.2024.807714
http://crossmark.crossref.org/dialog/?doi=10.62762/TIS.2024.807714&domain=pdf
https://orcid.org/0000-0003-1874-1889
https://orcid.org/0000-0002-9365-7364
https://orcid.org/0000-0001-8173-1179
http://dx.doi.org/10.62762/TIS.2024.807714
mailto:Mustafa.abro@ieee.org


ICCK Transactions on Intelligent Systematics

adopted across diverse mission scenarios [5]. They
improve drone coordination, collective intelligence,
and adaptation to changing environments. The Swarm
design improves drone resilience and adaptability for
mission requirements. A swarm of drones denotes
a synchronised assembly of autonomous aerial
vehicles that work in unison, exchanging data and
responsibilities to accomplish a shared goal. Swarm
operations are most effective when each drone can
autonomously take off, do its duty, and return to base
without human involvement [6].

Figure 1. UAV swarm technology types.

In a swarm, drones make judgments based on
information from nearby neighbors. Figure 1
displays market-available UAV swarm technology.
In a centralized semi-autonomous swarm, drones
depend on a central controller for decision-making,
synchronised restricted autonomy for local activities,
hence rendering it susceptible to controller
failure. A decentralized semi-autonomous swarm
allocates control among drones, facilitating local
decision-making and enhancing resilience, yet still
necessitates external input for overarching tasks.
A decentralized, completely autonomous swarm
functions without human oversight, with each
drone making independent, real-time decisions to
guarantee dynamic task distribution, self-sufficiency,
and adaptability during missions. A sophisticated
control system is needed to detect an alien drone
in an enclosed space. This system must be able to
give accurate instructions to one agent drone and
coordinate multiple agents in real time. This system
uses agent-specific controllers and a central server to
calculate moves and combine data [7, 8].

Outdoor, global position sensor (GPS) and

inertial measurement units (IMUs) are utilized
to track the drone’s whereabouts. This strategy
is impractical indoors and where GPS signals are
lacking. Vision-based drone localization in locations
without GPS signals has significant limitations.
Drone flying vibrations may degrade image data and
cause inaccurate position estimates. Vision-based
methods also degrade in low light or when the
drone’s view is blocked, reducing location accuracy,
and high-resolution cameras with real-time data
processing require expensive hardware. An alternative
and cost-effective approach leverages radio frequency
(RF) signals for drone detection and identification:
by analyzing the signal characteristics of each
agent in the network, unauthorized drones can be
identified through hierarchical learning applied to RF
fingerprints [9], which forms the conceptual basis for
the RSSI-based detection strategy adopted in this work.
Preventing accidents, processing restrictions, and
faulty GPS signals make UAV movement in dynamic
indoor environments harder. A quadrotor UAV
autonomous control system is introduced in this work.
The system uses on-board sensors and Received Signal
Strength Indicator (RSSI)-based relative localization
for real-time navigation, collision avoidance, and
alien agent recognition without external localization
equipment. A control center processes information
for all drones in the swarm. This centralized control
makes drone management robust. This architecture
lets the system use data from all UAVs to make the
best decisions and function well. When the swarm
detects a hostile drone, they form a circle around it
to slow it down. The study aims to improve indoor
drone security through the creation of an innovative
simulation framework that uses autonomous drones
to identify and eliminate unauthorized or alien drone
agents in enclosed spaces. The issue pertains to
the escalating danger of alien drones penetrating
critical indoor environments, including warehouses,
laboratories, and guarded buildings. Conventional
security protocols find it challenging to address the
intricacies of real-time threat identification in these
environments, especially with the rising presence
of unmanned aerial systems (UAS). The suggested
approach utilizes Received Signal Strength Indicator
(RSSI) technology to identify unauthorized drones
based on their signal attributes, enabling a swarm of
authorized UAVs to automatically discover, encircle,
and neutralize the invader. This study offers a strong
security solution while enhancing swarm intelligence
and autonomous drone functionalities for essential
interior settings.
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The subsequent sections of this document are
organized in the following manner. Section 2 provides
an overview of the existing research on the UAV
swarm. Section 3 explores the technique utilized in
this investigation. Section 4 provides an exposition of
the findings and analysis of the study. The paper is
concluded in Section 5.

2 Related Research Work
With an emphasis on spotting possible dangers, this
section examines the pertinent studies on the use of
UAVs in swarm topologies for interior reconnaissance
missions. The conversation is structured based
on the subsequent research domains: The topics
of interest discussed within this section are: (a)
coordination of UAV swarms, (b) exploration in
indoor environments, (c) avoiding collisions, and (d)
identifying threats. UAV swarms are an innovative
method of utilizing drone technology, where
numerous drones work together and synchronize
their operations to accomplish shared objectives.
The utilization of this cooperative strategy provides
notable benefits compared to individual drones,
resulting in the rapid expansion of research in
the field of UAV swarms. Recent research has
surveyed the fundamental challenges and constraints
of micro air vehicle swarms [10], while military
applications of UAV swarm technology have also
been analyzed [11], collectively demonstrating the
broad scope and growing maturity of swarm drone
systems. Recent research has focused on velocity
and location estimates for indoor and GPS-denied
localization [12–14]. Vision-based algorithms
and sensor fusion are prominent indoor drone
localization and velocity estimation methods. Sensor
fusion integrates drone sensors to make accurate
estimates. IMUs, LiDAR, ultrasonic, infrared, and
RSSI sensors are examples. Youn et al. [15] provide
a novel navigation method for autonomous Micro
Aerial Vehicles. This system uses 2D LiDAR and
an RGB-D camera to correctly locate MAVs and
detect obstructions. The article shows the usefulness
of affordable sensors, but the RGB-D camera may
struggle in low light and the LiDAR range may be
limited in larger interior settings. Famili and Park [16]
use speaker-generated ultrasonic acoustic signals to
properly locate and move drones inside structures.
This method is cheaper than visual cue-based ones.

However, noise and interference can affect these
signals. Safaei and Sharf [17] use ultra-wideband
(UWB) signals to estimate indoor UAV velocity. They

solve noise and interference issues. It requires a
Vicon mission capture system as ground-truth, which
may not be available. The proposed solution was
tested experimentally. Another study [18] offers
using a microphone array to assess location and
velocity using acoustic inertial measurement. This
method outperforms UWB-based systems. Effective
collision avoidance is essential for UAV swarm
safety. Decentralized swarm navigation has been
proposed by Horyna et al. [20] for challenging
outdoor search and rescue missions. Similarly, Durdu
and Kayabaşı [21] employ consensus-based virtual
leader tracking to guide swarms toward targets
while preserving formation, achieving decentralized
coordination without relying on a physical leader UAV.
Beyond navigation and coordination, autonomous
UAV threat detection has also advanced significantly
through machine learning and computer vision. For
instance, Brust et al. [19] proposed a framework
that coordinates a swarm of “loyal wingman” drones
to autonomously and cooperatively defend against
threats by integrating finite state machines, behavior
trees, and advanced control techniques. Although
substantial progress has been made in UAV swarm
coordination, indoor navigation, collision avoidance,
and threat detection, effectively integrating all these
capabilities into a unified indoor swarm drone system
remains highly challenging.

This study presents a Fractional Order PID (FOPID)
autonomous control system to fill this gap. According
to MATLAB and Simulink software simulations,
the suggested system uses on-board sensors and
RSSI-based localization to travel indoors effectively
and detect hazards with appropriate algorithms,
enabling completely autonomous UAV swarm
operations for indoor threat assessment. Before one
may jump to methodology section, please understand
the concept of RSSI first. RSSI quantifies the power
level received by a wireless device from a transmitting
source, commonly employed in radio communications
to denote signal strength. It assesses the strength of
the signal between two devices, such as drones or
wireless transmitters. RSSI values can be utilized
to identify an alien drone by assessing the signal
intensity from unfamiliar or unauthorized sources. As
the drone approaches or retreats from the detection
system, the RSSI value varies, enabling the system
to approximate its distance. Utilizing a network
of several detectors, triangulation methods can
be applied with differing RSSI measurements to
accurately determine the position of the alien drone
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Figure 2. Block diagram of proportional-integral-derivative (PID) control system.

and monitor its trajectory. This approach effectively
identifies unauthorized drones or those not affiliated
with a recognized network.

3 Methodology
This paper proposes an automated swarm control
system that can detect and contain unauthorized
drones based on signal strength. Proportional-Integral
Derivative (PID) and Fractional Order PID (FOPID)
controllers activated by RSSI values control a fewUAVs
in an indoor setting. Alien drones are contained using
RSSI data. The suggested method uses a swarm of
RSSI-equipped UAVs to measure signal strength. Each
UAV may operate alone and communicate with others.
The control system has two phases. The RSSI-based
first stage is meant to detect alien drones. Second,
implement a containment strategy using PID and
FOPID controllers.

3.1 Detection Mechanism
The RSSI measurements are constantly examined to
identify any deviation from the anticipated range.
An alien drone is detected when the received signal
strength indicator (RSSI) value of any unmanned
aerial vehicle (UAV) deviates significantly from the
rest of the group. Let RSSIi be the RSSI value of the
i− thUAV. Thus, the detection criterion can be defined

as:
|RSSIi −RSSImean| > ∆RSSI (1)

where RSSImean is the average RSSI value of all
UAV s in the swarm and ∆RSSI is a predefined
threshold.

3.2 Control Design
Upon detection of an alien drone, the swarm control
system is activated to contain the detected drone using
PID and FOPID controllers.

The Proportional Integral Derivative (PID) controller
for each UAV is defined in equation (2) and the block
diagram is shown in Figure 2.

u(t) = Kpe(t) +Ki

∫ t

0
e(τ)dτ +Kd

de(t)

dt
(2)

where fractional order PID (FOPID) controller extends
the PID by incorporating fractional calculus, defined
as:

u(t) = Kpe(t) +KiD
−λe(t) +KdD

µe(t) (3)

where D−λ and Dµ are the fractional integral and
derivative operators, and λ and µ denote the orders
of the integrator and differentiator, respectively. The
block diagram has been shown in Figure 3.
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Figure 3. Block diagram of fractional order PID control
system.

4 Software Simulations
This section showcases the simulation outcomes of
the autonomous swarm control system, which utilizes
a PID and Fractional Order PID (FOPID) approach,
to detect and confine foreign drones by analyzing
RSSI values. The simulations are performed within
a MATLAB environment. This study simulates a
scenario in which a swarm of number of unmanned
aerial vehicles (UAVs) operates within a controlled
indoor environment. The UAVs are outfitted with
RSSI sensors to ascertain the signal intensity emitted
by other drones. The PID and FOPID controllers
are activated by RSSI values to identify and confine
any foreign drone within a circular arrangement.
The performance of both controllers is assessed
using various measures, including Detection Time,
Containment Time, Formation Stability, and Control
Effort. To optimize performance, PID and FOPID
controller parameters are modified. The optimized
parameters used in the simulations are listed in Table 1.

Table 1. Optimized parameters for PID and FOPID control.

Parameter Value (PID) Value (FOPID)

Kp 1.2 1.5
Ki 0.01 0.05
Kd 0.5 0.7
λ – 0.9
µ – 0.8

4.1 Containment Strategy
Upon detection of an alien drone, the containment plan
is immediately activated. The swarm of unmanned
aerial vehicles (UAVs) autonomously reconfigures into
a circular formation around the identified threat to
restrict its movement. Each UAV’s position within this

containment formation is precisely regulated using
either a PID or FOPID controller. The control input
for each UAV is computed based on minimizing the
error signal ej(t) to maintain the circular formation.
The overall methodology of the containment strategy
is illustrated in Figure 4.

The desired position coordinates for the j-th UAV in
the circular formation are calculated as:

xdesiredj = x0 +R cos

(
2πj

n

)
ydesiredj = y0 +R sin

(
2πj

n

)

where (x0, y0) represents the position of the alien
drone, R is the radius of the containment circle, and j
denotes the index of the UAV in the circular formation
(j = 1, 2, . . . , n).

The error signal for eachUAV,which serves as the input
to the controller, is computed using the Euclidean
distance between its current position and the desired
position:

ej(t) =
√

(xj(t)− xdesiredj)2 + (yj(t)− ydesiredj)2

(4)

The key performance metrics used to evaluate the
containment strategy, along with their symbols, are
defined in Table 2.

Table 2. Symbols and description of performance metrics.

Symbols Description

Ts Timestep in seconds
Td Detection time in seconds
Tc Containment time in seconds

RSSImax Maximum Value for RSSI
Stmeasure Stability measure
Ceffort Control Effort Measure

Prior to the detection of the unauthorized drone,
Figures 5 and 6 illustrate the control effort and
formation stability of the UAV swarm for PID and
FOPID respectively. The control effort, quantified
as the cumulative value of the absolute control
signals, demonstrates how the PID or FOPID controller
modifies the UAV positions to sustain the formation.
The initial positions of the 10 UAVs in the PID-based
swarm and their corresponding RSSI values over
the first 10 timesteps are visualized in Figure 7. At
first, the UAVs are placed in a 10 × 10 area in a
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Figure 4. Block diagram of proposed approach.

Figure 5. PID control effort and stability before alien drone detection.

Figure 6. FOPID control effort and stability before alien drone detection.
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Figure 7. PID-based UAV swarm and RSSI values before alien drone detection.

Figure 8. PID-based UAV swarm and RSSI after alien drone detection.

random manner, and their RSSI values experience
minor fluctuations caused by random noise. Each
drone’s control algorithm uses the average RSSI.

The formation stability is quantified by calculating
the standard deviation of the UAV positions, which
provides a measure of how consistently the swarm
maintains its formation. Figure 7 illustrates the
positions of the PID-based UAV swarm at timestep
10 after the detection of the alien drone. In addition, it
presents the RSSI values of the swarm throughout the
entire simulation. When the alien drone is detected,
indicated by a significantly higher RSSI value, the
swarm successfully forms a circular containment

formation around it at timestep 10. The containment
formation becomes fully stabilized within 20 seconds
(Tc = 20). The RSSI values indicate the moment
of detection and the subsequent stabilization process
as the UAVs adjust their positions. The simulation
results of the UAV swarm control system using
Fractional-Order PID (FOPID) are shown in Figures 8
and 9. Figure 8 presents the initial positions of the 10
Unmanned Aerial Vehicles (UAVs) within a 10 × 10
region, alongwith their correspondingReceived Signal
Strength Indicator (RSSI) values during the first 10
time intervals.

The Unmanned Aerial Vehicles (UAVs) are initially
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Figure 9. FoPID-based UAV swarm and RSSI before alien drone detection.

Figure 10. FoPID based UAV swarm and RSSI values after alien drone detection & circular formation (Click here to see
the video).

distributed in a random manner, and their Received
Signal Strength Indicator (RSSI) values experience
modest fluctuations because of noise. Figure 10
illustrates the positions of the UAVs and the RSSI
values during the whole simulation, with a specific
focus on the detection of the alien drone at timestep
10. The alien drone, which has a notably elevated RSSI
value, prompts the swarm to assemble in a circular
formation to enclose it. The RSSI values indicate the
occurrence of this detection event and the following
stabilization when the UAVs modify their positions.

The formation stability, as indicated by the standard
deviation of UAV placements, first declines because
of the rapid maneuver. However, it subsequently
stabilizes once the containment is achieved, so
showcasing the efficacy of the FOPID control system
in both preserving the formation and adjusting to new
demands. Whereas the control effort, quantified as
the cumulative value of the absolute control signals,

demonstrates how the FOPID controller modifies
the UAV positions in order to sustain the formation
in Figure 10. The slightly increasing control effort
of FOPID over time reflects its active adaptation
to maintain tighter formation precision, a trade-off
inherent to fractional-order controllers that prioritize
stability over control economy.

A comprehensive quantitative comparison of the PID
and FOPID controllers across all key performance
metrics is presented in Table 3. Table 3 summarizes
the results in terms of timestep, detection time,
containment time, maximum RSSI values, stability
measure, and control effort.

5 Conclusion
The comparative analysis of PID and FOPID
control algorithms for UAV swarm management
reveals FOPID’s distinct superiority in stability and
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Table 3. Performance metrics comparison for PID and
FOPID control strategies.

Control
Strategy

Performance Metrics
(in the presence of Alien Drone)

Ts Td Tc RSSImax Stmeasure Ceffort

PID

1 - - 61.23 0.56 12.3

2 - - 62.11 0.54 13.2

3 - - 60.75 0.57 12.8

– – – – – –

10 10 20 200 0.63 45.6

11 10 20 198.5 0.60 40.7

– – – – – –

30 10 20 195.2 0.55 35.2

FOPID

1 - - 61.23 0.60 12.6

2 - - 62.11 0.64 13.2

3 - - 60.75 0.67 12.6

– – – – – –

10 10 20 200 0.73 40.6

11 10 20 198.5 0.82 45.7

– – – – – –

30 10 20 195.2 0.87 45.9

confinement precision. Both systems successfully
identify and contain the alien drone; however, FOPID
demonstrates markedly superior stability metrics,
achieving a score of 0.87 by timestep 30, in contrast to
PID’s 0.55. Although it necessitates increased control
effort (reaching 45.9 by timestep 30, compared to PID’s
35.2), FOPID guarantees enhanced precision and
stability in swarm control, rendering it the superior
option for applications that require high reliability
and robust performance in dynamic settings. Its
improved stability and precision establish FOPID
as the optimal approach for preserving swarm
integrity and addressing anomalies, providing a
significant advantage over PID in advanced UAV
swarm operations.
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