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Abstract
The proliferation of deepfake technology poses
significant threats to digital media authenticity,
necessitating robust intelligent detection systems
to combat manipulated content. This paper
presents a novel attention-based framework
for deepfake detection that systematically
integrates multiple complementary attention
mechanisms to enhance discriminative feature
learning. Our approach combines spatial attention,
multi-head self-attention, and channel attention
modules with a VGG-16 backbone to capture
comprehensive representations across different
feature spaces. The spatial attention mechanism
focuses on discriminative facial regions, while
multi-head self-attention captures long-range
spatial dependencies and global contextual
relationships. Channel attention further refines
feature representations by emphasizing the most
informative channels for detection. Extensive
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experiments on FaceForensics++ and Celeb-DF
datasets demonstrate the effectiveness of our
progressive attention integration strategy. The
proposed framework achieves competitive
performance with 92.67% accuracy and 99.30%
Area Under the Curve (AUC) on FF++, while
maintaining solid generalization capabilities
with 82.35% accuracy and 82.7% AUC on the
challenging Celeb-DF dataset. Comprehensive
ablation studies validate the contribution of
each attention component and justify key design
choices, including the optimal 3×3 kernel size for
spatial attention. Comparison with state-of-the-art
methods demonstrates that our approach
achieves competitive detection performance
while maintaining architectural simplicity and
computational efficiency. The modular design
of our framework provides interpretability
and flexibility for deployment across various
computational environments, making it suitable for
practical artificial media detection applications.

Keywords: deepfake detection, multi-head self-attention,
synthetic media detection, facial manipulation detection.

1 Introduction
The rapid advancement of artificial intelligence
and generative technologies has revolutionized
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digital media creation, making sophisticated content
generation more accessible than ever before. While
these technological developments have democratized
creative expression and media production, they
have simultaneously enabled the emergence of
deepfake technology, raising critical concerns
about the authenticity and trustworthiness of
digital content. Deepfakes pose significant threats
across multiple domains, affecting the privacy and
security of individuals ranging from public figures,
celebrities, and politicians to ordinary citizens.
The proliferation of synthetic media facilitates the
spread of misinformation, enables sophisticated
fraud schemes, compromises personal security,
damages reputations, and fundamentally undermines
public trust in digital media, as comprehensively
documented in surveys covering both the creation
pipelines and detection methodologies of deepfake
systems [1]. Malicious actors increasingly exploit
these technologies for misinformation campaigns
across visual, audio, and textual formats, representing
a growing category of cybercrime with documented
societal and security impacts [2]. Consequently,
digital privacy preservation has become a critical
concern in contemporary society, with proactive
technical approaches such as deep learning-based face
de-identification representing one class of protective
countermeasures against identity misuse [3].
Deepfake technology further introduces novel ethical
dilemmas around consent, identity misuse, and
the erosion of reputational security that demand
systematic consideration [4]. To address these
challenges, robust deepfake detection (DD) systems
are urgently needed across various platforms
and applications. There is an imperative need to
develop reliable methods for both identifying and
disrupting synthetic content to safeguard security and
maintain confidence in digital media consumption.
Complementary to detection, adversarial approaches
that proactively disrupt deepfake generation
pipelines represent a parallel line of defense [5]. The
emergence of deepfake technology has fundamentally
transformed how facial features in images and videos
can be manipulated and synthesized [6, 7], leading
to a significant erosion of trust and safety in digital
media ecosystems. As the rapid proliferation of
synthetic visual media fundamentally reshapes
digital information ecosystems, with generation
techniques, detection methodologies, and benchmark
datasets all advancing in parallel [8], the impact
of deepfake technology on public perception and
decision-making processes has become profound.

Therefore, developing sophisticated neural networks
capable of accurately identifying synthetic content
is crucial for addressing the escalating security
and trust challenges in our digital-first world. This
necessitates the development of intelligent detection
systems capable of autonomous, adaptive, and
scalable decision-making—a challenge that lies at the
intersection of intelligent systematics and multimedia
security.

Current deepfake detection methodologies
predominantly focus on specific types of synthetic
manipulations. Das et al. [10] introduced a data
augmentation-based approach called Face-Cutout,
which removes irrelevant facial landmark information
and selectively extracts relevant features from
video frames. Agarwal and Farid [11] utilized the
OpenFace2 toolbox to extract facial landmark features,
combining them with action units to train a binary
SVM classifier for deepfake detection. The MesoNet
architecture [9] represents an end-to-end system
designed to identify synthetic Face2Face videos and
other deepfake variants. Furthermore, Bonettini
et al. [12] employed ensemble learning with four
different CNN architectures, incorporating data
augmentation techniques such as downsampling,
hue saturation adjustment, and JPEG compression
during training and validation to enhance model
robustness. Lee et al. [13] proposed the TAR (Transfer
Learning-based Autoencoder with Residuals)
approach, which leverages transfer learning and
autoencoder architectures to detect various types of
deepfakes. The effectiveness of autoencoder-based
architectures for deepfake detection has been
demonstrated through locality-aware representation
learning [14]. Despite these advances, evaluation
on real-world datasets, such as training on FF++
and testing on approximately 200 real-world videos
featuring 50 different celebrities, reveals the ongoing
need for more sophisticated detection methods. The
continuous evolution of generative technologies
necessitates intelligent advancements in detection
systems, incorporating large-scale training data,
progressive integration of attention mechanisms, and
effective fine-tuning strategies to enhance security
and maintain trust in digital content consumption.
To address these challenges and advance the
SOTA in deepfake detection, this paper presents
a novel attention-based framework that integrates
multiple complementary attention mechanisms for
enhanced synthetic content identification. The main
contributions of this work are as follows:
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• Progressive Multi-Attention Framework:
We propose a novel deepfake detection
architecture that sequentially integrates spatial
attention, multi-head self-attention, and channel
attention mechanisms with a VGG-16 backbone,
enabling progressive feature refinement across
multiple representation spaces for enhanced
discrimination capability.

• Dual-Pooling Spatial Attention Design: We
introduce an optimized spatial attention
module that combines global max and
average pooling with sequential 3×3 and
1×1 convolutions, specifically designed to capture
subtle manipulation artifacts in facial regions that
traditional methods often overlook.

• Systematic Design Validation: We provide
comprehensive ablation studies demonstrating
the individual contribution of each attention
component and validate key architectural choices,
including optimal kernel size selection and
attention module ordering, through rigorous
experimental analysis.

• Balanced Performance-Efficiency Trade-off:
Our framework achieves competitive detection
performance (92.67% accuracy on FF++, 82.35%
on Celeb-DF) while maintaining computational
efficiency and architectural interpretability,
making it suitable for practical deployment
scenarios where resource constraints are critical.

2 Related Literature
The proliferation of synthetic media has sparked
extensive research into deepfake detection
methodologies, with systematic and comprehensive
reviews of deep learning-based detection approaches
documenting the rapid evolution of both attack and
defense techniques across diverse manipulation
types [15]. Researchers have developed diverse
strategies to address the multifaceted challenges
inherent in synthetic content identification,
including multimodal fusion approaches that
leverage cross-modal interactions across visual,
audio, and identity cues to improve detection
under zero-shot conditions [16]. Early approaches
focused on behavioral analysis and the handcrafted
extraction of features. Their method extracts
190-dimensional features from 10-second video
segments processed frame by frame, subsequently
employing Support Vector Machines (SVMs) to
determine consistency with learned behavioral

patterns. While innovative, this approach requires
individual-specific model training and relies heavily
on manually engineered features, which may limit
its scalability and generalizability. The FakeCatcher
system [17] introduced a novel approach by analyzing
physiological signals extracted from three distinct
facial regions in authentic videos. This methodology
demonstrated particular promise for real-time
applications where user interaction is paramount.
Complementing this direction, Guera and Delp
[18] proposed a hybrid architecture combining
Convolutional Neural Networks (CNNs) for spatial
feature extraction with Long Short-Term Memory
(LSTM) networks to capture temporal dependencies.
However, their evaluation methodology, utilizing
randomly collected videos from diverse web sources
rather than standardized datasets, raises concerns
about the robustness and generalizability of their
findings.

Advanced detection techniques have emerged,
focusing on pixel-level analysis and architectural
innovations. Li and Lyu [19] proposed an early forgery
detection approach that exposes deepfake videos
by identifying face warping artifacts introduced
during the synthesis process. The MesoNet
architecture [9] represents a significant advancement
in end-to-end deepfake detection, employing stacked
convolutional layers designed explicitly for the
identification of synthetic content. Building upon
transformer architectures, Heo et al. [20] developed
a Vision Transformer (ViT)-based detection system
incorporating knowledge distillation techniques with
pre-trained EfficientNetB7 backbones. Their approach
processes patch-based representations extracted
through EfficientNet and feeds them to transformer
encoders trained on the DFDC dataset. Data
augmentation and feature selection strategies have
also received considerable attention. Das et al. [10]
addressed limitations in existing detection methods
through their Face-Cutout technique, which selectively
removes irrelevant facial landmark information while
preserving discriminative features from video
frames. Similarly, Wang et al. [21] demonstrated the
effectiveness of combining spatiotemporal attention
with 3D convolutional networks for robust deepfake
detection across diverse manipulation scenarios. The
DefakeHop methodology [22] employs successive
subspace learning for automated feature extraction
from various regions within manipulated images.
This approach utilizes channel-wise Saab transforms
followed by feature distillation through spatial
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Figure 1. Overall architecture of the proposed deepfake detection framework. The system takes facial images as input and
processes them through a VGG-16 backbone network, followed by three sequential attention mechanisms: Spatial
Attention (SA), Multi-Head Self-Attention (MHSA), and Channel Attention (CA), which emphasize discriminative
feature channels. The final classification output distinguishes between authentic and manipulated facial content.

dimensionality reduction and soft classification
mechanisms. Transfer learning approaches have
shown promising results in cross-domain detection
scenarios. Lee et al. [13] developed a transfer
learning-based autoencoder incorporating residual
connections to identify multiple deepfake variants,
achieving 89.49% zero-shot accuracy on evaluation
datasets. Wodajo and Melese [23] combined
CNN-based feature extraction with ViT architectures
for binary classification, where CNN-derived features
serve as inputs to subsequent prediction networks.
Nguyen et al. [24] provided a comprehensive survey
of deep learning methods for both deepfake creation
and detection, systematically reviewing architectures
spanning CNNs, autoencoders, GANs, capsule
networks, and transformer-based approaches across
image and video manipulation scenarios.

Ensemble methods and multimodal approaches have
emerged as effective strategies for improving detection
robustness. Bonettini et al. [12] implemented
ensemble learning utilizing four distinct CNN
architectures, incorporating data augmentation
techniques including downsampling, hue saturation
adjustment, and JPEG compression to enhance
model robustness against compression artifacts
and color manipulation in video forgeries. Recent
work has demonstrated that feature refinement
and enhancement networks can substantially

improve deepfake detection by progressively
suppressing irrelevant features while amplifying
manipulation-relevant signals [26]. Complementing
this, gradient regularization strategies have been
shown to improve the generalization of deepfake
detectors by reducing overfitting to dataset-specific
artifacts [27]. Prajapati and Pollett [25] introduced
MRI-GAN, a GAN-based detection framework
analyzing perceptual differences between authentic
and synthetic content. Their evaluation on DFDC
demonstrated 91% accuracy for frame-based models
and 74% for perceptual difference analysis. Multi-scale
feature processing has proven effective across
various computer vision applications. Researchers
are now also focusing on multimodal fusion
techniques. Mittal et al. [28] employed Siamese
networks to simultaneously learn audio-visual
feature representations, evaluating their approach
on both DFDC and Deepfake-TMIT datasets.
Spatiotemporal analysis has also gained traction
in deepfake detection research. Montserrat et al.
[29] leveraged spatiotemporal properties within
video sequences for detection, demonstrating
effectiveness on face-swap datasets like DFDC,
albeit with significant computational overhead
limiting practical deployment. De Lima et al. [30]
focused on convolutional architectures designed
to identify spatial and temporal artifacts specific
to GAN-generated content, exploiting the subtle
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inconsistencies inherent in synthetically generated
media. Despite these significant advances, substantial
opportunities remain for developing optimized
feature-driven visual intelligence systems capable of
effectively capturing the increasingly sophisticated
characteristics of modern deepfake technologies.

3 Proposed Methodology
This section outlines our comprehensive deepfake
detection framework, which combines convolutional
feature extraction with multiple attention mechanisms
to accurately identify synthetic facial content.
Our architecture follows a multi-stage pipeline,
comprising hierarchical feature extraction, spatial
attention, multi-head self-attention, and channel-wise
refinement, to effectively capture both subtle and
prominent artifacts introduced during deepfake
generation. The complete framework is illustrated in
Figure 1.

3.1 Feature Extraction with VGG-16
Our framework begins with feature extraction using
the VGG-16 network, a renowned model for image
classification. VGG-16 serves as a robust backbone
for learning hierarchical representations of facial
structures. Given an input image I ∈ RH×W×3,
it is processed through five convolutional blocks of
VGG-16, each containing multiple 3 × 3 convolution
layers followed by ReLU activations and max-pooling.
These blocks extract features from low-level textures
to high-level semantics:

Fconv = VGG-16(I; θvgg)

where Fconv ∈ RH′×W ′×D denotes the output
feature maps, and θvgg represents the pre-trained
parameters. The use of ImageNet-trained weights
provides a strong initialization, aiding in the detection
of pixel-level inconsistencies typical of deepfakes.
VGG-16’s architectural uniformity and small receptive
fields help retain fine spatial details, making it ideal
for detecting localized manipulations such as skin
inconsistencies, boundary artifacts, and abnormal
textural transitions.

3.2 Spatial Attention Module
We introduce a spatial attention mechanism to localize
and emphasize discriminative regions within the facial
image, as illustrated in Figure 2. This module enhances
important regions while suppressing irrelevant or
background areas. Given Fconv, we compute the

spatial attention map as:
Aspatial = σ (Conv1×1(ReLU(Conv3×3(Fconv))))

where Conv3×3 and Conv1×1 denote convolutional
layers of the corresponding kernel sizes, and σ is the
sigmoid activation function. The attended features are:

Fspatial = Aspatial � Fconv

3.3 Multi-head self-attention (MHSA)
We incorporate a Multi-head self-attention (MHSA)
module to model global relationships and long-range
dependencies within facial regions. We reshape
Fspatial into a sequence X ∈ RN×D, where N =
H ′ × W ′. For each attention head h, query (Q(h)),
key (K(h)), and value (V(h)) matrices are computed
as:
Q(h) = XW

(h)
Q , K(h) = XW

(h)
K , V(h) = XW

(h)
V

withW
(h)
Q ,W

(h)
K ,W

(h)
V ∈ RD×dk and dk = D/H forH

heads. The attention output per head is:

Attention(h) = softmax
(
Q(h)K(h)T

√
dk

)
V(h)

All head outputs are concatenated and linearly
projected:
Fmhsa = Concat(Attention(1), . . . ,Attention(H))WO

where WO ∈ RD×D is the output projection matrix.
Thismodule enables themodel to understand semantic
relationships across the face, which are critical for
identifying synthetic inconsistencies.

3.4 Channel Attention Module
We employ a channel attention mechanism to refine
features along the channel dimension. This module
emphasizes the most relevant channels that contribute
to deepfake detection, as shown in Figure 3. TheMHSA
output Fmhsa is reshaped back to RH′×W ′×D. Global
average pooling and max pooling are applied:

favg = GAP(Fmhsa), fmax = GMP(Fmhsa)

These are fed into a shared MLP with a reduction ratio
r:

Achannel = σ (MLP(favg) +MLP(fmax))

where the MLP structure is RD → RD/r → RD. The
refined feature map is:

Ffinal = Achannel � Fmhsa

This module allows the network to selectively amplify
feature channels that encode key artifacts such as
blending errors, texture mismatches, or abnormal
lighting.
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Figure 2. Detailed structure of the Spatial Attention module. The input feature maps undergo parallel global max pooling
and global average pooling operations to capture the most salient feature responses across spatial dimensions.

Figure 3. Channel Attention Module with Global Pooling and Shared MLP. The architecture employs both global max
pooling and global average pooling followed by a shared multilayer perceptron to generate adaptive channel weights for

feature refinement.

3.5 Classification and Training Strategy
The final feature representation Ffinal is pooled
globally and passed through a fully connected layer
for classification:

p = σ(Wfc ·GAP(Ffinal) + b)

where Wfc and b are the parameters of the
classification layer. Training is conducted using the
binary cross-entropy loss:

L = − 1

N

N∑
i=1

[yi log(pi) + (1− yi) log(1− pi)]

where yi is the ground truth label for the i-th image
and pi is the corresponding prediction. Our approach
effectively combines convolutional hierarchies with
spatial and channel attention, augmented by MHSA
for global context modeling. The synergy of these
components allows the framework to detect a wide
range of deepfake techniques, including face swapping
and facial reenactment, by leveraging both local and
global discriminative features.

4 Experiments
4.1 Experimental Setup
We evaluate our proposed method on two challenging
datasets: FaceForensics++ (FF++) [31] and
Celeb-DF [32]. FF++ is the most widely used forgery
dataset, containing 1,000 original real videos and
1,000 manipulated videos per manipulation method
across four forgery techniques (FaceSwap, Face2Face,
FaceShifter, and DeepFakes), yielding 5,000 videos in
total. Following the standard protocol [31], videos are
split into 720 for training, 140 for validation, and 140
for testing. Celeb-DF is generated via face swapping
for 59 pairs of subjects and includes 590 real videos
and 5,639 high-quality fake videos. All detected face
images are cropped and resized to a fixed resolution
of 224× 224 for consistency.

4.2 Evaluation Metrics
We employ several common metrics to evaluate our
method, including the Area Under the Receiver
Operating Characteristic Curve (AUC), Equal Error
Rate (EER), Accuracy (ACC), Precision, Recall, and
F1-Score. The AUC value ranges from 0 to 1, with
values closer to 1 indicating better performance. The
EER represents the point on the ROC curve where the

253



ICCK Transactions on Intelligent Systematics

Table 1. Performance analysis on FF++ and CELEB-DF with integrated modules.

Dataset Model ACC Precision Recall F1 Score AUC

FF++

Backbone 85.72 85.18 86.28 85.73 93.15
Backbone + SA 88.45 87.92 89.05 88.48 94.28

Backbone + SA + MHSA 90.83 90.25 91.42 90.83 95.97
Backbone + SA + MHSA + CA 92.67 92.15 93.21 92.68 99.30

CELEB-DF

Backbone 75.85 76.20 75.50 75.85 78.45
Backbone + SA 78.25 78.65 77.85 78.25 79.82

Backbone + SA + MHSA 80.42 80.85 80.00 80.42 81.15
Backbone + SA + MHSA + CA 82.35 82.78 81.92 82.35 82.70

Table 2. Impact of spatial attention kernel size on detection performance.
Kernel Size ACC (%) Precision (%) Recall (%) F1 Score (%) AUC (%)

1×1 86.82 86.35 87.31 86.83 93.45
3×3 88.45 87.92 89.05 88.48 94.28
5×5 88.12 87.68 88.58 88.13 94.02
7×7 87.89 87.41 88.39 87.90 93.84

false acceptance rate equals the false rejection rate.

4.3 Implementation Details
We implemented our proposed network using the
TensorFlow deep learning framework on an NVIDIA
GeForce RTX 4090 GPU. The Adam optimizer was
used with β1 = 0.9, β2 = 0.999, and ε = 1 × 10−8

(default settings), and the initial learning rate was set
to 1 × 10−4. The network was trained for 50 epochs
with a batch size of 8. The MHSA module uses H = 8
attention heads, with each head operating on a key
dimension of dk = D/8.

4.4 Ablation Study
To comprehensively evaluate the effectiveness of our
proposed framework and validate the design choices,
we conduct extensive ablation studies examining both
the individual contribution of each attention module
and the impact of key hyperparameters on detection
performance.

4.4.1 Module-wise Contribution Analysis
Table 1 presents a systematic analysis of the
performance gains achieved by progressively
integrating each attention mechanism into our
detection framework. We evaluate four different
configurations across both FF++ and CELEB-DF
datasets to demonstrate the consistent effectiveness
of our approach. Starting with the VGG-16 backbone

as our baseline, we observe strong foundational
performance with 85.72% accuracy on FF++ and
75.85% on CELEB-DF. The performance difference
between datasets reflects the inherently challenging
nature of CELEB-DF, which contains higher-quality
deepfakes that are more difficult to detect. The
incorporation of Spatial Attention (SA) yields
substantial improvements, increasing accuracy by
2.73% on FF++ (88.45%) and 2.40% on CELEB-DF
(78.25%). This demonstrates that focusing on
discriminative spatial regions significantly enhances
the model’s ability to identify manipulation artifacts.
The AUC improvements of 1.13% and 1.37%
respectively indicate enhanced discriminative
capability across different decision thresholds.

Adding Multi-Head Self-Attention (MHSA) to the
SA-enhanced model provides additional performance
gains of 2.38% on FF++ (90.83%) and 2.17% on
CELEB-DF (80.42%). The MHSA mechanism enables
the model to capture long-range spatial dependencies
and global contextual relationships, which are crucial
for identifying subtle inconsistencies across different
facial regions thatmay indicate syntheticmanipulation.
The final integration of Channel Attention (CA)
achieves the highest performance across all metrics,
reaching 92.67% accuracy on FF++ and 82.35% on
CELEB-DF. The complete framework demonstrates
remarkable AUC scores of 99.30% and 82.70%
respectively, indicating excellent discriminative ability
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between authentic and manipulated content. The
consistent improvement pattern across both datasets
validates the generalizability and robustness of our
attention-based approach.

4.4.2 Spatial Attention Kernel Size Analysis
Table 2 presents a detailed analysis of different kernel
sizes for the spatial attention mechanism to justify our
architectural design choice. We evaluate various kernel
configurations ranging from 1×1 to 7×7 convolutions to
determine the optimal balance between computational
efficiency and spatial modeling capability. The results
reveal that 3×3 convolution kernels achieve optimal
performance across all evaluation metrics, with 88.45%
accuracy and 94.28% AUC. The 1×1 convolution, while
computationally efficient, shows limited performance
(86.82% accuracy) due to insufficient spatial context
modeling. This confirms that purely point-wise
operations are inadequate for capturing the spatial
relationships necessary for effective attention weight
generation.
Larger kernel sizes (5×5 and 7×7) show marginal
performance degradation compared to 3×3, achieving
88.12% and 87.89% accuracy, respectively. This
decline can be attributed to over-smoothing effects and
increased parameter overhead without proportional
benefits in spatial reasoning capability. The 3×3 kernel
strikes an optimal balance by providing sufficient
receptive field coverage for local spatial dependencies
while maintaining computational efficiency. These
findings validate our design choice of 3×3 convolution
in the spatial attentionmodule, demonstrating that this
configuration maximizes performance while ensuring
computational tractability. The results align with
established practices in attention mechanism design,
where moderate kernel sizes typically provide the best
trade-off between modeling capacity and efficiency.

4.5 Comparison with SOTA methods
To demonstrate the effectiveness and competitiveness
of our proposed attention-based framework,
we conduct comprehensive comparisons with
state-of-the-art deepfake detection methods across
multiple evaluation scenarios. Table 3 presents a
detailed cross-database evaluation where models
are trained on FF++ and tested on both FF++
(intra-dataset) and Celeb-DF (cross-dataset) to assess
generalization capabilities.

4.5.1 Intra-Dataset Performance Analysis
On the FF++ dataset, our proposed method achieves
competitive performance with 99.3% AUC and

2.9% EER, positioning it among the top-performing
approaches. While DFNet [44] achieves the highest
AUC of 99.8%, our method demonstrates comparable
performance to other state-of-the-art methods
including DCL [36], MAT(EN-b4) [38], and UIA-ViT
[39], all achieving 99.3% AUC. This demonstrates that
our attention-based architecture effectively captures
the discriminative patterns necessary for accurate
deepfake detection within the training domain.
The strong intra-dataset performance validates the
effectiveness of our multi-attention design, where
the combination of spatial attention, multi-head
self-attention, and channel attention mechanisms
successfully identifies manipulation artifacts across
the four different deepfake generation techniques
present in FF++. Our method’s EER of 2.9% is
particularly noteworthy, matching the best-performing
methods and indicating excellent balance between
false positive and false negative rates.

4.5.2 Cross-Dataset Generalization Performance
The cross-dataset evaluation on Celeb-DF reveals
more nuanced performance characteristics that
highlight the challenges of deepfake detection
generalization. Our proposed method achieves 82.7%
AUC and 25.2% EER on Celeb-DF, demonstrating solid
generalization capabilities while revealing areas for
improvement. Comparing with existing methods, our
approach outperforms several established techniques
in cross-dataset generalization, including GFF [33]
(75.7% AUC), Local-relation [34] (78.3% AUC), and
LTW [43] (77.2% AUC), while remaining competitive
with DCL [36] (82.3%) and UIA-ViT [39] (82.5%).
However, DFNet [44] achieves superior cross-dataset
performance with 87.8% AUC, indicating potential for
further architectural improvements in our attention
mechanisms. Notably, our method shows competitive
performance compared to UIA-ViT [39] (82.5% AUC)
and DCL [36] (82.3% AUC), demonstrating that
attention-based approaches can achieve comparable
generalization to more complex architectural designs.
The relatively small performance gap (0.2–0.4% AUC)
with thesemethods suggests that our simpler attention
framework provides an effective balance between
performance and computational efficiency. Regarding
the Equal Error Rate (EER), our method achieves 2.9%
on FF++, matching the best-performing DFNet [44]
despite the latter’s higher AUC (99.8% vs. 99.3%). This
indicates that our model achieves an optimal balance
between false acceptance and false rejection rates,
a critical property for practical deployment where
symmetric error costs are assumed. On Celeb-DF, our
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Table 3. Cross-database evaluation from FF++ to Celeb-DF in terms of AUC and EER.

Method FF++ Celeb-DF
AUC (%) EER (%) AUC (%) EER (%)

GFF [33] 98.4 3.8 75.7 32.2
Local-relation [34] 99.2 3.0 78.3 29.1
Face X-ray [35] 87.5 4.2 75.7 26.5
DCL [36] 99.3 3.2 82.3 26.4
EN-b4 [37] 99.2 3.3 68.6 35.3
MAT(EN-b4) [38] 99.3 3.3 76.6 32.5
UIA-ViT [39] 99.3 3.2 82.5 27.4
F3-Net [40] 98.1 3.5 71.2 33.7
MLDG [41] 98.6 3.4 74.5 30.8
Xception [42] 99.1 3.7 65.3 38.7
LTW [43] 99.2 3.3 77.2 29.3
DFNet [44] 99.8 2.9 87.8 22.8
Proposed (Ours) 99.30 2.9 82.70 25.2

EER of 25.2% represents a competitive result compared
to DCL (26.4%) and UIA-ViT (27.4%), confirming that
the attention-based framework maintains balanced
error characteristics in cross-dataset generalization
scenarios.

5 Conclusion
This work presents a novel attention-based framework
for deepfake detection that strategically integrates
spatial attention, multi-head self-attention, and
channel attention mechanisms with a VGG-16
backbone. Our modular approach effectively
identifies synthetic content across diverse generation
techniques by capturing discriminative features at
multiple representational levels. Systematic ablation
studies confirm that each attention component
makes a meaningful contribution to detection
performance, with spatial attention focusing on critical
facial regions, multi-head self-attention modeling
long-range dependencies, and channel attention
emphasizing informative feature channels. The
proposed method achieves competitive performance
with 92.67% accuracy on FF++ while demonstrating
solid cross-dataset generalization with 82.35%
accuracy on the challenging Celeb-DF dataset.
Our evaluation reveals both the potential and
limitations of current deepfake detection approaches.
While strong intra-dataset performance indicates
effective feature learning, cross-dataset results
highlight the ongoing challenge of generalization
across different manipulation techniques and data
distributions. The modular architecture offers
advantages in interpretability and computational
efficiency compared to more complex state-of-the-art

methods. As synthetic media technology rapidly
advances, our interpretable and extensible approach
provides a robust foundation for future research
directions. The demonstrated effectiveness across
multiple datasets and the architectural flexibility
for incorporating additional attention mechanisms
position this work as a valuable contribution to
maintaining digital content authenticity and trust.
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